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Introduction to FileZilla Pro

FileZilla Prois a cross-platform file transfer application. You can run it on Windows, macOS and Debian Linux
machines. While it may function on other Linux distributions, please note that official support is provided
specifically for Debian Linux.

1.1 FileZilla Pro Features

The features of FileZilla Pro include:

e Anumber of file transfer protocols, including FTP, FTPS, SFTP, WebDAYV, and most cloud storage protocols.
e Continue file transfers that have been paused or interrupted.

e Multiple concurrent server connections.

e Site Manager saves server connection and login information to allow quick reconnection.
e Dragand drop to begin file transfers.

e Compare local and remote file structures.

¢ Simultaneously browse local and remote file structures.

e logging.

¢ Transfer speed limits for both uploads and downloads.

e Remote file search.

e Multiple languages.

o Edit remote files.

e Check and substitute for unsupported characters in file and directory names.

e Keepidle connections alive.
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1.2 How Can | Use FileZilla Pro?

FileZilla Prois a utility used for transferring files from one place to another.

You can transfer files:

e between alocal machine and a server;
e toand from cloud data storage services.

You can also browse the file structure on a local or remote machine, or on a cloud service, as well as modifying
that file structure: deleting, adding, or editing files and directories.

1.3 Differences between FileZilla and FileZilla Pro

FileZilla Pro contains all of the functionality of FileZilla standard version, plus it supports connections, file trans-
fers, and file structure browsing for many cloud data storage services like Google Drive, Amazon S3, OneDrive,
Dropbox, WebDAV, Microsoft Azure, OneDrive for Business and SharePoint, Google Cloud, Backblaze B2, Box,
OpenStack Swift, Rackspace Cloud and Cloudflare R2.

FileZilla Pro also supports file synchronization, multiple rename and Site Synchronization.

FileZilla Pro provides a dedicated customer support forum where users receive prompt assistance for their
inquiries, in addition to the product manual included with the software.

1.4 Supported Cloud Data Storage Services

FileZilla Pro supports the following cloud data storage services:

e Amazon S3

e Backblaze B2

e Box

o Cloudflare R2

e Dropbox

e Google Cloud Storage

e Google Drive

e Microsoft Azure File Storage Service
e Microsoft Azure Blob Storage Service
e Microsoft OneDrive

e Microsoft OneDrive for Business

e Microsoft SharePoint

e OpenStack Swift

e Rackspace Cloud

o WebDAV

1.2. How Can | Use FileZilla Pro? 7
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1.5 Register as a Customer

To receive priority support from FileZilla Pro staff, register as a FileZilla Pro customer on our Customer Support
forum.

Please follow the next steps to register.

1. Open https://customerforum.filezilla-project.org/ in an internet browser.

2. Click on Register.

™ E FileZilla Pro Customer Support F© X Jr - o S

< C 5 https://customerforum filezilla-project.org PR &4 m = 2 g’ o

FileZilla Pro Customer Support Forum

Priority support for all customers of FileZilla Pro

(237 [ Register () Login
# Board index

It is currently 2023-11-03 11:45

This board has no forums.

STATISTICS
LOGIN - REGISTER
Username: Password: I forgot my password | Remember me [
WHO S ONLINE
In total there are 2 users online :: 1 registered, 0 hidden and 1 guest (based on users active over the past 5 minutes)

Mast users ever online was 115 on 2018-09-28 18:52

STATISTICS
Total posts 6558 # Total topics 1586 * Total members 13514 # Qur newest member f3189097 1@gmail.com

# Board index @ Delete cookies All times are UTC

Privacy | Terms

1.5. Register as a Customer 8
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3. Read the terms of registration and, if you agree to the conditions, click on | agree to these terms.

[ | [A FileZilla Pro Customer Support £ X | = - il &5
&~ G 5] https://customerforum.filezilla-project.org/ucp.php?mode=register P 1 ED {é % o
P
FileZilla Pro Customer Support Forum
Priority support for all customers of FileZilla Pro
@ FaQ ® Login

# Board index

FileZilla Pro Customer Support Forum - Registration

By accessing “FileZilla Pro Customer Support Forum™ (hereinafter “we™, “us”, “our”, “FileZilla Pro Customer Support Forum”, “https://customerforum.filezilla-project.org”), you agree to be
legally bound by the following terms. If you do not agree to be legally bound by all of the following terms then please do not access and/or use “FileZilla Pro Customer Support Forum”. We may
change these at any time and we'll do our utmost in informing you, though it would be prudent to review this regularly yourself as your continued usage of “FileZilla Pro Customer Support Forum®™

after changes mean you agree to be legally bound by these terms as they are updated and/or amended.

This forum is for paying customers of FileZilla Pro only. By registering you confirm to be a customer. You need to use the same email address you purchased FileZilla Pro with and you need to
enter the order ID of your purchase.

You agree not to post any abusive, obscene, vulgar, slanderous, hateful, threatening, sexually-orientated or any other material that may violate any laws be it of your country, the country where
“FileZilla Pro Customer Support Forum” is hostedd or International Law. Doing so may lead to you being immediately and permanently banned, with notification of your Intemnet Service Provider if
deemed required by us. The IP address of all posts are recorded to aid in enforcing these conditions. You agree that “FileZilla Pro Customer Support Forum™ have the right to remove, edit, move or
close any topic at any time should we see fit. As a user you agree to any information you have entered to being stored in a database. While this information will not be disclosed to any third party
without your consent, neither “FileZilla Pro Customer Support Forum® nor phpBB shall be held responsible for any hacking attempt that may lead to the data being compromised.

You agree not to include URLs to commercial websites in profile fields and user signatures. Including such content may result in permanent account removal.
You agree not to create posts with the primary purpose of introducing yourself. Such posts may result in permanent account removal.
Our forums are powered by phpBB (hereinafter “they”, “them”, “their”, “phpBB software”, “www.phpbb.com”, “phpBB Limited”, “phpBB Teams”) which is a bulletin board solution released under

the “GNU General Public License v2” (hereinafter “GPL”) and can be downloaded from wvaw.phpbb.com. The phpBB software only facilitates internet based discussions; phpBB Limited is not
responsible for what we allow and/or disallow as permissible content and/or conduct. For further information about phpBB, please see: https: //vaww.phpbb.com/.

1 agree to these terms| [I do not agree to these terms

# Board index T Delete cookies All times are UTC

4. Enter a User ID in the Username field. This can be any identifier you choose, such as a nickname. Since it
will be visible to other forum users, consider avoiding using your email address.

FileZilla Pro Customer Support F- X = - o X
<« C & htipsy//customerforum filezilla-project.org/ucp.php?mode=register w o H
[22%] O Login -

@ Board index

FileZilla Pro Customer Support Forum - Registration

Username:
Length must be between 3
characters and 20 characters.

Email address:
Password:
Must be between 6

characters and 100
characters.

Confirm password:

Language: British English ¥

My timezone: [UTC+10:00 - 14 Feb 2013, 12:58 v |

‘ Antarctica/DumontDUrville v ‘

The items marked with * are required profile fields and need to be filled out.

Order Number: *

Please enter the order
number from your purchase
of FileZilla Pro. You can find it
in the purchase confirmation
sent to the email address you
purchased with

First name:

Last name:

# Board index 1l Delete cookies All times are UTC

1.5. Register as a Customer 9
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In the Email address field, enter the email address with which you bought FileZilla Pro.
Enter a password in the Password and Confirm password fields.

Enter the order number from your FileZilla Pro purchase in the Order Number field.
Enter other information if desired.

Click on Submit.

v © N o WU

If you have trouble registering on the forum, email info@filezillapro.com for assistance.

1.5. Register as a Customer 10
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Common Terminology

2FA
In a second factor authentication method users are granted access to a service or an application after
successfully presenting two or more pieces of information. Such factors usually are based n something
you know, have or are.

Bookmark

Bookmarks in FileZilla Pro save the locations of directories on remote servers. You can use them to save
time in navigating complex directory structures. They’re especially useful for directories that you use
frequently. See Bookmark a Directory for more information.

Client
A client is a computer application that you use to connect your local computer to a server on the internet.
In this case, the client is FileZilla Pro. Using it, you can add, delete, or edit files and/or directories on the
remote server.

Download
When files are transferred from a remote server to a local machine.

FTP
File Transfer Protocol is a basic method for moving files between local and remote computers. See FTP
for more information.

FTPS
File Transfer Protocol with TLS is a secure version of File Transfer Protocol (standard FTP). File transfers
are encrypted between FileZilla Pro and the server. See FTPS for more information.

Local
The machine on which FileZilla Pro is installed, that you're using to control file transfers.

MIME Types
MIME stands for Multipurpose Internet Mail Extensions, and it is a technique that servers use to recog-
nise the type of file being used, similar to the way Windows recognises files by their file extension (eg
.txt). It helps browsers to figure out what to do with a particular file when you click on a link to it; for
example, display it or download it. A MIME type typically consists of a type and a subtype.

Common MIME types are:
o text/plain (text file)
o image/jpeg (JPEG image)
e audio/mpeg (MP3 audio)
e video/quicktime (QuickTime video)

11
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e application/pdf (PDF document)

PEM
Privacy Enhanced Mail. PEM is a file format commonly used for storing certificates, certificate chains,
and private keys. PEM-encoded files are base64-encoded ASCII, and they often have extensions like
.pem, .crt, .cer, and .key.

Private key
The private key is a cryptographic key used to secure communications. It works in conjunction with the
certificate chain, which includes the TLS certificate, to establish secure connections.

Overwrite
Copying over an existing file with one of the same name and file extension. This is a term you will come
across oftenin FileZilla Pro documentation, because it is common while copying files to come across files
that you or someone else have already copied across, and you will need to tell FileZilla Pro how to handle
this situation. One option is to copy over the existing file with a new one that has the same filename.

Queue
See Transfer Queue.

Recursive
In terms of FileZilla Pro, a recursive action on a directory affects all of its subdirectories and files in
them. For example, running a delete command on a directory with a number of files in it as well as
subdirectories with files in them - perhaps several levels deep - requires FileZilla Pro to first send a
delete command for each file in the bottom layer of directories, then send a delete command for those
directories, then send a delete command for files in the second-to-bottom layer of directories, etc, until
it reaches the top layer of directories and files.

Remote
The server that FileZilla Pro will connect to in order to modify directories and files. Often this is geo-
graphically remote as well.

Server
A server is a computer that you can connect to via the internet. Servers can be used for a range of
activities, but for purposes of FileZilla Pro, they're used for uploading and downloading files. For example,
awebsite is generally hosted on a server or cluster of servers, and you can connect to it viaits FTP server
- acomputer dedicated to handling file transfers.

Note: If youwant to create an FTP server, you'll need to use a server program like FileZilla Server.

SFTP
SSH File Transfer Protocol is a method that FileZilla Pro can use to access and transfer files on a server.
It is based on Secure Socket Shell protocol rather than traditional File Transfer Protocol, so it tends to
use a server’s SSH port. See SFTP for more information.

SSH
Or Secure Shell, is a cryptographic network protocol used for secure data communication.

Simultaneous connections
Every time that FileZilla Pro sends a request to a server, it needs to have an active connection open. As it
can only send one request at a time over a single connection, FileZilla Pro can open multiple connections
with a server so that it can send more than one request at a time. Effectively, this can mean several file
transfers happening simultaneously.

Transfer Queue
The queue - or Transfer Queue - is a list of files and directories that FileZilla Pro has been told to transfer
from one computer to another, but which have not yet been transferred. For more information, see
Transfer Queue.

12
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TLS
Transport Layer Security (TLS) encrypts communications between FileZilla Pro and a server. This keeps
the files that you're transferring secure from eavesdroppers while they’re in transit between your local
computer and the server. TLS is used in FTPS connections.

Upload
When files are transferred from a local machine to a remote server.

User ID

Also sometimes referred to as a User Name or User Identification. This is the string of text that an
application, server, or website recognises as belonging to a particular person. Sometimes your user ID
will be your email address; sometimes just a string of characters, for example janesmith98352.

13



Protocols Supported by FileZilla Pro

FileZilla Pro offers flexibility supporting the following file transfer protocols and cloud storage services:

FTP

FTPS

SFTP

Amazon S3

Backblaze B2

Box

Cloudflare R2

Dropbox

Google Cloud Storage

Google Drive

Microsoft Azure File Storage Service
Microsoft Azure Blob Storage Service
Microsoft OneDrive

Microsoft OneDrive for Business
Microsoft SharePoint

OpenStack Swift

Rackspace Cloud

WebDAV

14
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3.1 Comparison Table

FileZilla Pro supports various protocols for file transfer. Below is a breakdown of the encryption mechanisms
used by the different supported protocols and their underlying base protocols.

3.2 FTP

Table 1: FileZilla Pro protocol comparison

Protocol  Encrypted Base protocol

FTP No?! FTP

FTPS Yes - TLS FTP

SFTP Yes SSH

Cloud Yes - generally TLS HTTP (custom protocol)
WebDAV  Yes-TLS HTTPS (standard extension)

FTP stands for File Transfer Protocol. It's a method for moving files between computers, over the internet, that
has been in use for decades. FTP connections are not encrypted, which means that your files could potentially
be seen and copied by a third party.

Client

—_— FTP client sends connection request —»
Server checks that FTP connections are . Server
permitted and sends a welcome message
— - FTP client sends user ID and password »
(o] [ )
Server authenticates login and grants accessto
section of the files that user is allowed go_L
0 e——t— O §

— FTP client sends a file transfer request >

Server checks user permissions and performs

upload, download, or delete request

- Server sends success or failure message —

1 By default, FileZilla Pro attempts to use FTPS for FTP connections, and will display a warning if the remote
server does not support encrypted connections.

3.1. Comparison Table 15
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3.3 FTPS

FTPS stands for FTP over TLS. It's a newer, secure version of FTP that encrypts your connection, meaning that a
third party can’t see the files that you’re moving. It uses Transport Layer Security (TLS).

_— FTP client sends connection request —-

Server checks that FTP connections are
permitted and sends a welcome message

_— FTP client starts TLS handshake —-

Client Server

- Server sends its credentials —_—

FTP client checks credentials and creates
encrypted channel

—_ FTP client sends user ID and password L

Server authenticates login and grants access to
section of the files that user is allowed

FTP client sends a file transfer request -

Server checks user permissions and performs
upload, download, or delete request

- Server sends success or failure message —

3.3. FTPS 16
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3.4 SFTP

SSH File Transfer Protocol (SFTP) is a method for transferring files between a local and remote computer, like
FTP and FTPS, but the difference is in how it works.

Instead of sending FTP commands, SFTP uses an extended set of SSH commands. If the server you’re connecting
to only supports FTP connections, not SSH connections, you won't be able to use SFTP.

—_— Client sends connection request —-
-~ Server sends a welcome message —
—_— SFTP client starts handshake —
Client - Server sends its credentials — Server

Server calculates a handshake hash and signs
-+— it using its private host key, then retumns it and —
its public host key

Server calculates a handshake hash and signs
it using its private host key

o]

‘ o]
Client calculates the handshake hash, checks —/
| ——— that it matches the one sent by the server, and —»
— uses it to start an encrypted channel e

_ Client sends user ID and password —

Server authenticates login and grants access to
section of the files that user is allowed

— Client sends a file transfer request —-

Server checks user permissions and performs
upload, download, or delete request

- Server sends success or failure message —

3.4. SFTP 17



Installing FileZilla Pro

Installing FileZilla Pro is slightly different on each operating system.

When you purchase FileZilla Pro, you'll receive a login (typically your registered email address) and order ID,
along with a download link. Simply click on the link or paste it into your browser, and provide your login and
order ID toinitiate the download. Alternatively, you can use the registration key provided in the same Welcome
email.

The combination of your registered email and order ID ensures also access to the Customer forum, located at
https://customerforum.filezilla-project.org/

Note: Ensure that you pay attention to where the download saves onto your local computer.

4.1 Prerequisites

Before installing FileZilla Pro, you'll need:

e Atleast 50MB of space free on your drive.
e Administrator privileges if you want to make the program available for all users on a Windows machine.
Check that the date and time on your machine are correct. FileZilla Pro will not allow you to complete the

registration process unless both date and time are set correctly. If in doubt, set your machine to automatically
set its time and date.
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4.2 Windows Installation

Follow the steps below to install FileZilla Pro on a Windows machine:

Note: You'll require administrator privileges on the current computer if you want to install FileZilla Pro for all
users of the machine.

1. Double-click on the FileZilla Pro install file to start the installation.

The installation file for FileZilla Pro on Windows is named in the following format: FileZilla_Pro_<version
number>_<winé4 or win32>-setup.exe. For example, “FileZilla_Pro_3.37.0_winé4-setup.exe”.

2. Select whether toinstall FileZilla Pro for all users of the machine, or just the current user.

E FileZilla Pro 3.66.2 Setup — *
Choose Installation Options
Who should this application be installed for? E

Please select whether you wish to make this software available to all users or just yourself,

(®) Anyone who uses this computer (all users)

(Z)0nly for me (developer)

Inztallation for all users requires Administrator privileges.

< Back Cancel
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3. Select the components that you want to be installed with FileZilla Pro:
FileZilla Pro is the base program; this is required.

Icon sets provide different looks for FileZilla Pro.

Language files allow you to run FileZilla Pro in a language other than English.

Shell extension allows you to drag and drop files from Windows Explorer into FileZilla Pro.
Desktop icon adds alink to FileZilla Pro to your desktop, making it easy to find and run the program.

E FileZilla Pro 3.66.2 Setup - X

Choose Components
Choose which features of FileZilla Pro 3.66. 2 you want to install, E

Check the components you want to install and uncheck the components you don't want to
install. Clids Mext to continue.

Select components to install: Description
Icon sets
Language files
Shell Extension
[ Desktop Icon

Space required: 47.3 MB

4. Click Browse if you want to select an installation location. Click Next to move to the next page.

E FileZilla Pro 3.66.2 Setup — b4
Cheose Install Location
Choose the folder in which to install FileZila Pro 3.66.2. E

Setup will install FileZila Pro 3.66.2 in the following folder. Ta install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder

| C:\Program Files\FileZila Pro\) Browse. ..

Space required: 47.3 MB
Space available: 11.6 GB
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5. Pick an existing Start Menu folder to add an icon for FileZilla Pro, or enter a new name to create a new

Start Menu folder.

E FileZilla Pro 3.66.2 Setup — X
Choose Start Menu Folder
Choose a Start Menu folder for the FileZilla Pro 3.66.2 shortouts. E

Select the Start Menu folder in which you would like to create the program's shortcuts. You
can also enter a name to create a new folder,

ileZilla Pro

Accessibility
Accessories
Administrative Tools
StartUp

System Tools
Windows PowerShell

Do not create shorteuts

4.3 Microsoft Store Installation

FileZilla Pro can also be downloaded and installed from the Microsoft Store, where it is sold on a lifetime

subscription.

Follow the steps below to install from Microsoft Store:

1. Launch Microsoft Store on your Windows 10 or Windows 11 device.

2. Inthe search box, at the top of Microsoft Store window, enter filezilla pro and press Enter.

3. Find FileZilla Pro in the search results.

4. Click on FileZilla Pro listing to see the details page. You will see a window like this:

¢ @ wicrosofsiore filezill Q N 8 - o

[

)

2 l «z~°

FileZilla Pro

Business Follows srl

USD$49.99

Free trial

FileZilla Pro: Your Utimate File Transfer Solution!
Fast, reliable, and packed with features. Manage
FTP, SFTP, cloud storage, and more. Get.

Screenshots >

FileZilla Pro

Description

FileZilla Pro is a fast and reliable FTP, FTPS, SFTP, Amazon 53, Backblaze B2, Box, Dropbox, Google Cloud Storage, Google Drive,
Microsoft OneDrive, Microsoft Azure Storage, OpenStack Swift (using Keystone v2) and WebDAV client with lots of useful
features. FileZilla Pro comes with an intuitive tabbed user interface and is available in more than 50 languages

You can use the Site Manager to organize your sites and bookmarks. FileZilla Pro lets you synchronize the Site Manager data
securely 5o that you can access your stored sites from all your machines. Your credentials are stored securely, protected by

strong cryptography.

Use powerful tools to quickly and easily navigate the server and locate your files: Directory listing fitters hide irrelevant files from
view. Compare local and remote directories and highlight the difference. Change both local and remote directories in lockstep.

Show more

Ratings and reviews >
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5. You can either purchase FileZilla Pro directly or opt for a 7-day free trial. Either option will install it on
your device.

Note: you choose the free trial, you must either purchase the application or uninstall it after the trial
period, as per standard Microsoft Store terms.

Drag and Drop Support for Microsoft Store Version

Contact Support for Microsoft Store Version

4.4 macOS Installation

Follow the steps below to install FileZilla Pro on a Mac:

1. Open your Downloads folder. Typically, you can do this by selecting Go » Downloads from the main
menu.

@ Finder File Edit View Go Window Help

Back
Forward

Enclosing Folder

@ Recents
Y Documents %0
= Desktop S #D

® Downloads X¥L

{a} Home o 8H

= Computer oHC
@ AirDrop S8R

@ Network S 8K
<> iCloud Drive o8|
=9 Shared ©%8S
A Applications CHA
% Utilities 48U
33 Dropbox

Recent Folders

Go to Folder...
Connect to Server...

2. Find the FileZilla Pro installation file. The installation file for FileZilla Pro on macQOS is
named in the following format: FileZilla_Pro_<version-number>_macosx-x86.app.tar.bz2. For example,
FileZilla_Pro_3.37.0_macosx-x86.app.tar.bz2.

4.4. macOS Installation 22



FileZilla Pro User Guide, Release 1.24

[ XN )
Favorites

® AirDrop

@ Recents

A Applications
= Desktop

[ Documents
® Downloads
B3 Files

B3 Projects
iCloud

& iCloud Drive
=9 Shared
Locations

33 Dropbox
& mac0S

Tags
® Red

< > Downloads

Name

T Filezilla_Pro_3.61.1_macosx-x86.app.tar.bz2

Size Kind Date Added

16,2 MB  bzip2 c...archive Today 03:11

3. Double-click on the installation file. The file will be unzipped.

o0

Archive Utility

Expanding “FileZilla_Pro_3.61.1_macosx-x86.app.tar.bz2"...

Lance

4. Dragthe FileZilla Pro icon to the Dock or the Desktop for easy access.

@ Finder Fie EGt View Go Window Help

87T U BF0ecD«« @@ nB=

# T ® Q8 Ti3oa s

o ¢ U0BEBOZ 12/ B

5. Open FileZilla Pro.

You might see a warning, asking if you want to open the program. If you bought it from the FileZilla Pro
website (https://filezillapro.com/) it is safe to open it.

4.4. macOS Installation
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If you subscribed to FileZilla Pro via App Store, please refer to the macOS App Store Installation instruc-
tions.

“FileZilla” is an app downloaded

from the Internet. Are you sure
you want to open it?

6. Click on Open.

4.5 macOS App Store Installation

FileZilla Pro can be downloaded and installed from the Mac App Store using the App Store to get it. If you want
to cancel your FileZilla Pro subscription follow the Apple’s instructions you find at https://support.apple.com/
en-us/HT202039

Related topics:
Local files not displayed

4.6 Debian Linux Installation

Follow the steps below to install FileZilla Pro on Debian Linux.

1. Gotothedirectory where the installation file was downloaded. The installation file for FileZilla Pro for
Linux Debian is named in the following format: FileZilla_Pro_<version-number>_x86_64-linux-gnu.tar.bz.
For example, FileZilla_Pro_3.37.0_64-linux-gnu.tar.bz

Open the file using the extract tool.
Extract the files to the destination directory.
Go to the directory where the files were extracted.

Go to FileZilla3 directory.

S T

Start the program using the filezilla executable in the bin/ subdirectory.
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4.6.1 Launch from command line

If launching FileZilla Pro from the file manager fails, you may need to launch it from the command line. Below
are the instructions for installing and launching from the command line:

1. Open aterminal.

2. Change to the directory where the installation file was downloaded, for example:
cd ~/Downloads/

3. Extract the file with:
tar xf FileZilla_Pro_<version number>_x86_64-1linux-gnu.tar.bz

4. Launch FileZilla Pro with:
FileZilla3/bin/filezilla

4.6.2 To create anicon on the desktop

1. CopythefileFilezilla3/share/applications/filezilla.desktop to your Desktop directory:
cp FileZilla3/share/applications/filezilla.desktop $HOME/Desktop
2. Openthefile filezilla.desktop in a text editor. Adjust the paths at Exec and Icon according to the

directory where the installation file was extracted to. Exec is the path to the FileZilla Pro executable file.
For example:

Exec=/opt/FileZilla3/bin/filezilla
Icon=/opt/FileZilla3/share/icons/hicolor/scalable/apps/filezilla_pro.svg

3. Ashortcut icon is shown on the desktop.
4. Right-click the shortcut and choose Allow launching.

5. The shortcut now shows the FileZilla Proicon:
S —

A
D =

FileZilla Pro

6. If you use another desktop environment, like KDE, you need to change the shortcut properties to allow
execution:

a. Right-click the shortcut.
b. Choose Properties.
c. Mark Is Executable or Allow executing file as program.
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4.6.3 Make it available in the list of applications

Note that some desktop environments do not support desktop icons. In this case open a terminal and move the
filezilla.desktop file to your applications directory using the following command:

mv filezilla.desktop ~/.local/share/applications

The shortcut will appear in the list of available applications.

4.6.4 Supported distributions

Please note that due to differences in distributions, the provided binaries for Debian Linux might not work on
different GNU/Linux systems.

The systems where FileZilla Pro is known to work are:

e Debian 10.4 or greater

e Fedora31orgreater. Installation of GTK+2 and libxcrypt-compat packages is required with the command
below

sudo dnf install gtk2 libxcrypt-compat
e CentOS 8.1 or greater
e Ubuntu 20.04 or greater
e Linux Mint 20 or greater
e openSUSE Leap 15.3 or greater

e Red Hat Enterprise Linux 8.1 or greater. Installation of GTK+ 2 package is required with the command
below

sudo dnf install gtk2

e Rocky Linux 9. Installation of GTK+ 2 package is required with the command below
sudo dnf install gtk2

e Arch Linux. Installation of GTK+2 and libxcrypt-compat packages is required with the command below
sudo pacman -S gtk2 libxcrypt-compat

4.7 Amazon WorkSpaces Installation

Amazon WorkSpaces (https://clients.amazonworkspaces.com/) enables you to provision virtual, cloud-based
Microsoft Windows, Amazon Linux, or Ubuntu Linux desktops, and users can access their virtual desktops from
multiple devices or web browsers.

To install FileZilla Pro on your Amazon WorkSpaces Windows client, follow these steps:
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1. Launch Amazon WorkSpaces client. On Microsoft Windows double-click its desktop icon.

il

AMaZzon

2. Inthelogin screen enter your credentials and click Sign In.

‘& Amazon WorkSpaces X
Amazon WorkSpaces Settings Support a
r amazon

& WorkSpaces

Please log in with your WorkSpaces
credentials

filezillaprodemo

Password Access your deskiop anywhere, anytime

Forgot Password?

Keep me logged in

Change Registration Code
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3. The workspace start can take some time.

"¢ Amazon WorkSpaces

Amazon WorkSpaces Settings Support

amazon

‘& WorkSpaces
Starting WorkSpace
Resuming WorkSpace

filezillaprodemo
SLiad+BKH89S

Cancel

4. Once started, visit FileZilla Pro website and download the appropriate version for your Workspace

system.

‘% Amazon WorkSpaces

Amazon WorkSpaces  View  Settings  Support

B | A FileZila - The free FP solution X | +

https://filezilla-project.org/prodow

< ) N 2dphp
[FAFileZill
I e | a The free FTP solution

Home

FileZilla
Features
Screenshots
Download
Documentation
Filezilla Pro

FileZilla Server
Download

Community
Forum
Project page
Wiki

General
FAQ
Support
Contact
License
Privacy Policy
Trademark Policy

Download FileZilla Pro
To download FileZilla Pro or the manual, please enter either your registration key, or

alternatively both the email address you used when purchasing FileZilla Pro and the order
number listed in the order confirmation mail you have received.

Email-address:

Order number: |

Registration key:

1. You can either download FileZilla Pro:

Platform: ® 64-bit Windows, 32-bit Windows, MacOS 10.13 or higher, Debian 10
(64bit x86) or compatible

Start download of FileZilla Pro

2. Or you can download the manual:

Start download of FileZilla Pro Manual

Please contact info@filezillapro.com if you need assistance with your registration details.

5. Install FileZilla Pro by following the instructions provided for your operating system in this chapter.

6. Launch FileZilla Pro

Now you can utilize FileZilla Pro within your WorkSpaces environment, benefiting from Amazon'’s high-speed

internet connections for fast file downloads and uploads.

4.7. Amazon WorkSpaces Installation
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4.8 Registration

To register your copy of FileZilla Pro, you need to enter either your registration key or the email you used to

purchase FileZilla Pro, along with the order number.

Register FileZilla Pro X

FileZilla Pro 3.58.0
The professional FTP solution

Please register your copy of FileZilla Pro for use on this machine. Reqgistering FileZilla Pro allows you to obtain updates with new features and bug fixes.
To register FileZilla Pro, you either need your registration key or your purchase details.

Please ensure FileZilla Pro has access to the Internet before continuing. Switch to offline registration
(@) Register using registration key:

Select this if you have received a registration key.

Registration key: | ‘

(O Register using purchase details:

Select this if you do not have a registration key. To continue, please enter the mail address you used to purchase FileZilla Pro and your order
number. You can look up the order number in the confirmation email we have sent to you following your purchase.

E-mail address:
Order number:

If you have problems registering, contact info@filezillapro.com for assistance.

You can register either using your registration key or using the email address you used to purchase FileZilla Pro

and the order number.

If you're behind a corporate firewall that does not allow FileZilla Pro to register, or you need to register your copy
without internet access, you might need to register offline. In this case click on Switch to offline registration

and follow the steps described below.

Register FileZilla Pro X

FileZilla Pro 3.58.0
The professional FTP solution

Offline registration is a two-step process. In this first step a registration request is created.

Skip reguest creation and input confirmation code

Please register your copy of FileZilla Pro for use on this machine. Registering FileZilla Pro allows you to obtain updates with new features and bug fixes.
To register FileZilla Pro, you either need your registration key or your purchase details.
(@) Register using registration key:

Select this if you have received a registration key.

Registration key:

() Register using purchase details:

Select this if you do not have a registration key. To continue, please enter the mail address you used to purchase FileZilla Pro and your order
number. You can lock up the order number in the confirmation email we have sent to you following your purchase.

E-mail address:
Order number:

If you have problems registering, contact info@filezillapro.com for assistance.

Note: If you already have created a confirmation code, click on Skip request creation and input confirmation
code and continue to enter the confirmation code. Confirmation codes expire after 12 hours. If your confirmation

code is older, you need to create a new one.

4.8. Registration
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To register offline your copy of FileZilla Pro follow these steps.

1. Enter the Registration Key or E-mail address and Order number and then click on the OK button.

2. Aregistration request is created. Copy it to the clipboard or save it to afile:

Registration request X

This Is your registration request:

|ff2ye_9x‘tS\rf5equM—VwaAiJXIFLoQOAQ h40MdJBgoZngsA8dwPMt7DXzq
K48BfQhUytVFR10KN8oCMogqviNtnDPYby-afAYSLY Ig7yzxo82fXnubRbOHbz
ElowfOmOX QA5 ThvutXEz2heByxOmGP4rSeObaMZpdIMzHILMMNw1hM5IcliTi
8nw7DOXGKfDbrXv1oUK3twNTkutB7MYgO8RBIwe-f-NWO_gDJWEAatMPEVY
SxTirmdNj9nmP3fT_E5KCavAhMAcabeFRmYofaiM2jIGANH3VIWVaA02IP2H
S5OhERFABa_fvcrSTIFYGA8sL-xDYE3RvIublgHSp-tBwoyalGWCIGCa4020
FVOIfkt9L50Z0nLs3kB0OX12)YHtAbuNOUgkL9CtS-]bOkG3DdDVBffjkpOCe
YeFtvgX_gqlaefcOLaZeuGUiINVwkBgqrNjpeEQRErzo8w

Copy to clipboard Save to file..

You need to enter this request on the following website within 12 hours:

https://filezilla-project.org/proregister.php

Close

3. Goto https://filezilla-project.org/proregister.php and enter the registration request. If the registration
request has been saved in afile, click Browse to select the file and upload it.

4. Click onthe Submit registration request button.
5. Aconfirmation code is created. Copy it to clipboard or save it in afile.

6. Enter the confirmation code in the Enter confirmation code window. If the confirmation code was saved
in afile, click Load from file and select the appropriate file.

Thank you for registering FileZilla Pro. X
Thank you for registering FileZilla Pro.

Your registration key: 0002000000000 X0 | Copy to clipboard
Please write down your registration key and store it in a safe location.

You will need to use this key should you ever need to register FileZilla Pro again.

OK

If all the details were correct, your registration of FileZilla Pro was successful.

See also: Silent Installation and Registration
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4.9 Deregistration

To ensure compliance with our Terms and Conditions and the specific terms of your purchase, which impose a
maximum limit on FileZilla Pro registrations, if you reach the limit, you may need to deregister a copy before
registering an additional one.

Below you'll find instructions on how to deregister on various operating systems.

4.9.1 Windows

1. Gotothe FileZilla Proinstallation directory and double-click the Deregister FileZilla Pro shortcut.

I [ - Manage Manage FileZilla Pro
Home Share View Shortcut Tools Application Tools
« v 9 » ThisPC » Cdrive (C:) » ProgramFiles » FileZilla Pro v | O P
~ - -
@ OneDrive Name Date modified
docs
&3 This PC
o . locales
8 3D Objects TESOUrCES 11/3/2023 %11 AM
[ Desktop [ AUTHORS 4/28/2 7AM
|2 Documents T Deregister FileZilla Pro 11/3/2023 %:11 AM
‘- Downloads Ef\\azilla
D Music o fzputtygen
o OpenDrive [ fzregutil
ﬂgfzsftp
&= Pictures
%] fzshellext.dll
B Videos 2] fashellext_64.dIl
i, Cdrive (C) g fastorj
== public (\\192.168.122.1) (Z) ©ocrL
|2 libfilezilla-41.dIl

b Network 42
32items 1 item selected 236 bytes

Search FileZilla Pro

Type

File folder
File folder
File folder
File
Shortcut
Application
Application
Application

Application

Application exten...

Application exten...

Application

Microsoft Edge H...

Application exten...

Size

2. Adialog window will prompt you for the registration key. Enter your registration key.

FileZilla Pro 3.66.2

E Deregister FileZilla Pro

The professional FTP selutien

Te deregister this installation of FileZilla Pro frem use on this machine, you need
to enter your registration key.

Please ensure FileZilla Pro has access to the Internet before continuing.

x

Registration key: mxx—xxm-mxx—mxx—xxmq

If you have problems deregistering, contact info@filezillapro.com for assistance.

0K Cancel

4.9. Deregistration
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3. If FileZilla Prois running, you will receive a notification asking to close it and retry.

Deregistration failed X

e Could not deregister FileZilla Pro.

Reason: A different instance of FileZilla is already running. Please close all instances of FileZilla
Pro before de-registering.

Please verify the entered information and make sure FileZilla Pro has access to the internet.

If the problem persists, please contact info@filezillapro.com for further assistance.

4. Click OK to proceed with the deregistration.
IZ] Deregister FileZilla Pro *
FileZilla Pro 3.66.2
Theproff "7 7 w.
To dereg need
to enter| o FileZilla Pro has been deregistered
Please e
Registrat '

If you hawve Prooiems JeEregistenng, Contact INTOETIEZINEPro, Com TOT 355ISTa nCe.

Your previous FileZilla Pro registration has been successfully deregistered.

Now you can register a new copy.

4.9.2 macOS

Follow these steps:

Go to your Applications folder and locate the FileZilla Pro icon.
Right-click on the FileZilla Pro icon and select Show Package Contents.
double-click on the Contents folder.

Right-click on the MacOS folder and select Get Info.

vk bR

In the Info window, right-click on the Where field and choose Copy as Pathname.

Assuming you have the following pathname /Applications/FileZilla Pro.app/Contents/MacOS execute this
command in a terminal:

/Applications/FileZilla\ Pro.app/Contents/Mac0S/filezilla --deregister

FileZilla Pro will prompt you to enter the registration key to complete the deregistration process.
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4.9.3 Debian Linux

Run the following command in a terminal, relative to where the app was installed:

FileZilla3/bin/filezilla --deregister

4.10 Silent Installation and Registration

On Windows, you can install FileZilla Pro silently using a command line parameter, which executes the installa-
tion without displaying a window and applies default settings.

Note: You might still be prompted by Microsoft Windows User Access Control (UAC).

For asilentinstallation, launch the installer from the command line, passing the parameter /S or /quiet followed
by /user=all:

FileZilla_Pro_3.66.2_win64-setup.exe /S /user=all

4.10.1 Silent Registration

On Windows, after the installation, you can proceed to register the product silently.
Use the parameter --register followed by the --regkey parameter.

This method does not display any windows:

"C:\Program Files\Filezilla Pro\filezilla.exe" --register --regkey=silent,
XXXX=XXXX=XXXX=XXXX

Note: The command ending with -setup.exe is the installer, while filezilla.exe refers to the installed software.

See also: Registration

4.11 Welcome Screen

The Welcome screen appears the first time you launch FileZilla Pro and it provides valuable information about
FileZilla Pro and offers guidance on exploring its features further. You can also open it again through the Help »
Show welcome dialog menu.
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The Welcome screen is shown on the first run of FileZilla Pro.

Welcome to FileZilla Pro *
FileZilla Pro 3.55.1

The professional FTP solution

What's new

New features and improvements in 3.55.1

Getting help

Asking guestions in the FileZilla Forums

Reporting bugs and feature requests

Documentation

Basic usage instructions
Configuring FileZilla and your network

Further documentation

You can always open this dialog again through the help menu.

OK

4.12 Updating FileZilla Pro

By default, FileZilla Pro periodically checks for updates. If a new version is available, you'll see “New version
available!” displayed in the main menu next to the Help option.

[ FilezZilla Pro - m} x
File Edit View Transfer Server Bookmarks Help Mew version available!

E-EFTEokO i Tass

Host: | | usermame | | Passworss | Jpem[ | -

Local site: | Ci\Users\developer\
58 developer ~
J 3D Objects
AppData
Application Data v
Filename Filesize Filetype Last modified | Filename Filesize Filetype Last medified Permissions  Qwner/|
J3D Objects File folder 6/15/2022 12:47:48 PM
AppData File folder £/15/2022 12:42:31 PM Not connected to any server
Application Data File folder 127172023 11:31:31 AM
[Z7 Contacts File folder 6/15/2022 12:47:48 PM
Cookies File folder 9/26/2022 1:21:20 PM
[ Desktop File folder 3/26/2024 3:33:31 PM
|| Documents File folder 12/18/2023 9:22:19 AM
I Dewinlnads Fila faldar 2IRIN24 2:20:30 PA S ][ 24
26 files and 26 directories. Total size: 28,684,238 bytes Mot connected.
Server/Local file Direction  Remote file Size Priority  Status
Queued files | Failed transfers | Successful transfers
@ Queue: empty e

FileZilla Pro may also ask on startup if you wish to update to the newest version.

You can check for updates manually by selecting Check for Updates from the Help menu or if you receive the
“New version available!” alert, you can simply click on it to initiate the update process.
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If you have not registered your copy of FileZilla Pro yet, you might be prompted to provide registration details.
To learn how to register, see Registration.

Below, you'll find instructions on how to update on various operating systems.

4.12.1 Windows

Below you'll find instructions on how to update FileZilla Pro on Windows.

If you have not registered your copy of FileZilla Pro yet, you might be prompted to provide registration details.
To learn how to register, see Registration.

1. A Check for Updates dialog box is shown. Click on Install new version.

Check for Updates X

A new version of FileZilla is available: l}

3452

What's new:

B.45.2 (2019-09-30)

- Google Drive: Fixed a regression accessing shared drives

The new version has been saved in your Downloads directory.

Install new version

Close

2. Windows might ask if you want to allow this application to run. Click on Yes.
The new version of FileZilla Pro will be installed.

4.12.2 Update from download

You can also update FileZilla Pro using a downloaded executable file.

1. Download the latest version of FileZilla Pro from https://filezilla-project.org/prodownload.php or from
any link provided in the Welcome email.
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2. Runthe downloaded executable.
If the installation detects an older version of FileZilla Pro, it will display a message like this:
[ FileZilla Pro 3.66.2 Setup

Already Installed
Choose the maintenance option to perform., E

- *
FileZilla 3.66.2 is already installed. Select the operation you want to perform and dick Mext to

continue.

(@) Add/Remove Reinstall compenents
(O Uninstall FileZilla

< Back Cancel

3. Select Upgrade FileZilla using previous settings and click Next.
FileZilla Pro will update.

E FileZilla Pro 3.66.2 Setup

Completing FileZilla Pro 3.66.2
Setup

FileZilla Pro 3.66. 2 has been installed on your computer.

Click Finish to dose Setup.

Start FileZila Pro now

m
i

4. Click Finish.

4.12.3 macOS

Below you'll find instructions on how to update FileZilla Pro on Mac.

1. Click on Install new version.
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“FileZzilla" is an app downloaded
from the Internet. Are you sure
you want to open it?

2. macOS might ask if you want to allow this application to run. Click on Open.
The new version of FileZilla Pro will be installed.

[ ] Welcome to FileZilla Pro |
FileZzilla Pro 3.61.1 E
The professional FTP solution 5
What's new

New features and improvements in 3.61.1
Getting help

Asking questions in the FileZilla Forums
Reporting bugs and feature requests

Documentation
Basic usage instructions
Configuring FileZilla and your network
Eurther documentation

| You can always open this dialog again through the help menu.

macOS App Store

The App Store application will notify you when a new version of FileZilla Pro is available.
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5.1 Starting FileZilla Pro

Depending on your operating system you might start FileZilla Pro in different ways.

5.1.1 StartingFileZilla Pro from the Desktop

The FileZilla Pro icon looks like this:

A

Below are detailed instructions for starting FileZilla Pro on various operating systems.

Windows

During the installation process, you can choose to let the installer create a shortcut to FileZilla Pro in the Start
Menu.

If you're using Windows 8 or above, click on the Start Menu and type filezilla to find the shortcut.

If you selected to install the Desktop icon, a shortcut icon is available on your desktop.

If you did not select to create either the Start Menu shortcut or the desktop icon, use Windows Explorer to go
to the directory where FileZilla Pro is installed and launch it from there.
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macOS

If you've copied FileZilla Pro to your Desktop or Dock, you can launch it from there. Otherwise, you can find
FileZilla Pro in the Applications section of Finder. If it’s not there, you can search for it and copy it to that
location.

You can also click on your applications icon and scroll until you find the FileZilla Pro icon.
Related topics:
Starting FileZilla Pro via Command Line

Modify Startup Behavior

5.1.2 Starting FileZilla Pro via Command Line

To start FileZilla Pro you can use the following command line parameters:

e URL: must be in the form [protocol://][user[:pass]@]host[:port][/path]. Valid protocol specifi-
cations:

- ftp

- sftp

ftps (implicit)
ftpes (explicit)

- s3
e -1,--logontype: type of login in use on the server. Options available:
- ask
- interactive

Note: This parameter requires the URL parameter. FileZilla Pro will ask for any logon infor-
mation not supplied in the URL before connecting. Useful for custom scripts or shortcuts.

e -h,--help: shows the help dialog.

e -s,--sitemanager: start with Site Manager window displayed.

Note: This parameter may not be used with the -c or URL parameters.

e —c,—-site: Connect to asite previously configured in the Site Manager. Site name requirements:

Site has to be given as complete path, with a slash as separation character.

Any slash or backslash that is part of a segment has to be escaped with a backslash.
Path has to be prefixed with O for user defined entries or 1 for default entries.
Site path may not contain double quotation marks.

e -a,—-local: Sets the local path. Use double quotation for paths with spaces in them.
e --close: Closes all running instances of FileZilla Pro. (Windows only)

e -v,--version: Print version information to stdout and exit.
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Examples

Connects to the user site s1/ash in the site directory foo/bar:
filezilla --site="@/foo/bar/sl\/ash"
Connects to the user site site1 and sets the local folder to /home/Users/me/site 1 downloads:
filezilla --site="0/sitel” --local="/home/Users/me/site 1 downloads”
Connects to example.com URL and sets the local folder to C: \example.com downloads:

filezilla ftp://username:password@ftp.example.com --local="C:\example.com down-
loads”

Related topics:

Starting FileZilla Pro from the Desktop

Modify Startup Behavior

5.2 Setting the Language in FileZilla Pro

By default, FileZilla Pro uses the current language settings from the local operating system.

If you want to change the language used in FileZilla Pro’s interface follow these steps:

In the main menu, click on Edit > Settings....

Select Language from the menu on the left.

Select your preferred language from the Language list.
Click on OK.

Restart FileZilla Pro.

A N =

5.3 Modify Window-minimize Behavior

By default, on Windows and Linux, FileZilla Pro minimizes to the taskbar. If you'd prefer that it minimize to the
system tray instead, follow these steps:

1. Inthe main menu, click on Edit > Settings....
2. Select Interface from the menu on the left.
3. Tick the Minimize to tray checkbox.

4. Clickon OK.

On Mac click the yellow minimize button in the top-left corner of the window, or press Command-M.
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5.4 Understanding the Screen Layout

The main screen of FileZilla Pro is packed with useful information. In the following paragraphs, you'll discover

the purpose of each section.

[F example.com - FileZilla - O X
File Edit View Transfer Server Bookmarks Help 1
1% o |- o~ = = 5
iU E = QRO LIFaes
Host: ‘E-xample‘cum ‘ Username: ‘ | Password: | ‘gn ‘ ‘ ‘ Quickconnect ”v‘
Status: Resolving address of example.com ~
Status:  Connecting to 93.184.216.34:21... 3
v
Local site: | D:\Temp\Files to be transfered\example.comy, ~ | Remaote site: ~
E-Ee C:(08) A
Elw D: (DATA)
= Temp
= Files to be transfere4 5
example.com
v
Filename - Filesize Filetype Last modified ~ | Filename
&) diagram_0003.png 179,804 PNG File 22/08/2018 3:2.. T O g
] diagram_0989.png 20,784 PNG File 19/10/2018 11:...
&) diagram_1098.png 131,075 PNG File 15/10/2018 12....
@ diagram_1098_source.odg 881 OpenDocu.. 15/10/2018 12:...
&) diagram_2229.png 654 PNG File 13/08/2018 12:..
&) diagram_2354.png 4823 PNG File 18/10/2018 30...
[&] diagram_3409.png 110,908 PNG File 17/10/2018 12:...
E;j diagram_3409 _source.odg 75,345 OpenDocu.. 17/10/2018 12...
] diagram_3906.png 111,935 PNG File 15/10/2018 3:0...
[B-j‘diagramj%ﬁ,source.odg 75419 OpenDocu.. 15/10/2018 3:0.. “ |£ >
21 files. Total size: 1,199,658 bytes Not connected.
Server/Local file Direc.. Remote file Size Priority Status
-[ Queued files j Failed transfers | Successful transfers
o @B @ Queue: empty 1

5.4.1 Toolbar (1)

FileZilla Pro's toolbar contains icons for the most commonly-used tasks.

Note: This guide to FileZilla Pro’s toolbar uses the default icon set.
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el
i

Click on this icon to open the Site Manager window, or click on the down arrow (Windows) or SHIFT-click
(macOS) to select a previously-configured site to connect to.

Toggles the display of the message log. By default, the message log is visible.

1

Toggles the display of the local directory structure. By default, the local directory structure is displayed.

/

Toggles the display of the remote directory structure. By default, the remote directory structure is displayed.

1§

Toggles the display of the Transfer Queue. By default, this is displayed.
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'
RS

Refreshes the local and remote directory structures and file lists. This requires FileZilla Pro to send a directory
listing request to the remote server. Hold the CTRL key while clicking this icon to clear the remote directory
cache.

oz e

Toggles processing of the Transfer Queue. If theiconis highlighted in blue, the queueis currently being processed.
If the icon is not highlighted, FileZilla Pro is not processing the Transfer Queue. See Start the Transfer Queue.

Cancels the current file transfer operation and pauses processing of the Transfer Queue. See Pause the Transfer
Queue

. X

Disconnects from the current remote server. If FileZilla Pro is currently connected to multiple servers, clicking
this icon disconnects the server in the currently-selected tab.

-/

Reconnects to the previous remote server.
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uw

Click on this icon to display the Directory listing filters window. Right-click (Windows) or SHIFT-click (macQOS)
on this icon to enable previously-configured directory filters. See Filter Files and Directories.

D

Click on this icon to toggle Comparing Local and Remote files mode. Right-click on this icon to choose
commonly-used directory comparison mode options.

2

Toggles synchronized directory browsing. See Synchronizing browsing of local and remote directories.

Displays the File Search window. See Advanced File Search.

5.4.2 Quickconnect bar (2)

The Quickconnect bar is most often used for one-off connections. It also holds in memory any recent connections
made via the bar since FileZilla Pro was last started.

Enter the server address and port, and if required, your username and password for the server, then click
Quickconnect.
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Reconnect to a server in the Quickconnect history

Click on the down arrow next to the Quickconnect button and select the desired address.

Clear the Quickconnect bar

To clear the current contents of the Quickconnect bar, click on the down arrow next to the Quickconnect button
and select Clear Quickconnect bar.

Clear the Quickconnect history

To remove from history all recent connections made using the Quickconnect bar, click on the down arrow next
to the Quickconnect button (Windows) or SHIFT-click (macOS) and select Clear history.

5.4.3 Message log (3)

The message log displays information about the commands that FileZilla Pro is sending the remote server, and
information that it receives in answer.

The message log below shows a failed connection attempt to an FTP server. Informational (status) messages
are shown in black, commands to the server in blue, responses from the server in green, and errors in red.

Status: Resolving address of ftp. .com
Status: Connecting to

Status: Connection established, waiting for welcome message...
Status: Initializing TLS...

Status: Verifying certificate...

Status: TLS connection established.

Command: USER

Response: 331 Password required for

COMIMANG: PASS Frik kb kk kb ki

Response: 530 Login incorrect.

Error: Critical error: Could not connect to server

If you have trouble connecting to a particular server, the message log might help you to figure out why.

5.4.4 Localsite directory structure (4)

This section of FileZilla Pro displays the directory structure on the local machine - the computer that FileZilla
Proisinstalled on. If any network drives are mapped to local drive letters, these will also be displayed in the
local site directory structure.
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Manually navigating the directory structure

You can move through this directory structure by clicking on directories or expanding their contents to
view all directories contained within. As you do, the local site files section will display the contents of the
currently-selected directory.

Using synchronized browsing

If sections of the local and remote file systems have the same directory structure, you can enable synchronized
browsing. As you navigate through the local directory structure, your exploration will be mirrored on the
remote file system.

5.4.5 Remote site directory structure (5)

This section of FileZilla Pro displays the directory structure on the remote server. It only displays the directories
that you have authorization to view.

Manually navigating the directory structure

You can move through this directory structure by clicking on directories or expanding their contents to view
all directories contained within. As you do, the remote site files section will display the contents of the
currently-selected directory.

Using synchronized browsing

If sections of the local and remote file systems have the same directory structure, you can enable synchronized
browsing. As you navigate through the remote directory structure, your exploration will be mirrored on the
local file system, or vice versa.

5.4.6 Localfilelist (6)

This section of FileZilla Pro displays the directories and files located in the directory currently selected in the
Local site directory structure section.

It is affected by any filters and sorting options that you might have enabled.

Right-click (Windows) or CTRL-click (macQS) the column title bar to select which columns are displayed, and
their location.
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5.4.7 Remote file list (7)

This section of FileZilla Pro displays the directories and files located in the directory currently selected in the
Remote site directory structure section.

It is affected by any filters and sort options that you might have enabled.

Right-click (Windows) or CTRL-click (macQOS) the column title bar to select which columns are displayed, and
their location.

5.4.8 Transfer Queue (8)

By default, the Transfer Queue displays the current queue of files to be transferred. For example, if you've set
FileZilla Pro to copy a number of files from your home computer to your website server, it will display a queue
of files that have not yet been copied across.

Note: Files and folders queued for deletion are not displayed.

The Failed Transfers tab displays files that FileZilla Pro tried to transfer, but for some reason could not complete.
The Successful Transfers tab displays files that FileZilla Pro has transferred during the current session.

Click on a column header to sort the queue by entries in that column. If the queue is already sorted by that
column, this will reverse the sort order.

Resize columns by dragging the column heading separators.

5.4.9 Status bar (9)

The status bar provides information about the current connection and file transfers taking place.

Transfer type auto-detection

FileZilla Pro displays this icon when connecting to an FTP server and detecting whether the server supports
FTPS.
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Encrypted/unencrypted connection

N
¢

If the current connection is encrypted (for example, FTP over TLS), this symbol will be displayed. Click on the
icon to view details about the encryption used.

Speed limits

FileZilla Pro can limit the amount of bandwidth that it uses for both uploads and downloads. This is particularly
useful if you have a number of programs accessing the internet, or need to keep network traffic down.

Hover the mouse pointer above the icon to view the current speed limit, if any.

Click on the icon to configure, enable or disable speed limits for FileZilla Pro.

Queuesize

Queue: 1.3 MIB

This lists the combined size of all files queued for transfer in FileZilla Pro.

Download and Upload speeds

These icons will flash as data is uploaded and downloaded. You may notice that data is downloaded even when
you're only uploading files, and vice versa - this is because replies are sent or received with every file transfer.
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5.5 Customize the Main Window

There are a number of ways that you can customize the look and feel of FileZilla Pro to suit you, your display
media, and the work that you need to do with it.

5.5.1 Layout options

FileZilla Pro comes with four basic layouts to choose from:

e Classic is the default layout, with remote and local directory structure and files laid out in a grid pattern.

!a OpenDrive - webdav:// @webdav.opendrive.com - FileZilla Pro - [m] X
File Edit View Transfer Server Bookmarks Help
- = = 5
n-|vﬂ'%'° - -«‘E Q o8
Host: ‘ ‘ Username: ‘ | Password: ‘ ‘ Port: |:| A
Status: Connecting to 38.108.185.71:443... ~
Status: Connection established, initializing TLS...
Status: Verifying certificate...
Status: TLS connection established, sending HTTP request
Status:  Directory listing of “/* successful
v
Local site: | D:\Temp\Files to be transfered\example.com\ v | Remote site: | / ~
System Volume Information Al & / @
£ Temp ? Documents
. - Filesto be transfered ? Music
: example.com ? Pictures "
. 0 leers v D koot
Filename - Filesize Filetype Last modified ~ | Filename Filesize Filetype  Last
[=] diagram_0003.png 179,804 PNG File 22/08/2018 32.. Documents File folder
[&] diagram_0989.png 20,784 PNG File 19/10/2018 11: Music File folder
5] diagram_1098.png 131,075 PNG File 15/10/2018 12:.. Pictures File folder
& diagram_1098_source.odg 74,881 OpenDocu.. 15/10/2018 12... Public Folder File folder
] diagram_2229.png 56,654 PNG File 13/08/2018 12.
8] diagram_2354.png 24,823 PNG File 18/10/2018 3:0...
&) diagram_3409.png 110,908 PNG File 17/10/2018 12
@ diagram_3409_source.odg 75,345 OpenDocu.. 17/10/2018 12.
8] diagram_3906.png 111,935 PNGFile 15/10/2018 30...
@ diagram_3906_source.odg 75419 OpenDocu. 15/10/2018 3:0.
5] diagram_4701.png 22,839 PNGFile 18/10/2018 4:1...
[&] diagram_5432.png 24372 PNG File 20/08/20186:1.. » | ¢ >
21 files. Total size: 1,199,658 bytes Selected 1 directory.
Server/Local file Direc.. Remote file Size Priority Status
Queued files Failed transfers | Successful transfers
2@ Queue: empty 09
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e Explorer is a grid layout that mimics a Windows Explorer look, with directory structure to the side and
file displays taking up the majority of the room.

OpenDrive - webdav./; . @webdav.opendrive.com - FileZilla Pro - [m] X

Edit View Transfer Server Bookmarks Help

RO RO L Faes

‘ Msemame“ | Password: ‘ ‘ Port: |:| v

Status: Connecting to 38.108.185.71:443...

~
Status: Connection established, in ng TLS...
Status: Verifying certificate...
Status: TLS connection established, sending HTTP request
Status: Directory listing of “/" successful
v
Filename - Filesize Filetype Last modified Al
@ iagram_0003.png 179,804 PNG File 22/08/2018 3:2...
agram_0989.png 20,784 PNG File 19/10/2018 11....
8] diagram_1098.png 131,075 PNG File 15/10/2018 12...
@ diagram_1098_source.odg 74,881 OpenDocu.. 15/10/2018 12:..
%] diagram_2229.png 56,654 PNG File 13/08/2018 12....
agram_2354.png 24,823 PNG File 18/10/2018 3.0...
diagram_3409.png 110,908 PNG File 17/10/2018 12.... v
21 files. Total size: 1,199,658 bytes

Remote site: Filename - Filesize Filetype Last modifi.. Permissi.. Owner/G.
=3 W
? Docume | Il Documents File folder
? Music Music File folder
7 Pictures | picrures File folder
P Public (| . pybiic Folder File folder
< > |Selected 1 directory.
Server/Local Direc.. Remote file Size Priority Status
-‘ Queued files Failed transfers | Successful transfers

2@ Queuve: empty e

e Widescreen is a horizontal explorer-style look, with all four panes in a single row.

[E OpenDrive - webdavy/ < @webdav.opendrive.com - FileZilla Pro - o x
Elle Edit View Transfer Server Bookmarks Help
TTEIC#RO KV FTAa s
| Username: | Passwor: | | port: [ quickconnet |
Status: Connecting to 38.108.185.71:443... ~
Status:  Connection established, initializing TLS...
Status:  Verifying certificate,
Status:  TLS connection established, sending HTTP request
Status:  Directory listing of */* successful
v
Local site: | »m\ | Filename - Filesize Filetype Last modified ~ | Remote site: [ v [ Filename - Filesize Filetype  Lastmodifi.. Permiss
&1/ .
&) diagram_0003.png 179804 PNGFile  22/08/201832. ? Docume | I Documents File folder
= W ThisPC | [&i] diagram_0989.png 20,784 PNG File 19/10/2018 11z, ? Music Music File folder
#-&. C (O [§) diagram_1098.png 131,075 PNG File 15/10/2018 12.. ? Pictures Pictures File folder
Ewe D: (0 |5 diagram_1098_source.odg 74881 OpenDocu.. 15/10/2018 12:. ? PublicFi| 3 pypjic Folder File folder
@ S G iagram_2229.9ng 56654 PNGFile  13/08/2018 12
z "2 (5 iagram_2354png 24823 PNGFile  18/10/2018 30..
& R| [ diagram_3409.png 110908 PNGFile  17/10/2018 12
&, | [ diagram 3409 source.odg 75345 OpenDocu..  17/10/2018 12
& 7| [ diagram_3906.ng 111935 PNGFle  15/10/2018 300..
" & 1 |[) diagram 3906 source.odg 75419 OpenDocu.. 15/10/2018 30.
[6] diagram_4701.png 22839 PNGFile  18/10/2018 41.
# 1 U |[§ diagram_5432png 24372 PNGFile  20/08/20186:1.
Vi [ diagram_6903.png 21225 PNGFile  18/10/2018 30.
(6] diagram_8768.png 46364 PNGFile  20/08/2018 5:1.
] map_9987.ong 57684 PNGFile  20/08/201855.
[6] screenshot_109.png 4510 PNGFile  24/10/2018 42
[ screenshot_121.png 85566 PNG File 13/08/2018 3:5.
[§] screenshot_129.png 22912 PNGFile  18/10/2018 42. v < >
< > [21 files. Total size: 1,199,658 bytes < > |Selected 1 directory.
Server/Local file Direc.. Remote file Size Priority Status
Queued files | Failed transfers | Successful transfers
D@ Queue: empty e
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e Blackboard is another horizontal layout, with all four panes in a single row, but with remote directory
structure and files panes swapping places.

2 OpenDrive - webdav://. @webdav.opendrive.com - FileZilla Pro - [u] X
File View Transfer Server Bookmarks Help

w11 - PAL TN

Host: | | usemame: Password: | Port: [ Quickconnet |
Status:  Connecting to 38.108.185.70:443... ~
Status:  Connection established, initializing TLS...
Status:  Verifying certificate,
Status:  TLS connection established, sending HTTP request
Status:  Directory listing of */Documents" successful
v
Local site: | »m\ v | Filename - Filesize Filetype Last modified ~ [ filename B Remote site: | / o
=B Desktop . . =R Y]
[ Docume | [&] diagram_0003.png 179804 PNGFile  22/08/201832. Documents Documents
= W ThisPC | (&) diagram_0989.png 20,784 PNG File 19/10/2018 11z, Music ? Music
& G (O!| (5] diagram_1098.png 131,075 PNG File 15/10/2018 12 Pictures ? Pictures
Ew D200 |15 diagram_1098_source.odg 74881 OpenDocu.. 15/10/2018 12: Public Folder ? Public Folder
¥ 31 G diagram_2229.png 56654 PNGFile  13/08/2018 12
fj‘ "2 5] diagram_2354.png 24823 PNGFile  18/10/2018 30.
o1 r| Bl 110908 PNG File  17/10/2018 12...
i s, | [3] diagram_3409_source.odg 75345 OpenDocu.. 17/10/2018 12.
4.7 7| 8 diagram_3906.png 111935 PNGFile  15/10/2018 30,
! & 1 | 5] diagram 3906 source.odg 75419 OpenDocu.. 15/10/2018 3.
] diagram_4701.png 22839 PNGFile  18/10/2018 411
@1 U | [ diagram_5432.png 24372 PNGFile  20/08/20186:1
Vi | & diagram_6903.png 21225 PNGFile  18/10/2018 30.
5] diagram_8768png 46364 PNGFile  20/08/2018 5:1..
5| map_9987.png 57684 PNGFile  20/08/201855
[6] screenshot_109.png 4510 PNGFile  24/10/2018 42
5 screenshot_121.png 85566 PNGFile  13/08/2018 35
[§] screenshot_129.ong 22912 PNGFile  18/10/201842. v < >
< > |Selected 1 file. Total size: 110,908 bytes 4 directories
Server/Local file Direc.. Remote file Size Priority Status
Queued files | Failed transfers | Successful transfers

2O Queue: empty e

5.5.2 Change the layout of FileZilla Pro

To change the layout for FileZilla Pro’s main window:

1. Inthe main menu, click on Edit » Settings....

2. Select Interface from the menu on the left.

3. Select your preferred layout from the Layout of file and directory panes drop down list.
4. Clickon OK.

5.5.3 Change message log position

There are three positions available for the message log in the main window:
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e default top position.

[ OpenDrive - webdavy/ & @webdav.opendrivecom - FileZilla Pro - o X
File Edit View ITransfer Server Bookmarks Help
| ENE 5
e = SROLLITAs S
Host: | | username: | | passwora: | | port: l:l -
Status:  Connecting to 36.108.185.71:443... ~
Status:  Connection established, initializing TLS.
Status:  Verifying certificate..
Status: LS connection established, sending HTTP request
Status:  Directory listing of */* successful
v
Local site:| DATemp\Files to be transfereciexample.com\ + [Remote site: [/ o
System Volume Information A B / ~
£ Temp Documents
i B Filesto be transfered ? Music
example.com ? Pictures
G Hsers M ? Public Folder v
Filename - Filesize Filetype Last modified ~ | Filename b Filesize Filetype  Last moifi
(8] diagram_3906.png 111935 PNGFile  15/10/2018 30. .
[ diagram_3906_source.odg 75419 OpenDocu..  15/10/2018 3. Documents File folder
22839 PNGFile  18/10/2018 4. Music File folder
24372 PNGFile  20/08/2018 6:1. Pictures File folder
[&] diagram_6903.png 21225 PNGFile  18/10/2018 30. Public Folder File folder
[&] diagram_8768.png 46364 PNGFile  20/08/2018 5:1.
(& map_9987.ong 57684 PNGFile  20/08/2018 55
(8] screenshot_109.png 4510 PNGFile  24/10/2018 42..
[8] screenshot_121.png 85566 PNGFile  13/08/2018 35..
[8] screenshot_129,png 22912 PNGFile  18/10/2018 42
[8] screenshot_254,png 11689 PNGFile  20/08/2018 1.
[8] screenshot_405.png 25456 PNGFile  20/08/2018 6.
[8] screenshot_687.png 15413 PNGFile  19/10/2018 11:. vl |re >
21 files. Total size: 1,199,658 bytes 4 directories
Server/Lacal file Direc.. Remote file Size Priority Status
Queued files | Failed transfers | Successful transfers |
RO Queue: empty e
e atthe bottom of the window as a pane in the same row as the Transfer Queue.
[Z OpenDrive - webdavy/ - @webdav.opendrive.com - FileZilla Pro - o x
File Edit View Transfer Server Bookmarks Help
113 | - = = S
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Local site: | DATemplFiles to be transfered\example.com\ ~ | Remote site: \ / o
System Volume Information NELY ~
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Filename ” Filesize Filetype Last modified ~ [ Filename - Filesize Filetype  Last modifi..
[} diagram_1098_source.odg 74881 OpenDocu..  15/10/2018 12. :
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[&] diagram_2354.0ng 24823 PNGFile  18/10/2018 30. Music File folder
[&] diagram_3409.ng 110908 PNGFile  17/10/2018 12. Pictures File folder
(5] diagram_3409_source.odg 75345 OpenDocu.. 17/10/2018 12. Public Folder File folder
(5] diagram_3906.png 111935 PNGFile  15/10/2018 30.
(] diagram_3906_source.odg 75419 OpenDocu..  15/10/2018 3.
22839 PNGFile  18/10/2018 4.
24372 PNGFile  20/08/2018 6:1.
21225 PNGFile  18/10/2018 30.
[&] diagram_8768.png 46364 PNGFile  20/08/2018 5:1.
(8] map_9987.0ng 57684 PNGFile  20/08/2018 55
(8] screenshot_109.png 4510 PNGFile  24/10/2018 42..
(8] screenshot_121.png 85566 PNGFile  13/08/2018 35..
[&] screenshot_129,png 22912 PNGFile  18/10/2018 42..
[8] screenshot_254.,png 11689 PNGFile  20/08/2018 7:1.
(8] screenshot_405.png 25456 PNGFile  20/08/2018 6.
[8] screenshot_687.png 15413 PNGFile  19/10/2018 11:. ol e S
21 files. Total size: 1,199,658 bytes 4 directories
Server/Lacal file Direc.. Remote file Size Priority Status  |[Status  Connecting to 38.108.185.71:443 ~
Status:  Connection established, initializing TLS.
Status:  Verifying certificate..
Status:  TLS connection established, sending HTTP request
< ? ||Status:  Directory listing of */" successful
Queued files | Failed transfers | Successful transfers .
D@ Queve: empty LX)
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e as an additional tab in the Transfer Queue.

[& OpenDrive - webdavi// @webdavopendrive.com - FileZilla Pro - o X
File Edit View ITransfer Server Bookmarks Help
S TEe RO X VT ®
Host: | | username: | | passwors: | | port: l:l -
Local site: | DATempiFiles to be transferedhexample.com\ ~ | Remotesite:| /
System Volume Information A / ~

21 Temp Documents

! &1 Files to be transfered ? Music

: example.com ? Pictures

B Hsers M ? Public Folder v
Filename h Filesize Filetype Last modified ~ | Filename - Filesize Filetype  Last modifi
(5] diagram_1098_source.odg 74881 OpenDocu..  15/10/2018 12. :
[§] diagram_2229.png S6654 PNGFile  13/08/2018 12. Documents File folder
diagram_2354,png 24823 PNGFile  18/10/2018 30. Music File folder
diagram_3409.png 110908 PNGFile  17/10/2018 12. Pictures File folder
(] diagram_3409_source.odg 75345 OpenDocu..  17/10/2018 12. Public Folder File folder
[&] diagram_3906.0ng 111935 PNGFile  15/10/2018 30.
[5] diagram_3906_source.odg 75419 OpenDocu.. 15/10/2018 30.
[&] diagram_4701.ong 22839 PNGFile  18/10/2018 41..
[§] diagram_5432.png 24372 PNGFile  20/08/2018 G:1..
[&] diagram_6903.ng 21225 PNGFile  18/10/2018 30..
[&] diagram_8768.0ng 46364 PNGFile  20/08/2018 5.
(8] map_3987.png 57684 PNGFile  20/08/2018 55.
[§] screenshot_109.png 4510 PNGFile  24/10/2018 42.
[§] screenshot_121.0ng 85566 PNGFile  13/08/2018 35.
[§] screenshot_129.png 22912 PNGFile  18/10/2018 42.
[§] screenshot_254.0ng 11689 PNGFile  20/08/2018 7:1.
[§] screenshot_405.png 25456 PNGFile  20/08/2018 60.
[§] screenshot_687.png 15413 PNGFile  19/10/2018 11:. Sl R
21 files. Total size: 1,199,658 bytes 4 directories
Queved files | Failed transfers | Successful transfers

DO aueue empy e

To change the position of the message log:

1. Inthe main menu, click on Edit > Settings....

2. Select Interface from the menu on the left.

3. Select your preferred option from the Message log position drop down list.
4. Click on OK.

5.5.4 Change position of local and remote directories and files panes

You can switch the positions of Local and Remote site panes. By default, local site information is on the left, and
remote site information on the right.
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Standard layout:

E OneDrive - onedrive://graph.microsoft.com - FileZilla Pro — O X
Archivo Edicion Ver Transferencia Servidor Marcadores Ayuda
113 C i 1 ] = 3
07:19:18 Estado: Directoria “/My Drives/OneDrive/Apps"” listado correctamente ~
07:19:19 Estado:Recuperando el listado del directorio "/My Drives/COneDrive/Documentos”...
07:19:19 Estado:Directorio /My Drives/OneDrive/Documentos” listado carrectamente
07:20:19 Estado:Recuperando el listado del directorio "/My Drives/OneDrive/Videos"..
07:20:20 Estado: Directorio "/My Drives/OneDrive/Videos" listado correctamente v
Sitio local: | D\Dropbox\Ondazul\filezilla\samples\Proyeto de Construccion\ ~ | Sitio remoto: | /My Drives/OneDrive/Videos v
Proyeto de Construccion o 7 Personal ~
screenshots ? publico
sep10 Transfer .
sep13 v Videos v
Nombre de aré\hivu Tamaiio.. Tipo dearchivo Ultima modific.. ~ | Nombre de ar?hlvu Tamafio.. Tipode.. Ultima modificacion Permisos
Facturas Pasta de arqui...  26/05/2021 7.0... 5] VID-20131018-WAQQO1...  1.229.340 Arquivo.. 19/10/2013 8:57:48
Fotos Pasta de arqui...  26/05/2021 7.0... 5] VID-20141129-WAQ003.3... 2482664 Arquivo .. 22/12/2014 11:17:32
@ Anuncio.mp4 3.114.374  Arquivo MP4 24/07/2019 13.. @ VID-20141202-WAD002.3.. 1.977.810 Arquivo .. 22/12/201411:17:10
D Archivo.7z 12.295.3.. Arquivo 7Z 29/01/2020 18.. @ VID-20141202-WADO03.3..  636.664 Arquivo .. 22/12/2014 11:16:32
@ Boletin Informativo.pdf 624.308 Microsoft Edg.. 28/06/2019 9:1. @ VID-20160425-WADOOO....  16.555.1.. Arquivo .. 27/05/2016 9:19:28
@ Boletin Informativo.pub 596.992 Microsoft Publ.. 28/06/2019 9:1. [B] VID-20160510-WAQ002... 2.989.920 Arquivo .. 27/05/2016 8:40:54
@ Carta.pdf 20473 Microsoft Edg..  28/06/2019 10.
[ Cartatex 1.635 Arguivo TEX 28/06/2019 10...
{0 Especificaciones de Disefi... 27219 Documento d..  27/06/2018 7:5..
[ Fax.if 352.087 Arguivo TIF 30/07/2020 13...
@ Grarbacion.ogg 2.076.666 Arquivo OGG 24/07/2019 13...
Informe de Gastos.xlsx 21.999 Planilha do Mi.. 27/06/2018 8:0...
@ Informe Resumido.docx 301.767 Documentod.. 27/06/2018 8:0.
@ Marketing.pptx 74.250 Apresentacdo .. 27/06/2018 8:1..
= o _ o - N . v < >
17 archivos y 2 directorios. Tamafio total: 19.728.615 bytes 6 archivos. Tamafio total: 25.871.554 bytes
Servidor/Archivo local Direc.. Archivo remoto Tamafo Prioridad Estado
-I Archivos en cola l Transferencias fallidas | Transferencias satisfactorias
D@ Cola: vacia o9
Swapped layout:
E OpenDrive - webdav:// Bwebdav.opendrive.com - FileZilla Pro - [m] X
File Edit View TIransfer Server Bookmarks Help
111 - Ll 10l o] 14 & 1 5
ey «-‘uﬂg:ﬁ-xm‘fgﬁﬁ
Host: | | usermame: | | password: | | port |:| -
Status: Connection established, initializing TLS... -
Status: Verifying certificate.
Status:  TLS connection established, sending HTTP request
Status: Directory listing of */* successful‘
v
Remote site: | / ~ | Local site: | DATemp\Files to be transfered\example.com\ M
=) / ~ F System Volume Information Q
Dacuments B 1 Temp
? Music i B Filesto be transfered
- ? Pictures - example.com
? Public Folder e L Lisers v
Filename Filesize Filetype  Last modifi.. | Filename - Filesize Filetype Last modified @
&%) diagram_1098_source.odg 74,881 OpenDocu.. 15/10/2018 12:
Documents File folder @ diagram_2229.png 56,654 PNG File 13/08/2018 12
Music File folder & diagram_2354.png 24823 PNG File 18/10/2018 30,
Pictures File folder 5] diagram_3409.png 110,908 PNG File 17/10/2018 12
Public Folder File folder @ diagram_3409_source.odg 75345 OpenDocu.. 17/10/2018 12:.
5] diagram_3906.png 111,935 PNG File 15/10/2018 3:0..
@diagramj%s,suurce.udg 75419 OpenDocu.. 15/10/2018 3:0..
5] diagram_4701.png 22,839 PNG File 18/10/2018 4:1...
5] diagram_5432.png 24372 PNG File 20/08/2018 6:1
5] diagram_6903.png 21,225 PNG File 18/10/2018 3:0.
5] diagram_8768.png 46,364 PNG File 20/08/2018 5:1
5] map_9987.png 57,684 PNG File 20/08/2018 5:5,
< > @ screenshot_109.png 4,510 PNG File 24/10/2018 4:2. v
4 directories 21 files. Total size: 1,199,658 bytes
Server/Local file Direc.. Remote file Size Priority Time
Queued files l Failed transfers | Successful transfers
D@ queue: empty @0

To switch local and remote information:
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1. Inthe main menu, click on Edit > Settings....

2. Select Interface from the menu on the left.

3. Tick the Swap local and remote panes checkbox.
4. Clickon OK.

Related topics:
Change the Icon Set
Setting the Language in FileZilla Pro

5.6 Connectingto a Server

FileZilla Pro provides a number of different ways to connect to a remote server. You can:

e Use the QuickConnect bar (FTP, FTPS, SFTP, and S3 connections only).
¢ Open the Site Manager and create a new site listing.
e Import a Transfer Queue from a previous session (see Import a Transfer Queue).

5.6.1 Connecting to a server via the QuickConnect bar

The QuickConnect bar is located at the top of the FileZilla Pro main window, just below the toolbar.

Note: Only the last 10 connections created via the QuickConnect bar will be saved for future use. To save a
connection in the Site Manager once it’s made, see Save current connection to Site Manager.

Host: |:| Username: l:l Password: | ‘ Port: ‘ | | Quickconnect |v

To connect via the QuickConnect bar:

1. Enter the address in the Host field.

If the connection requires FTP, you do not need to include a protocol - just enter the address in IP (eg.
192.0.2.0) or in hostname format (eg. server.example.com) format.

If the connection requires a different protocol, include it in the address - eg. ftps://192.0.2.0 or
s3://server14.amazonaws.com.

Enter your user ID for the connection in the Username field.
Enter your password in the Password field.

If required, enter a port number in the Port field.

AR I

Click on Quickconnect.
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5.6.2 Save current connection to Site Manager

If you connected to a remote server via the QuickConnect bar or by importing a previous Transfer Queue, you
may want to save the connection details for future use.

To save the current connection:

1. Inthe menu bar, click on File » Copy current connection to Site Manager....

Site Manager...

Site synchronization...

MNew tab
Close tab

Export...
Import...

Show files currently being edited...

Exit

File Edit View Transfer Server Bookmarks

Copy current connection to Site Manager...

ﬁ Google Drive User - gdrive://www.googleapis.com - FileZilla P1

Help
Ctrl+S

Crl+T |l
Ctrl+W

Ctrl+E

Ctrl+Q

2. Enter a name for the connection.

Site Manager X
Select Entry: A
General Advanced Transfer Settings
My Sites .
B DreamObjects Protocal:  |Google Drive v
B Google Drive Host: www.googleapis.com | Port: | |
N [T |
Logon Type: | Interactive ™
User: user@gmail.com
Background color: | None b
Comments:
New Site MNew Folder
New Bookmark Rename
Delete Duplicate
3. Clickon OK.
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5.6.3 Connecting to anew FTP, SFTP, or FPTS server via the Site Manager

Before connecting to a remote server, you'll need some connection information:
e The protocol that the server uses. This will often be FTP if you're creating a standard website. See
Protocols Supported by FileZilla Pro.
e The address of the server, and its port number if it uses a non-standard one.

e Your User ID for the server. This might be different to your usual login for the site. Some servers won'’t
require a login, and will instead allow an anonymous connection (typically for downloads).

¢ [f you have a user ID, your password for the server. Like your user ID, this might be different to your
usual password for the site.

To connect toan FTP server:

1. Inthe menu bar, click on File > Site Manager....

I Filezilla Pro

File Edit View Transfer Server Bookmarks Help
Site Manager... Ctrl+5
Copy current connection to Site Manager...
Site synchronization...
Mew tab Ctrl+T |l
Close tab Ctrl+W
Export...
Impaort...
Show files currently being edited... Ctrl+E
Exit Ctrl+Q
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2. Click on New Site.

Site Manager X
Select Entry: B
General Advanced Transfer Settings Charset
[0 My Sites
______ H DreamObjects Protocol: |FrP - File Transfer Protocol e |
o ! Google Drive Host: | | Port: | |
------ e
Encryption: | Use explicit FTP over TLS if available ™ |
Logon Type: |Norma| V|
User: | |
Password: | |

Background color:

Comments:
‘ New Site ‘ ‘ New Folder ‘
‘ MNew Bookmark ‘ ‘ Rename ‘
‘ Delete ‘ ‘ Duplicate ‘

Connect | ‘ oK ‘ ‘ Cancel

3. Enter aname for the new server. This is solely for display, so pick something that will remind you which
server it represents.

Site Manager X
Select Entry: B
General Advanced Transfer Settings Charset
™% My Sites
______ ! DreamObjects Protocol: |FI'P - File Transfer Protocol K |
------ ! Google Drive Host: | | Port: | |
------ ! Company website,
Encryption: | Use explicit FTP over TLS if available e |
Logon Type: |Norma| V|
User: | |
Password: | |

Background color: | None ~

Comments:
‘ New Site ‘ ‘ New Folder ‘
‘ New Bookmark ‘ ‘ Rename ‘
‘ Delete ‘ ‘ Duplicate ‘

Connect | ‘ oK ‘ ‘ Cancel
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4. Select a protocol from the Protocol drop down list. If the server uses FTPS, select FTP.

Site Manager X
Select Entry: a
General Advanced Transfer Settings Charset
My Sites
______ ! DreamObjects Protocol: FTP - File Transfer Protocol M
""" ! Google Drive Host: server.example.com | Port: | |
------ ! Company website
Encryption: |Use explicit FTP over TLS if available o
Logon Type: |Normal ~
User: | user |
Password: | sesssese |
Background color: | None b
Comments:
New Site New Folder
New Bookmark Rename
Delete Duplicate

Enter the address for the server in the Host field. This can be in IP address format (eg. 192.0.2.0) or in
hostname format (eg. server.example.com).

If required, enter a port number in the Port field.

7. Ifthe server requires FTPS, select Use explicit FTP over TLS if available from the Encryption drop down list.

9.
10.

If the server does not support FTPS select Only use plain FTP (insecure). However, with this option all the
data, including the credentials, is transferred in clear text.
Select a login method from the Login Type drop down box, the options are:

e Normal: The most common option. You provide both your username and password upfront. The
password is retained and you won't need to re-enter it after restarting the program.

e Anonymous: Connects without requiring any authentication.
e Ask for Password: You'll be prompted for the password only once until you quit FileZilla Pro.
e Interactive: You enter your username, but the password is prompted each time you connect.

o Key File: Uses a private key file for authentication. The corresponding public key needs to be
properly set on the server’s side.

e Account: Requires additional account info after username and password. Typically used when
you need to pass additional parameters or enable an extra layer of authentication.

Note: Please note that if you choose Normal or Account, you need to select either the Save passwords or
Save passwords protected by a master password radio button in Edit > Settings > Interface > Passwords,
otherwise FileZilla Pro will set it to Ask for Password.

If required, enter your user ID and password in the User and Password fields.

Click on OK to save the server connection details, or Connect to save the server and connect to it.
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5.7 Authentication Types

In this chapter, we explore various advanced authentication methods for secure file transfer and how to pro-
tect your passwords. We delve into key-based authentication for SFTP, the implementation of Two-Factor
Authentication (2FA), the process of connecting to protocols based on OAuth and how to setup a Master
Password

5.7.1 SFTP using SSH2: key based authentication

What you’ll need

To connect to an SFTP remote server, make sure you have the following:

e The address of the server, and its port number if it uses a non-standard one.

e Your user ID for the server. This might be different to your usual login for the site. Some servers do not
require a login, and will instead allow an anonymous connection (typically for downloads).

¢ Ifyou have an user ID, your password for the server if that is required. Like your user ID, this might be
different to your usual password for the site.

There are three mechanisms for use of FileZilla Pro with SSH2 keys:

1. Inthe profile settings in the Site Manager. If the SFTP protocol is specified, it is possible to specify the
logon type as Key File and specify the location of the private key file (in PUTTY (PPK) or OpenSSH (PEM)
format - see below for conversion options from other formats). The user is prompted for the password
of the key file if necessary.
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2. Inthe Edit menu, go to Settings. Under Connection > SFTP, you can add the key file. In Site Manager select
Interactive logon type to connect to the SFTP site. If it doesn’t work, please contact the administrator to
ensure your key has been configured on the server.

Settings

Select page:

= Connection

-FTP

é----Acti\re mode
Passive mode

- Generic proxy

[=- Transfers

- FTP: File Types

- MIME Types

- 53 Providers

- File exists action

- Google Drive export
= Interface

.. Passwords

.. Themes

... Date/time format

.. Filezize format

- File lists

- Language

[=)-File editing

: E----Filvat;,q::lv?. associations

[ 0K

Cancel

X

Public Key Authentication

To support public key authentication, FileZilla needs to know the private keys to
use,

Private keys:

Filename Comment Data

Add key file... Remove key

Alternatively you can use the Pageant tool from PuTTY to manage your keys,
FileZilla does recognize Pageant.

Other SFTP options
[] Enable compression

3. (Windows only) Using PUTTY tools. To allow the use of RSA/DSA key files with FileZilla Pro, you'll need
two tools from PUTTY: Pageant and PuTTYgen (if your key file is not in PPK format).

If your key file is already in PuTTY’s PPK format you can skip this paragraph. However, if your key is in
OpenSSH format (PEM), you first need to convert it to the PPK format:

1. Launch PuTTYgen.

2. Gotothe Conversions menu, select the Import key option.

3. Browse for your key file.
4. Enter the pass phrase.

5. Save the private key (PPK) file in a location of your choice.

Now run Pageant:

1. Inyour system tray, you see the Pageant icon appear.

2. Right-click the icon.

3. Select Add Key.

4. Browse your private key (PPK) file you saved.

5. Enter your pass phrase.

Now simply launch FileZilla Pro and connect to your server using SFTP using SSH2 with a username and
an empty password. Do not forget to close Pageant after finished.
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Alternative method

FileZilla Pro supports the standard SSH agents. If your SSH agent is running, the SSH_AUTH_SOCK environment
variable should be set. (Note, the Normal logon type should be set for the site in order to use the SSH agent
socket.)

On macOS

If you're not using ssh-agent for any reason on a Mac, there’s no need to convert your SSH key. Simply import
your key via Settings and then use the Normal logon type in your site connection definition. The imported key
will be utilized accordingly.

The following instructions assume you have a working SSH configuration which allows you to ssh to the same
host without a password.

Select Edit » Settings...» Connection > SFTP

Press the Add key file... button

Press CMD-Shift-G to bring up a path selection window and type ~/ . ssh

Select the id_rsa key file and click Open (this imports the key)

Click OK to close the Settings dialog

Open File > Site Manager...

Select the site with which you want to use the key

Choose Protocol SFTP and select Logon Type Normal.

W © N o Uk w DR

If the file has a password, enter it in the Password field.

=
©

Click Connect and you see your files.

5.7.2 Second Factor Authentication (2FA)

FileZilla Pro used in combination with FileZilla Pro Enterprise Server enables Second Factor Authentication
(2FA). If the server administrator has instructed the server to request a 2FA code, the user needs to enter the
secret key provided by the server administrator in their preferred TOTP-capable authenticator app, such as
Google Authenticator.

When connecting to the server through FTP or FTPS, FileZilla Pro prompts the user to enter the code generated
by the authenticator app.

Note: When connecting to an SFTP server, users must enter both the one-time password generated by Google
Authenticator and the user’s password in the password field, separated by a semicolon. In the example below
215798 is the one-time password and 2WaPEx2D$dLvpc is the user’s password:

215798 ; 2WaPEx2D$dLvpc
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Enter the 2FA code *

Please enter the 2FA code for this serven:
MName: FTP
Host:  192.168.122.1

User:  demo2fapass

Token code: | 23[)4[)5-|

OK Cancel

FileZilla Pro Enterprise Server supports 2FA and can be configured to request the authentication code, to learn
more ask your server administrator.

5.7.3 Connecting to an OAuth-based protocol

The following protocols require the user to authorize FileZilla Pro to access data and perform operations on
the user’s behalf: Google Cloud, Google Drive, Dropbox, Microsoft OneDrive and, Box.

In those cases, FileZilla Pro launches the default browser, then you need to authenticate and grant access.

For Box and OneDrive protocols, an authorization code is generated, sent to you through the browser.

O A FiezilPro x |+ - o X
< O (& https//oauth.filezilla-projectorg/code php?code =M.C107_BAY 2 fed7aBda 83d8-d7b7-adl.. A ¢y [0 1= B £ - L.’)
FileZilla Pro

Thank you

Please copy the code below and paste it in FileZilla Pro. You can then close this page

[M.C107_BAY.2 fe47a84a-83 | Copy to clipboard |
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Copy the code and paste it in the Enter authorization code window.

Enter authorization code

Please enter the authorization code.

Authorization code: | | Paste from clipboard

Re-open authorization page

Configure a master password in the settings to have FileZilla remember the authorization.

OK Cancel

If FileZilla Pro is configured to use a master password to protect passwords, the authorization data is preserved
and the user will not need to re-authorize every time. To learn how to use a master password, see Protect
Passwords with a Master Password.

5.7.4 Protect Passwords with a Master Password

By default, FileZilla Pro saves passwords that you enter in the Site Manager.

It's recommended to use a master password to store the passwords encrypted. Storing passwords without a
master password is insecure and can be read by anyone.

Warning: Ensure that you keep your master password in a safe place. If you lose or forget the master
password, you'll be unable to access any saved passwords for sites in the Site Manager.

If you want FileZilla Pro to protect the password file with a master password:

In the main menu, click on Edit > Settings....
Select Interface » Passwords from the menu on the left.
Select the Save passwords protected by a master password option.

Enter the master password that you want to use in the Master password and Repeat password fields.

Click on OK.

vk b

If later you disable the master password the stored passwords are decrypted, otherwise they are lost.

5.8 Using the Site Manager

The Site Manager is where FileZilla Pro saves server connection and login information. This is useful to avoid
entering the connection details every time. To save the current connection to Site Manager see Save current

connection to Site Manager.
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To reach the Site Manager choose File > Site Manager.... Or press CTRL-S (Windows) or CMD-S (macOS).

Site Manager X
Select entry: General Advanced Transfer Settings Charset
o FTP - File Transfer Protocol

Use explicit FTP over TLS if available

Normal

None

MNew site New folder
New Bookmark Rename
Delete Duplicate

Connect QK Cancel

Site entries are shown on the left side of the Site Manager. On the right side site information is shown.

5.8.1 Add anewsite

To add a new site click the New site button. A new site entry is created.

= My Sites

Enter a name for the new site. On the right side enter the site information.

5.8. Using the Site Manager 65



FileZilla Pro User Guide, Release 1.24

5.8.2 Delete asite

To delete asite:
1. Click on the site name to select it or select several entries. Hold the CTRL or SHIFT keys to select several
items.
2. Click the Delete button.

3. Adialog box is shown to confirm the delete. Check the option Don’t show this dialog again to prevent
future confirmation requests.

Delete Site Manager entries x

o Do you really want to delete the selected
entries?

[] Don't show this dialog again.

Yes MNo

5.8.3 Rename asite

To rename a site:

1. Click onthe site name to select it.
2. Click the button Rename or press F2, or yet click the selected name a second time after a short delay.

3. Enter a new name for the site.

5.8.4 Duplicate a site

To create a copy of one or more sites:

1. Click onthe site or select the sites that will be duplicated.
2. Click the button Duplicate. A copy of the sites is created.
3. Rename the copied sites.

5.8.5 Organizing sites with folders

In case of many connections you can organize the entries in folders:
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1. Click the button New Folder.

= My Sites

- ! Construction Project - Dropbox

- ! Construction Project - Google Drive
- ! Construction Project - website

2. Enter aname for the folder.

3. Select the site entries that will be moved to the folder.

4. Dragand drop the entries on the folder. Hold the CTRL key while dropping the entries to create copies

of them.

=T My Sites
- Construction Project
Construction Prk

5. Thefolder and its entries are shown as sub-menus in the toolbar.

[ Filezilla Pro
File Edit View Transfer Server Bookmarks Help

SEEET SR omO wLTaen

Construction Project > Dropbox :
word:
T Google Drive
website
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5.8.6 Searchsites

To search for entries:

1. PressF3.

2. Adialog box to enter a text to be searched.

Search sites X

Search for entries containing the entered text.

| Dropbox]

0K Cancel

3. Press OK.

4. The entries matching the entered text are selected. If the text is not found in the site names an error
message is shown.

5.8.7 Export sites

To export selected items as a XML file:

1. Select one or more items.
2. Right-click and choose Export.
3. Enter afile name.

Thefile can be later be imported in FileZilla Pro. See also Export Site Manager Connections and Import Site Manager
Connections.

5.8.8 Site Manager tabs

General

e Background color: select the color that will be used in the background of the Local and Remote, Directo-
ries and Files section of the main window and in the tab. See Directory Navigation in FileZilla Pro.

e Comments: a free area where any type information can be entered. FileZilla Pro does not use the
comments.
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Advanced

e Bypass proxy: enable if you want to bypass the default proxy. See Bypass the Proxy Server

e Default local and remote directories: to configure the default directories displayed when connected to
the site. See Configure Default Directories for a Connection

e Synchronized browsing: enable synchronized browsing between local and remote directories. See
Synchronizing browsing of local and remote directories

e Directory comparison: enable comparison between local and remote directories. See Comparing Local

and Remote files

e Adjust server time: configure the time offset between local machine and the remote server. See Configure

server time offset

Transfer Settings

e Limit number of simultaneous connections: configure the number of simultaneous connections. See
Limit Number of Simultaneous Connections to a Server

Charset (FTP,FTPS, SFTP)

e Use this to configure the character set used in this connection. See Configure Character Set Used for a

Connection

5.9 Directory Navigation in FileZilla Pro

Once you've connected to a remote server, you can navigate through the directory structure of your local or
remote machine using the Local Directories and Remote Directories sections of the main window. The files in
the selected directory are displayed in the Local files and Remote files sections of the main window.

Local site: | D:\Construction Project), » | Remote site: | /Construction Project v
4- . Bauvorhaben INERY
i builder T Construction Project
- onstrygtion Project . L.? ima . .
Locali.diréctories Remote directories
Documents
+ Projeto de Construcdo
H Proveto de Construccion v
Filename Filesize Filetype Last modified | Filename Filesize Filetype  Last modified Perr &
Invoices Pasta de arqui... 11/28/2018 11... Invoices Pasta de ...
Pictures Pasta de arqui... 6/27/2018 809.. Pictures Pasta de ...
8| Advertisementmp4 3114374 Arquwo.MM 7/24/2019 1:29.. = Advertisementmp4 3114374 Arquivo .... 1/29/2020 7:09:13 PM
 Archive7z LO] Eas'l_ Ardf\g_?le §//29/2020 653.. ] Archive.7z Remt erquif .1{5@5 6:36:28 PM
B Budgetxsx 22885 Planilha do Mi... 6/27/2018 8:01... B Budgetaxlsx 22.885 Planilha.. 3/11/2020 4:06:35 PM
ﬁ‘ Customer Presentation.pp... 74250 Apresentagdo.. 6/27/20188:13.. ﬁ'-‘(ustomer Presentation.p... 74.250 Apresent.. 3/11/2020 4:06:50 PM
i:l’_‘ Design Specs.docx 27.219 Documento d.. 6/27/2018 7:59.. 2| Fax.tif 246.188 Arquivo.. 8/6/2019 2:43:13 PM
3| Expense Reportxisx 21.999 Planilha do Mi.. 6/27/2018 8:02.. = | etter nrf 20473 Mirrnenf  &/R/2010 24310 PM v
B Coue tif IEINOT  Arcniinn TIC TIIAMANIN 1114 > < >
17 files and 2 directories. Total size; 19.728.615 bytes 12 files and 2 directories. Total size: 19.449.144 bytes
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5.9.1 File information displayed

By default, FileZilla Pro displays:

e File name
e Size of file (by default, displayed in bytes)
e Type of file (based on its file extension)

e Date that the file was last modified.

5.9.2 Customize displayed file information

You can change the information that is displayed in the Local files and Remote files sections of the main window:

1. Right-click (Windows) or CTRL-click (macQOS) on a column heading.
2. Tick the columns that you want to see in that area.

3. Clickon OK.

5.10 Sort Files

Files in the Local files and Remote files sections of the main window can be sorted by any of the attributes
displayed. Click on a column heading to sort files by that attribute.

5.11 Quick File Search

To run a quick search of files in a particular local or remote directory:

1. Navigate to the directory required.
2. Ensure that the focus is in either the Local files or Remote files section of the main window, as needed.

3. Press CTRL-F (Windows) or CMD-F (macQS). FileZilla Pro will display the Quick Search bar in the bottom
of the section.
4. Click on the down arrow next to the search criteria field to select search parameters:

e Case Insensitive: ignore character case when searching. For example, if enabled, searching on
document can return document109.docx, Document102.docx, and DOCUMENT099.docx)

o Use Regular Expressions: allows you to use special characters to search files:

- .:use aperiod to substitute for a single character. For example, searchingon f.11 can return
fell.txt and fill.txt.

- *:use an asterisk after a character to search for any number of that character in the specified
place in the string. For example, searching on texxt can return tet, text, texxt, texxxxxxxxt, etc.
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?: use a question mark after a character to search for O or 1 uses of that character in the

specified place in the string. For example, searching tex?t can return tet or text, but not texxt.
- “:use acaret mark to search for all file names beginning with the character(s) after it. For

example, searching on ~t would return all files with names beginning with a t.

- $: use adollar sign to search for all file names ending with the character(s) before it. For

example, searching on b$ would return all files with names ending with a b.

- \: use a backslash character to ‘escape’ the following character, telling FileZilla Pro to treat it
as a normal character and not as a search expression. For example, if you want to search for
text files, you could search on \ . txt.

o |Invert filter: instead of searching for files that match the search criteria, search for files that do not

match the criteria.

5. Enter the search criteria. FileZilla Pro will display any files that match your search settings.

5.12 Advanced File Search

If you need to find a particular file on the local machine or remote server:

1. Connect to the server in FileZilla Pro.

2. Inthe main menu, click on Server > Search remote files. Alternatively, press the F3 key. The File search

window will be displayed.

File search X
Search type: (O Local search (@ Remote search  (_) Comparative search
Search directory: LfConstruction Project ‘ Stop
Search conditions: | Match all of the following ~

Filename | contains ~ | =

.

[[] Conditions are case sensitive Find files Find directories
Results:

Filenamé\ Path Filesize Filetype Last modified Permissi.. Owner/G...

No search results
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3. Choose the search time from the Search type radio buttons. Pick Local search if you want FileZilla Pro to
look on your local computer (the one that you're using), or Remote search to look on the remote server
that FileZilla Pro is currently connected to. Select Comparative search to simultaneously search both
your local computer and the remote server. The results are then presented and compared.

File search

searchtype: O Local search (O Remote search @ Comparative search

x

Local directory: ‘ C:\Users\Jessy\Construction Project\

‘ Stop

Search directory: ‘ /Construction Project

fons: | Match all of the following -

[ Conditions are case sensitive [ Find files [ Find directories
ile sizes (O Modification time ] Hide identical files

Filename. Path Filesize Filetype Lastmodified  Permissi.. Owner/G.

Filesize

Filetype

Last modified  Permissi

Owner/G

4. Enterthedirectory that youwant tosearchin. The searchis recursive, meaning that FileZilla Pro will also
search all sub-directories in the specified directory. For example, entering D:\ would cause FileZilla Pro
to search all of D:, but entering D:\Program Files would cause FileZilla Pro to only search in the Program
Files directory, its sub-directories, their subdirectories, and etc. In the comparative search type you

have to enter both the local and remote directories.

5. Select a search method from the Search conditions drop down list:
e Match all of the following: FileZilla Pro will only show afile if it meets every single search condition

that you've set.

e Match any of the following: FileZilla Pro will display a file if it meets one or more of the search

conditions that you've set.

e Match none of the following: FileZilla Pro will only display a file if it does not meet the criteria of

every single search condition that you've set.

e Match not all of the following: FileZilla Pro will display all files that do not meet the criteria of one

or more of the search conditions that you've set.

6. Set at least one search condition.

In the first column, select what FileZilla should search on:
e Filename: Look at the name of the file, including its extension (eg. .doc). Requirements: alphanu-

meric characters; can include punctuation.

o Filesize: Look at the size of the file. Requirements: numeric characters only.
e Path: Look at the names of the directory and subdirectories in which the file is found. Requirements:

alphanumeric characters; can include punctuation.

e Date: Look at the date on which the file was created or last modified. Requirements: Numeric
characters in YYYY-MM-DD format. For example, April 1, 2019 would be entered as 2019-04-01.

Use hyphens as separators.

In the second column, select the type of search to use:

e contains: Search for files and directories in which the name includes the text entered.
For example, searching on ‘word’ using this option could return both My Word File.docx

and Sword-and-sorcery.epub.

e isequal to: Search for files and directories with a name that exactly matches the text en-
tered. For example, searching on ‘word.docx’ would only return files named word.docx.
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e pegins with: Search for files and directories with a name starting with the text entered.
For example, searching on ‘word’ using this option could return Word of the Day.xls but
not My Word File.docx or Sword-and-sorcery.epub.

e ends with: Search for files and directories with a name that ends with the text entered.
This includes the filename and extension; for example, searching on ‘doc’ could return
caradoc and hustle.doc.

e matches regex: Use regular expressions in your search criteria.
Available search parameters:

e .. use aperiod to substitute for a single character. For example, searching on
f.11 canreturn fell.txt and fill.txt.

e *:usean asterisk after acharacter to search for any number of that character
in the specified place in the string. For example, searching on tex*t can
return tet, text, texxt, texxxxxxxxt, etc.

e ?: use a question mark after a character to search for O or 1 uses of that
character in the specified place in the string. For example, searching tex?t
can return tet or text, but not texxt.

e ”": use acaret mark to search for all file names beginning with the charac-
ter(s) after it. For example, searching on *t would return all files with names
beginning with a t.

¢ $: use adollar sign to search for all file names ending with the character(s)
before it. For example, searching on b$ would return all files with names
ending with a b.

e \: use a backslash character to ‘escape’ the following character, telling
FileZilla Pro to treat it as a normal character and not as a search expres-
sion. For example, if you want to search for text files, you could search on
\.txt.

e does not contain: Search for files and directories that do not have the entered text in
any part of their name.

e greater than: Search for files larger than the specified size.

e equals: Look for files at the specified size, or created or modified on the date entered.
This is exact; FileZilla Pro does not include a margin of error for this option.

e does not equal: Look for files that are of any but the specified size, creation or modifica-
tion date.

e |ess than: Search for files smaller than the specified size.
e pefore: Search for files created or modified before the specified date.
e dfter: Search for files created or modified after the specified date.
In the third column, enter the search parameters for FileZilla to use:
e Filename and Path: Use alphanumeric characters; can include punctuation.
o Filesize: Use numeric characters only.

e Date: Use numeric charactersin YYYY-MM-DD format with hyphens as separators. For example,
April 1,2019 would be entered as 2019-04-01.

To create another search condition, click on the + button to the right and underneath the bottom condi-
tion.

To delete a search condition you've created, click on the - to its right.
7. To make the search case-sensitive - for example, if you've entered lower-case letters, to ensure that

FileZilla Pro only returns results using the lower-case string and not a combination of upper- and
lower-case, or all upper-case - tick the Conditions are case sensitive checkbox.

8. To find files that match the search criteria, tick the Find files checkbox.
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9. Tofind directories that match the search criteria, tick the Find directories checkbox.

10. Inthe comparative search the comparison is based on file sizes but you can change to compare based on
the file modification time.

11. Alsointhe comparative search tick Hide identical files to hide the files are identical according to the
comparison criteria.

12. Click on Search to start the search process.

Related topics:

Filter Files and Directories

5.13 Filter Files and Directories

FileZilla Pro can filter the files and directories displayed in these sections of the main window:

e |ocalsite directory structure
e Remote site directory structure
e Localsitefilesin current directory

e Remote site files in current directory
To filter the files and directories displayed:

1. Inthe main menu, click on View Directory listing filters.... You can also press CTRL-| on your keyboard,

or use the button on the toolbar.

2. Select which local and remote directories and files to filter out of view, and out of file transfers, using
pre-configured filters:

e Source control directories: Directories used by content and code management programs like Git,
SVN and CVS.

o Useless Explorer files: Files that are used by Windows Explorer to configure local user interface.
Includes files typically hidden in Windows Explorer; for example, thumbs.db and desktop.ini.

e Temporary and backup files: Files commonly used by programs to temporarily hold data or keep a
short-lived backup of files. Includes .tmp and .bak files.

e Configuration files: Files commonly used to hold local configuration data; for example, .ini files.
e Show only images: This filters out all files except image files; .jpg, .jpeg, .ong, and .gif files.

3. Clickon OK.

Related topics:
Advanced File Search
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5.13.1 Create afilter

1. Inthe main menu, click on View > Directory listing filters.... You can also press CTRL-I on your keyboard,

or click onthe icon on the toolbar.

AR S

Click on Edit filter rules....
Click on New.
Enter a name for the filter and click OK.

Select a filter method from the Filter conditions drop down list:

o Filter out items matching all of the following: FileZilla Pro will not display a file if it meets every
single filter condition that you've set.

o Filter out items matching any of the following: FileZilla Pro will not display a file if it meets one
or more of the filter conditions that you've set.

e Filter out items matching none of the following: FileZilla Pro will not display a file if it does not
meet the criteria of every single filter condition that you've set.

o Filter out items matching not all of the following: FileZilla Pro will display all files that do not
meet the criteria of one or more of the filter conditions that you've set.

6. Set at least one filter condition. In the first column, select what FileZilla Pro should use in its filtering:

Filename: Look at the name of the file, including its extension (eg. .doc).
Filesize: Look at the size of the file.

Attribute: Look at file attributes like whether it is hidden or a system file. In Windows, you can
check a file’s attributes by right-clicking on it, selecting Properties, and clicking on Advanced next
to the Attributes section of the General tab.

Path: Look at the names of the directory and subdirectories in which the file is found.
Date: Look at the date on which the file was created or last modified.

In the second column, select the type of filter to use:

contains: Filter by whether the name of a file or directory includes the text entered. For example,
entering ‘config’ could filter out Configuration_002.ini and Config Files directory.

is equal to: Filter by whether the name of a file or directory exactly matches the text entered. For
example, entering ‘word.docx’ could filter out only files named word.docx.

begins with: Filter by whether the name of afile or directory starts with the text entered. For exam-
ple, entering ‘temp’ using this option could filter out Temporary files directory but not myfile.temp.

ends with: Filter by whether the name of afile or directory ends with the text entered. This includes
the filename and extension; for example, entering ‘tmp’ could filter out startmp and wordfile.tmp.

matches regex: Filter the name of a file matching a regular expression.

- .. use a period to substitute for a single character. For example, entering f.Il can
filter out fell.txt and fill.txt.

- * use an asterisk after a character to look for any number of that character in the
specified place in the string. For example, entering tex*t can filter out tet, text, texxt,
texxxxxxxxt, etc.

- ?: use aquestion mark after a character to look for O or 1 uses of that character
in the specified place in the string. For example, entering tex?t can filter out tet or
text, but not texxt.

- ”:use acaret mark to look for all file names beginning with the character(s) after
it. For example, entering “t would filter out all files with names beginning with a t.
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- $: use adollar sign to look for all file names ending with the character(s) before it.
For example, entering b$ would filter out all files with names ending with a b.

- \: use a backslash character to ‘escape’ the following character, telling FileZilla Pro
to treat it as a normal character and not as a filter expression. For example, if you
want to filter out text files, you could enter \\.txt.

e does not contain: Filter files and directories that do not have the entered text in any part of their
name.

e greater than: Filter files larger than the specified size.

e equals: Filter files at the specified size, or created or modified on the date entered. This is exact;
FileZilla Pro does not include a margin of error for this option.

e does not equal: Filter files that are of any but the specified size, creation or modification date.
o less than: Filter files smaller than the specified size.
o before: Filter files created or modified before the specified date.
o dfter: Filter files created or modified after the specified date.
o Filters usable only for local files and Windows systems:
- Archive: Filter files based on whether they have been marked as archived.

- Compressed.: Filter files based on whether they have been compressed. .zip and .tar.gz
are common extensions for compressed files.

- Encrypted: Filter files based on whether they are marked as having been encrypted.
- Hidden: Filter files based on whether they are marked as hidden.
In the third column, enter or select the filter parameters for FileZilla Pro to use:
e Filename and Path: Use alphanumeric characters; can include punctuation.
o Filesize: Use numeric characters only.
e Attribute: Select is set or is unset from the drop down list.

e Date: Use numeric characters in YYYY-MM-DD format with hyphens as separators. For
example, April 1,2019 would be entered as 2019-04-01.

To create another filter condition, click on the + button to the right and underneath the bottom condition.
To delete afilter condition you've created, click on the - to its right.

Examples

A graphic designer creates .psd files and exports them as .jpg and .png files. When updating the website, she
needs to upload the .png files, but neither of the other formats. To accomplish this, follow these steps:

1. Create anew filter.
2. Enter the name Production images only and clicks on OK.

Enter filter name X

Please enter a name for the new filter.

Production images only{

oK Cancel

3. Select Filter out items matching any of the following from the Filter conditions drop down list.

4. Select Filename from the first column.
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Select ends with from the second column.

6. Enter .psdinthe third column.

Edit filters

Filters:

Filter name: | Production images only |
Source control directories

Useless Explorer files Eilter conditions: | Filter out items matching any of the following
Temporary and backup files Filename ~ | |ends with v | -bSd
Configuration files

Show only images

R

New Delete [] Conditions are case sensitive
Filter applies to:

Rename Duplicate Files [ | Directories

7. Click on the + button.
8. Select Filename from the first column.
9. Select ends with from the second column.

10. Enter .jpg inthe third column.

Edit filters

X
Filters: Filter name: | Production images only |

Source control directories

Eilter conditions: | Filter out items matching any of the followin A
Useless Explorer files - o 2
Temporary and backup files Filename | |ends with - | psd |
Configuration files

Show only images

Filename | ends with

v jed |
Production images only

New Delete [] conditions are case sensitive
Filter applies to:

Rename Duplicate Files [ ] Directories

11. Click on OK.
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12. Tick the Production images only filter’s checkbox on the Local filters side.

Directory listing filters *
Filter sets:  <Custom filter set> Save as.. Rename... Delete

Local filters: Remote filters:

|:|Source control directories |:|Source control directories
DUseless Explorer files D Useless Explorer files

DTemporary and backup files DTemporary and backup files
DConfiguration files |:| Configuration files

:|Show only images DShow only images

&4 Production images only |:| Production images only

Enable all Disable all Enable all Disable all

Hold the shift key to toggle the filter state on both sides simultaneously.

Edit filter rules... Cancel Apply

13. Click on OK.

5.13.2 Comparing Local and Remote files

Allows you to compare files between your local machine and the remote server. You can configure FileZilla Pro
to compare files based on either file size or last modification date.

Note: Usingdirectory comparison automatically enables synchronized browsing, ensuring that every directory
change you make on one end is mirrored on the other.

Prerequisites

Filtering must be either disabled or set identically for local and remote directories.

Color coding

None: Identical in name, date last modified, and size.

Yellow: Not existing in the other location.

Green: Newer file (last modified date is later than the file it's compared to).
Red: Different file size.

To compare the directories on your local machine and those on a remote server:

1. Inthe main menu, click on View > Directory comparison > Enable.

2. Choose whether to compare based on file size or date by clicking on View > Directory comparison »
Compare filesize or View > Directory comparison » Compare modification time.
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3. If you only want to see files that have differences between local and remote directories, click on View »
Directory comparison» Hide identical files.

Related topics:

Synchronizing browsing of local and remote directories

5.13.3 Synchronizing browsing of local and remote directories

You can configure FileZilla Pro to echo any directory navigation between local machine and remote server. This
can be useful where you have the same or very similar directory structure on each; for example, if you have a
local version of a website that you upload to the production version on a remote server.

Prerequisites

Filtering must be either disabled or set identically for local and remote directories.

To synchronize browsing of the directories on your local machine and those on a remote server:

1. Inthe main menu, click on View > Synchronized browsing. Alternatively, press CTRL-Y on your keyboard

‘>

or click onthe icon in the toolbar.

5.14 Bookmark a Directory

You can make it easier to reach frequently-used directories by creating bookmarks. A Bookmark holds informa-
tion for both a local and remote directory, and your directory navigation preferences.

There are two types of bookmarks:

¢ Global bookmarks can be used on multiple sites. Use these if you connect to a number of remote sites
with the same directory structure where you want to put a bookmark. It’s essentially a relative path.

¢ Site-specific bookmarks are used on one site only.

Note: Bookmarks contain information about the location, but they do not contain connection information like
server address and login credentials. Connection information is stored in the Site Manager. To use a bookmark,
first connect to a remote site, then select the bookmark.

To create a bookmark:

1. Open aconnection and navigate to the local and remote directories that you want to save in a bookmark.
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2.

In the main menu, click on Bookmarks » Add bookmark.... Alternatively, press CTRL-B.
New bookmark x

Type
(O Global bookmark ©§

Name

Name: | Amazon site

Paths

Local directory: | D:\Temp\Files to be transfere Browse...

Remote directory: | /my-data-backups

[J Use synchronized browsing
[] Directory comparison

3. Select either Global bookmark or Site-specific bookmark from the Type option group.

Enter a name for the bookmark. This will be displayed in the Bookmark menu.

5. Check the Local directory field. If you want to change it, enter a local directory or click Browse... to

9.

navigate to the desired local directory.

Check the Remote directory field. Note that it does not contain all server and drive information; just
the directory path post-connection. Modify if needed, but be careful to keep the same format.

To automatically enable synchronized browsing when you select this bookmark (see Synchronizing brows-
ing of local and remote directories), tick the Use synchronized browsing checkbox.

To automatically enable directory comparison when you select this bookmark (see Comparing Local and
Remote files), tick the Directory comparison checkbox.

Click on OK.

To use a bookmark:

1.
2.

Open a connection to the remote server.

In the main menu, click on Bookmarks and the name of the bookmark you want to use.
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5.15 TransferringFiles

FileZilla Pro copies files from one location to another using the Transfer Queue.

Example site - sample@ftp.example.com - FileZilla - X
File Edit View Transfer Server Bookmarks Help New version available!
v = [ | = = o
e el AR
Host: | Username: Password: | Port: | -
Response: 250 CWD command successful ~
[Command: TYPE |
Response: 200 Type setto |
(Camman - PASV v
Local ste: | DAWebsite\Files for upload\ ~ | Remote site:| /example.com v
1 Temp NERN ~
-1 Users ? .cache
Website ? php
Files for upload example.com
- Wordpress
-8 E
v v
Filename Filesize Filetype  Lastmodified A~ | Filename - Filesize Filetype ~Last modified
@ Webpage 9739 htm 4,055 Chrome .. 4/07/2015 2:50:29 PM @ Document 0298 doc Micros...
& 1mage_2984.png 103,053 PNGFile  15/07/2015 2:47:17 PM
(&) Image 3292.png 179419 PNGFile  22/10/2015 6:32:00 PM
GWebp69573202 html 4,552 Chrome 24/11/2015 7:54:17 AM
@ Document 2938 docx 14,410 Microsoft.. 24/11/2015 7:57:45 AM
@ Document 2398.docx 14598 Microsoft... 24/11/2015 7:58:09 AM
[&] Image_9202.png 194,160 PNGFile  24/11/2015 7:59:43 AM ¥l N
Selected 1 file Total size: 15,440 bytes 1 file. Total size: At least 0 bytes
Server/Local file Dire... Remote file Size Prio... Status
DA\Temp\Fies for upload\Diagram_1389.png > /example.com/work samples/Diagram_1389.png 2,565, Nor
DATemp\Files for upload\Document 0298.docx > /example.com/work samples/Document 0298.docx 3 Nor
DATemp\Files for upload\Document_1048.docx > /example.com/work samples/Document 1048.docx 16,102 Nor
DATemp\Files for upload\Document_1938.docx > /example.com/work samples/Document 1988.docx 15,440 Nor
Queued files (82) | Failed transfers | Successful transfers
@ Queue: 67.7 MiB 1)

The Transfer Queue displays the current queue of files to be transferred. For example, if you've set FileZilla Pro
to copy a number of files from your home computer to your website server, it will display a queue of files that
have not yet been copied across.

Note: FileZilla Pro does not display files and folders queued to be deleted.

The Failed Transfers tab displays files that FileZilla Pro tried to transfer, but for some reason could not complete.
The Successful Transfers tab displays files that FileZilla Pro has transferred during the current session.
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5.15.1 Viewing the Transfer Queue

You can find the Transfer Queue at the bottom of the main FileZilla Pro window (highlighted portion):

B Example site - ssmple@ftp.example.com - FieZilla X

File Edit View Transfer Server Bookmarks Help New version available!

HZ-EMNTEORO XLIFAaes

Host: | Username: Password: | Port: | -

[Response: 250 CWD command successful ~
[Command:  TYPE |
Response: 200 Type set to |

Command:  PASY v
D:A\Website\Files for upload\, ~ | Remote site: | /example.com ~
-1 Temp ~ / A
0 Users ? cache
S Website ? php
Files for upload example.com
| Wordpress
-2 E:
v v
Filename. Filesize Filetype  Last modified A | Filename 2 Filesize Filetype Last modified
GWebpage)BQh(m\ 4,055 Chrome.. 4/07/2015 2:50:29 PM @ Document_0298.docx Micros...
&l Image_2984.png 103,053 PNGFile  15/07/2015 2:47:17 PM
&| Image_3292.png 179,419 PNG File 22/10/2015 6:32:00 PM
GW@bpags}ZOZ html 4,552 Chrome 24/11/2015 7:54:17 AM
@- Document_2938.docx 14,410 Microsoft... 24/11/2015 7:57:45 AM
@ Document_2398 docx 14,598 Microsoft... 24/11/2015 7:58:09 AM
&| Image_9202.png 194,160 PNG File 24/11/2015 7:59:43 AM Ml >
Selected 1 file. Total size: 15,440 bytes 1 file. Total size: At least 0 bytes
Server/Local file Dire... Remote file tio... Status

DA\TempFiles for uplo

mple.com/work samples/Diagram_1389.png

D:\Temp\Files for uplo mple ork samples/Document

16,102 Nor

D:\Temp\Files for uplo X 610
> /example.com/work samples/Document_1988.docx 15440 Nor

fexample vork samples/Document_1048.docx
D:\Temp\Files for uplo

Queued files (82) | Failed transfe:

@ Queue: 67.7 Mi 0

The Transfer Queue displays information regarding each file, specifically:

¢ Server/Local file: The name and location of the file on your local network.

¢ Direction: Whether the file will be copied from your local computer to a remote server, or from a remote
server to your local computer. Double arrows (-->> and <<--) indicate immediate files; single arrows
(-—>and <--) indicate queued files.

¢ Remote file: The name and location of the file on the remote server.

e Size: The size of the file.

e Priority: The priority assigned to copying the file. Generally, this will be Normal.
e Status: Any file transfer status information applicable to the file.

e Time: The date and time that a transfer completed successfully or failed.

e Reason: If the file transfer failed, this will provide some information about why it failed.

5.15.2 Immediate vs queued files

File transfers can be classified as ‘immediate’ or ‘queued’.

Queued files: Added to a queue of files to be transferred in the future. Queue processing needs to be triggered
before these files will be transferred.

Immediate files: Listed for immediate transfer. Creating immediate transfers acts as a queue processing trigger,
with immediate files prioritised over queued files. If the transfer is interrupted, immediate files are converted
to queued files.

To queue afile, right-click and select Add files to queue, FileZilla Pro will class it as a queued file.

To select a file for immediate download or upload, right-click on a file and select Download or Upload, FileZilla
Pro will class it as an immediate transfer and give it priority over any queued files.
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5.15.3 Dragand drop

To drag files for transfer into the transfer queue, follow these steps:

1. Select the files that you want to transfer. Use the SHIFT key to select a block of files; use the CTRL key
(Windows) or CMD key (macQOS) to select multiple non-sequential files.

2. Use your mouse to click and drag the selected files into the desired directory on the other site.

FileZilla Pro will add these files to the Transfer Queue and start the transfer immediately.

5.15.4 Select and add to queue

To select files for transfer into the transfer queue, follow these steps:

1. Select the files that you want to transfer. Use the SHIFT key to select a block of files; use the CTRL key
(Windows) or CMD key (macQOS) to select multiple non-sequential files.

2. Right-click (Windows) or CTRL-click (macOS) on the selected files and click on Add files to queue.

FileZilla Pro will add these files to the Transfer Queue, but not start the transfer.

5.15.5 Select and start immediate transfer

To select files for immediate transfer into the transfer queue, follow these steps:

1. Select the files that you want to transfer. Use the SHIFT key to select a block of files; use the CTRL key
(Windows) or CMD key (macQOS) to select multiple non-sequential files.

2. Right-click (Windows) or CTRL-click (macOS) on the selected files and click on Upload.

FileZilla Pro will add these files to the Transfer Queue and start the transfer immediately.

5.15.6 Manual Transfer

To manually mark files for transfer, follow these steps:
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1. Choose Transfer > Manual Transfer:

Manual transfer N X

Transfer direction
@ Download () Upload

Local file Remote file
File: | D:\Construction Project\, Browse Remote path: | /Construction Project |
File: | |
Server Custom server
(O Use server currently connected to Protocol: WebDAV v
Use server from site manager
®© J Host: webdav.server.info | Port: | |
Server: WebDAV
Encryption: | Using secure HTTPS &
Select server
O Custom server Logon Type: Normal ~
User: | anonymous |
Password: | sesssnse |
Data type
@ Auto
[@F\Sal
(O Binary
[ start transfer immediately

2. Select Download or Upload.
3. Choose both the local file and the remote path and file.

4. Select the server:
e The currently connected server.
e Aserver from the ones available in the Site Manager.
e A custom server connection. In this case enter the custom server details on the right side.

5. For FTP or FTPS transfers select the data type.

6. Check the option Start transfer immediately otherwise the transfer will be added to the queue.
7. Clickon OK

Related topics:
Change default ‘file exists’ behavior

Transfer Queue

5.16 Deleting Files

FileZilla Pro can delete files from the remote server. It might take a while; it requires a single command to be
sent for every file and directory in the selection.

1. Select the files that you want to delete. Use the SHIFT key to select a block of files; use the CTRL key
(Windows) or CMD key (macQOS) to select multiple non-sequential files.

2. Pressthe DELETE key (Windows) or FN-DELETE (macQS) on your keyboard, or right-click (Windows) or
CTRL-click (macOS) on the selection and click on Delete.
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5.17 Transfer Queue

The FileZilla Pro Transfer Queue is a feature within the FileZilla Pro application that manages the files being
transferred between your local machine and the remote server.

Server/Local file Dire... Remote file Size Prio... Status A
Di\Temp)Files for upload\Diagram_1389.png > /example.com/work samples/Diagram_1389.png 2,565, Nor
DATemp)Files for upload\Document_0298.docx > /example.com/work samples/Document_0298.docx 16,213 Nor
Di\TempiFiles for upload\Document_1048.docx -->  /example.com/work samples/Document_1048.docx 16,102 Nor
Di\TempiFiles for upload\Document_1938.docx > /example.com/work samples/Document_1988.docx 15,440 Nor v

Queued files (82) | Failed transfers  Successful transfers

@@ Queue: 554 MiB oo

By default, the Transfer Queue displays the current queue of files to be transferred. For example, if you've set
FileZilla Pro to copy a number of files from your home computer to your website server, it will display a queue
of files that have not yet been copied across.

Note: Files and folders queued for deletion are not displayed.

The Failed Transfers tab displays files that FileZilla Pro tried to transfer, but for some reason could not complete.

The Successful Transfers tab displays files that FileZilla Pro has transferred during the current session.

5.17.1 Sorting the Transfer Queue

You can sort the Transfer Queue by any of the column headings by clicking on the column title. This will sort all
entries in either alphabetic or numeric ascending order, depending on the data in the column. For example,
clicking on the Remote file column title will sort the queue by file location and name. To sort entries in descending
order, hold down the SHIFT key and click on the relevant column title.

Failed transfers and Successful transfers tabs cannot be sorted.

5.17.2 Configure actions after Transfer Queue Completion

You can configure FileZilla Pro to perform a single action once all Transfer Queue actions have been completed.
For example, you might want to start transferring a large number of files and then leave the office; and you
want the computer to automatically shut down once the file transfer is completed.

Note: This action will apply to any Transfer Queue until you change it manually, unless the word ‘once’ is used
in the action name; for example, Suspend system once.
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Shut down computer

FileZilla Prowill send a shutdown command to the operating system once the Transfer Queue s finished. However,
if other applications or processes are still running at the time, these may block the shutdown and keep the
computer running.

1. Inthe file Transfer Queue, right-click on a server or file name.

2. Select Action after queue completion > Shutdown system once.

Suspend computer

FileZilla Pro will send a suspend command to the operating system once the Transfer Queue is finished. However,
if other applications or processes are still running at the time, these may block the suspension and keep the
computer awake.

1. Inthefile Transfer Queue, right-click on a server or file name.

2. Select Action after queue completion > Suspend system once.

Reboot computer

FileZilla Pro will send a reboot/restart command to the operating system once the Transfer Queue is finished.
However, if other applications or processes are still running at the time, these may block the reboot and keep
the computer running instead.

1. Inthe file Transfer Queue, right-click on a server or file name.

2. Select Action after queue completion > Reboot system once.

Show notification

FileZilla Pro will send a notification message through the operating system once the Transfer Queue is finished.
On Windows, for example, the message will look similar to this:

Transfers finished
All files have been successfully

transferred
FileZilla Pro

1. Inthe file Transfer Queue, right-click on a server or file name.

2. Select Action after queue completion > Show notification bubble.
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Flash program icon

If you have FileZilla Pro minimised when the Transfer Queue is finished, the program icon on your taskbar will
flash to get your attention.

1. Inthe file Transfer Queue, right-click on a server or file name.

2. Select Action after queue completion > Request attention.

While this behavior is consistent on Microsoft Windows, it may not be available on Linux or macOS.

Close FileZilla Pro

FileZilla Pro will close itself once the Transfer Queue is finished. There are two different options for this: Close
FileZilla and Close FileZilla once. Selecting Close FileZilla will make that the default action every time FileZilla Pro
finishes a Transfer Queue; selecting Close FileZilla once will only affect the current Transfer Queue.

1. Inthe file Transfer Queue, right-click on a server or file name.

2. Select Action after queue completion> Close FileZilla or Action after queue completion> Close FileZilla
once.

Run a program

FileZilla Pro will run an executable file once the Transfer Queue is finished. To make use of this option, you'll
need to know the file location, name, and any required arguments.

1. Inthe file Transfer Queue, right-click on a server or file name.

2. Select Action after queue completion > Run command....

3. Enter the file location, name, and arguments.

4. Click OK.

Play a sound

FileZilla Pro will play a sound when the Transfer Queue is finished.

1. Inthe file Transfer Queue, right-click on a server or file name.
2. Select Action after queue completion > Play sound.
The sound file used is finished.wav, and you can find it in the resources folder in FileZilla Pro’s installation folder. In

Windows, this is typically C: \Program Files\FileZilla Pro\resources. If youwant a different sound played,
replace it with your own sound file in .wav format.
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5.17.3 Remove files from the Transfer Queue

Remove files from the Transfer Queue to keep them from being transferred.

To remove only one or some of the files in the Transfer Queue:

1. Select the file(s) to be removed. Use the SHIFT or CTRL (Windows) or CMD (macOS) key to select
multiple files.

2. Right-click (Windows) or CTRL-click (macOS) on the selection.

3. Click on Remove selected.
To remove all files being transferred to or from a specific server from the Transfer Queue:

1. Right-click (Windows) or CTRL-click (macOS) on the server name.

2. Click on Stop and remove all.

5.17.4 Remove successful transfers from the queue history

If you want to export a list of unsuccessful file transfers, you can set FileZilla Pro to automatically remove
successful file transfers:

1. Inthe Transfer Queue, click on the Successful transfers tab.

2. Right-click (Windows) or CTRL-click (macOS) and select Automatically remove successful transfers.

5.17.5 Repeat file transfers

FileZilla Pro allows you to repeat file transfers that are displayed in the Successful transfers or Failed transfers
tabs.

To repeat the transfers of only one or some of the files in the Transfer Queue:

1. Select the file(s). Use the SHIFT or CTRL (Windows) or CMD (macQS) key to select multiple files.
2. Right-click (Windows) or CTRL-click (macOS) on the selection.

3. Click on Reset and requeue selected files.
To repeat all transfers for a server:

1. Right-click (Windows) or CTRL-click (macOS) on the server name.

2. Click on Reset and requeue selected files.

Requeued files will be added to the Transfer Queue.

Past file transfers can be repeated by importing the file Transfer Queue from an XML file. See Export the Transfer
Queue and Import a Transfer Queue.
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5.17.6 Change file transfer priority

File transfer priority organises the Transfer Queue and transfers files of highest priority first. To change the
transfer priority for one or more files:

1. Select the file(s). Use the SHIFT or CTRL (Windows) or CMD (macOS) key to select multiple files.
2. Right-click (Windows) or CTRL-click (macQOS) on the selection.
3. Click on Select priority and choose a priority level from Highest to Lowest.

You can also set the transfer priority for a particular server; for example, if you're transferring files to two
different websites, and you want all of one website’s files to be processed first:

1. Right-click (Windows) or CTRL-click (macOS) on the server name.
2. Click on Select priority and choose a priority level from Highest to Lowest.

5.17.7 Change default ‘file exists’ behavior

When copying files from one location to another, FileZilla Pro needs to know what to do if a file with the same
name and extension already exists in the destination.

The available options are:

e Ask for action: Ask you what to do every time this occurs.
e Overwrite file: Overwrite the destination file every time.

¢ Overwrite file if source file newer: Overwrite the file in the destination if the file being transferred is
time-stamped with a later date/time. Note: the date and time on local and remote machines need to be
synchronised in order for this to work correctly. If they differ, ensure that you configure the server time
offset before transferring files. See Configure server time offset.

e Overwrite file if size differs: Overwrite the destination file if there is a size difference between the
destination file and the file being transferred.

e Overwritefileif size differs or sourcefile is newer: This is acombination of the previous two options. The
destination file will be overwritten if there is a size difference between it and the file being transferred,
or if the file being transferred is time-stamped with a later date/time. Note: the date and time on local
and remote machines need to be synchronised in order for this to work correctly. If they differ, ensure
that you configure the server time offset before transferring files. See Configure server time offset.

¢ Resume file transfer: Assume that a previous file transfer was stopped mid-transfer, and continue
transferring the file. This option is particularly useful when large files are being transferred or the
connection is slow or unreliable.

¢ Rename file: Transfer the file, but do not overwrite the existing destination file; instead a dialog box is
presented where the user can enter the new name for the file being transferred:

Rename file L\s X

The file /Construction Project/Customer Presentation.pptx already exists.
Please enter a new name:

Customer Presentation.ppix

OK Cancel
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e Skip file: Do not transfer the file. Skip to the next file in the queue instead.

Example

Anne’s company has a website on a remote server. She’s been working on an updated design, so she has a
number of files to upload to the remote server. Some of the files have been updated; for these, she needs to
overwrite the remote files. Any new files, she wants to transfer across. Most of the files are the same or older,
though; she does not want to transfer those. So Anne wants to set FileZilla Pro to overwrite files on the remote
server that are older than those being transferred from her local machine. She would use the Overwrite file if
source file newer option.

Configure default setting

To change the default ‘file exists’ behavior for all sessions and servers:

1. Inthe main menu, click on Edit > Settings....

2. Inthe menu on the left of the Settings window, click on Transfers > File exists action.

Settings X
Select page: Select default action to perform if target file of a transfer already exists.
+ Connection | Default file exists action
= Transfers Downloads: Ask for action »
FTP: File Types =
MIME Types Uploads:  Ask for action ~
53: Providers If using 'overwrite if newer', your system time has to be synchronized with the server. If the
time differs (e.g. different timezone), specify a timezone offset in the site manager.
7 Interface D Allow resume of ASCII files
Passwords . ; . " ! '
Resuming ASCII files can cause problems if server uses a different line ending format than
Themes the client.
Date/time format
Filesize format
File lists
Language
=I File editing
Filetype associations
~Updates
Logging v
oK

Cancel

3. Select a default action for downloads - file transfers from a remote server to your local machine.
4. Select a default action for uploads - file transfers from your local machine to a remote server.

5. Click on OK.
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Configure setting for current session

To change the ‘file exists’ behavior for the existing session - ie, the behavior will revert to the default when you
next open FileZilla Pro:

1. Inthe main menu, click on Transfer > Default file exists action....

Default file exists action X

Select default file exists action if the target file already exists. This
selection is valid only for the current session.

Default file exists action
Downloads: |Use default action id

Uploads: | Use default action R

If using 'overwrite if newer', your system time has to be synchronized
with the server. If the time differs (e.g. different timezone), specify a
timezone offset in the site manager.

(0]¢ Cancel

2. Select a default action for downloads - file transfers from a remote server to your local machine.
3. Select a default action for uploads - file transfers from your local machine to a remote server.

4. Click on OK.

Configure setting for a server in the file Transfer Queue

To change the ‘file exists’ behavior for all files currently queued to be transferred to or from a specific server:

1. Inthe Transfer Queue, right-click on the server name.

2. Select Default file exists action....

Default file exists action X

Select default file exists action only for the currently selected files in the
queue.

Default file exists action
Downloads: Use default action id

Uploads: | Use default action R

If using "overwrite if newer', your system time has to be synchronized
with the server. If the time differs (e.g. different timezone), specify a
timezone offset in the site manager.

oK Cancel

3. Select a default action for downloads - file transfers from a remote server to your local machine.
4. Select a default action for uploads - file transfers from your local machine to a remote server.

5. Clickon OK.
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5.17.8 Configure server time offset

If your local machine and the remote server have different time settings, this can interfere with the overwrite
settings. To avoid problems, like inadvertently overwriting newer files, FileZilla Pro needs to know the difference
in time settings between your local machine and the remote server. This is called the ‘time offset’.

To configure the time offset for a server:

1. Inthe main menu, click on File » Site Manager.

Site Manager X
Select entry: General Advanced Transfer Settings Charset
B My Sites ) Server type: | Default (Autodetect) >
! Example site
! Google Drive [] Bypass proxy [}

Default Jocal directory:

‘ | Browse...

Default remaote directory:

[Juse synchronized browsing

[[] Directory comparison

Adjust server time, offset by:

New site New folder El - Hours, Ijl ~| Minutes
New Bookmark Rename
Delete Duplicate

2. Click on the site that you want to configure.
3. Click on the Advanced tab.
4. Find the Adjust server time, offset by setting at the bottom of the tab.

5. Adjust hours and minutes forward or backward as needed. For example, if the remote server time was
1.5 hours behind your local machine’s time, you would set Hours to -1 and Minutes to -30.

6. Click on OK to save the time offset.

Note: Changes made in the Site Manager only apply to files added to the queue after FileZilla Pro reconnects
to the site using the changed information.

5.17.9 Clear the Transfer Queue

To remove all files queued to be transferred to and from a remote server:

1. Right-click (Windows) or CTRL-click (macOS) on the Transfer Queue.

2. Select Stop and remove all.
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5.17.10 Pause the Transfer Queue

To pause all files being transferred without clearing the Transfer Queue:
1. Inthe main menu, select Transfer > Process Queue.
To pause files being transferred to or from a specific server:

1. Right-click on the Transfer Queue.

2. Select Process Queue.

If Process Queue is ticked, files are currently being transferred. If it is not ticked, the queue is currently paused.

5.17.11 Start the Transfer Queue

To start or restart transferring files in the Transfer Queue:
1. Inthe main menu, select Transfer > Process Queue.
To restart files being transferred to or from a specific server:

1. Right-click on the Transfer Queue.

2. Select Process Queue.

If Process Queue is ticked, files are currently being transferred. If it is not ticked, the queue is currently paused.

5.17.12 Change transfer speed display

By default, FileZilla Pro displays an average transfer speed calculated over the entire transfer process. If you
prefer to see the current transfer speed instead:

1. Inthe main menu, click on Edit » Settings....

2. Select Interface from the menu on the left.

3. Tick the Display momentary transfer speed instead of average speed checkbox.

4. Click on OK.

5.18 Limiting Simultaneous File Transfers

FileZilla Pro can run up to 10 file transfers - uploads or downloads - at a time. However, on slow or heavily-used
networks and internet connections, you might want to decrease the number of file transfers happening at one
time. There are three ways to do this:

e Limit the overall number of simultaneous transfers (uploads and downloads combined)
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e Limit the number of simultaneous uploads

e Limit the number of simultaneous downloads
To change the number of simultaneous file transfers that FileZilla Pro can run:

In the main menu, click on Edit > Settings....
Select Transfers from the menu on the left.

Set a maximum number of simultaneous transfers.

> w0

If desired, set a limit for simultaneous uploads and simultaneous downloads. These options are still
limited by the maximum simultaneous transfers setting; for example, if the Maximum simultaneous
transfers option is set to 2 and Limit for concurrent uploads is set to 10, FileZilla Pro will still only allow
at most 2 simultaneous uploads.

5. Clickon OK.

5.19 Setting Speed Limits

If you need to limit the amount of bandwidth that FileZilla Pro uses, you can set a speed limit.

To configure a speed limit in FileZilla Pro:

In the main menu, click on Edit > Settings....
Select Transfers from the menu on the left.
Tick the Enable speed limits checkbox.
Enter a Download limit and Upload limit.
Click on OK.

LA

To turn speed limits on and off, you can click on the button in the status bar.

5.20 Change Frequency of Automated Update Checks

By default, FileZilla Pro checks for program updates once a week, and looks only for stable updates - not beta
or nightly build updates. It is recommended that you use stable versions of FileZilla Pro only, unless you want to
test new features that may not be reliable yet.

If you want to change the frequency of update checks:

1. Inthe main menu, click on Edit > Settings....

2. Select Updates from the menu on the left.
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3. Select a frequency from the Check for FileZilla updates automatically drop down list.

4. Clickon OK.

If you set the frequency to Never, FileZilla Pro may still prompt for an update if the update was previously
detected. FileZilla Pro may alert you from time to time for security reasons.

In addition to stable versions, you can use beta versions to test new features or resolve an issue:

1. Inthe main menu, click on Edit > Settings....

2. Select Updates from the menu on the left.

3. Select Stable and beta versions from the When checking for updates, check for drop down list.

4. Clickon OK.

5.21 Tabbed Browsing

Tabbed browsing allows you to have multiple connections at the same time.

To add a tab:

e Choose File» New tab

==

IE 1P connection - filezillaprotutorial @34,224.84.73 - FileZilla Pro
File Edit View Transfer Server Bookmarks Help
Site Manager_. cri+s | o AN
Copy cumrent connection to Site Manager.. I
pro: Port
[ew tab CtrisT |
Close tab Cirl+W
Export...
Import
Show files curmently being edited. Ctri+E
Exit Cirl+Q |
Custom Office Templates
EasyTune
& My Music
< My Pictures
B My Videos
OnScreen Control
Snagit
[ Filename Filesize Filetype Last modified
Invices File folder
Pictures File folder
B Budgetaxisx 22885 Microsoft E
¥ Customer Pr... T4.250 N
@ Design Spec w29
B Expense Re. 21999 Microsoht E
@ Marketing.p 74250 Microsoft P.
@ Summary Re.. 301767 Microsoft
B -Sdgetxls 22885 Microsoft E
@ - $sign Spec. 27219 Microsoft ..
@) -Sstomer Pr. 74250 Micrasoft P.

]

9 files and 2 directories. Total size: 646,724 bytes

Server/Local file Direc.. Remote file

Size Priorty Status

Remote site: | /

? Invoices

2 Pictures

7 website

Filename

Invoic

Marke.

Summ.

[ - -

Filesize

74,250

301,767

Filetype  Last modifi

File folder

File folder

Microsof
Microsof_. 8/18/2
Microsof.. 8/18/2018

5 files and 3 directories. Total size: 448,120 bytes

Permissi

Owmer/G.

drwor-or-x 10

drwor-or-x 100

drwor-r-x 1

S
weror
T

Wt

wer--r

In the new tab you can open a new connection. Each tab is independent and can show different local files.

You can configure FileZilla Pro to restore the tabs and reconnect on startup. With this option enabled FileZilla
Pro will reopen the tabs and reestablish all connections:

1. Choose Edit > Settings

2. Select Interface from the menu on the left
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3. Mark the option Restore tabs and reconnect
4. ClickonOK

You can also configure FileZilla Pro to create always a new tab when opening a new connection:

1. Choose Edit» Settings
2. Select Interface from the menu on the left

3. In the drop down box When starting a new connection while already connected select the option
Connectin anew tab

4. Clickon OK
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Setting up S3 Connections

The subsequent chapter offers athorough overview of accessing S3 services, encompassing prerequisites for var-
ious authentication and authorization methods, file encryption options, and ultimately, accessing S3-compatible
services.

It begins by detailing the process of obtaining AWS credentials and utilizing them to access S3. Additionally, it
explores the use of temporary credentials, AWS config and credentials files, and accessing files through AWS
IAM Identity Center (formerly AWS Single Sign-On).

The final two paragraphs respectively focus on configuring server-side encryption settings and accessing
S3-compatible storage services provided by third-party vendors.

To connect to Amazon S3, make sure you have the following:

e An account with Amazon AWS;
e Anaccess key ID;

e Asecret access key.

6.1 Configuring FileZilla Pro to connect to S3

Follow the next steps to configure FileZilla Pro to connect to Amazon S3.

In the menu bar, click on File » Site Manager.... See Using the Site Manager for more details.
Click on New Site.

Select S3 - Amazon Simple Storage Service from the Protocol drop-down list.

> 0D e

In the Host field, leave as it is. FileZilla Pro will connect to the default region endpoint. For a different
region, use the Region field in the S3 tab.

v

Leave port as-is.

6. Enter the access key into the Access Key ID field in the Site Manager.
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7. Enter the secret access key into the Secret Access Key field in the Site Manager.

Site Manager

Select Entry:

My Sites

! Azure

-l B2

! Company website
! DreamObjects

! Dropbox

! Goagle Cloud
! Google Drive

! My website

! Amazon 53

! OneDrive

! OpenDrive

New Site New Folder
New Bookmark Rename

Delete Duplicate

8. Click on Connect.

Your file storage buckets will be displayed in the Remote directories section of the FileZilla Pro window.

X
General Advanced Transfer Settings
Protocal: S3 - Amazon Simple Storage Service b
Host: s3.amazonaws.com | Port: ‘ |
Logon Type: Normal w7

Access key ID: |AKIAIIWDZWEDO4BWQUQ |

Secret Access Key: | I

Background color: | None =

Comments:

Connect oK Cancel

Note: Credentials that do not have permission to list available bucket need to directly specify the target bucket
as default remote directory in the Advanced tab. See Listing a bucket.

By default, FileZilla Pro connects using the endpoint of the first configured region in Edit » Settings » Transfers »

S3: Providers. To customize this default behavior, use the Region field within the S3 tab.

Note: Accessing buckets in regions launched after March 20, 2019, may result in a “Bad Request error”. If this
occurs, you may need to adjust the configuration accordingly. See Request redirection.

6.2 How to setup S3 Server-Side Encryption

Server-Side Encryption Amazon S3 encrypts your files as they are uploaded and decrypts on download.

To configure FileZilla Pro to use Amazon S3 Server-Side Encryption, follow these steps:

1. In Site Manager edit your S3 site.

2. Inthe S3tab select the encryption type:

¢ No encryption

e AWS S3 encryption: use Amazon S3 managed keys.

6.2. How to setup S3 Server-Side Encryption
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e AWS KMS encryption: use Amazon S3 keys stored in AWS Key Management Service (KMS). Select the
master key:

- Default (AWS/S3): for the AWS managed key.
- Custom KMS ARN: for a customer managed key. Enter the ARN (Amazon Resource Name) for the
key in the Custom KMS ARN box.

e Customer encryption: use the key specified in the Custom key box. You can specify a Base64 encoded
key by prefixing it with base64:

General Advanced Transfer Settings 53

Options:

Region: |

Server Side Encryption:

(J) Ne encryption
() AWS 53 encryption
() AWS KMS encryption

Select a key: Default (AWS/53)
Custom KMS ARN:

(®) Customer encryption
Customer Key: | baseﬁd:SWrigYEQ'tcHVDZXIchJvZBJhbW1pbmcslthEUEI’|

Security Token Service:

Role ARN: [l |

MFA Device Serial: | |

Connect QK Cancel

6.3 How to use Amazon STS for temporary, limited-privilege
credentials

You can access S3 resources that belong to another user by using temporary credentials provided by the AWS
Security Token Service (STS). This process involves assuming a role established by the granting user.

Next, we'll outline the steps you need to follow.

1. InSite Manager edit your S3 site.
2. Inthe S3 tab enter:

e Role ARN: the ARN (Amazon Resource Name) that identifies the role created by the granting user. Your
user will assume this role.
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e MFA Device Serial: your MFA (Multi-factor authentication) device identification if the role trust policy
requires multi-factor authentication. This can be either a serial for a physical device or aregistered ARN
for avirtual device (e.g. an authentication app in your smartphone).

General Advanced Transfer Settings 53

Options:

Region: |

Server Side Encryption:

(C) Ne encryption
() AWS 53 encryption
() AWS KMS encryption

Select a key: Default (AWS/53)
Custom KMS ARN:

(®) Customer encryption

Customer Key: | |

Security Token Service:

Role ARM: | arn:awsiam:: 341333154880 role/53Role |

MF4 Device Serial: | arn:awsiam:: 341333154880 user/ TestUzer |

Connect oK Cancel

When connecting and if the MFA device serial is configured you will be asked to provide the token code generated
by the MFA device:

Enter MFA token code e

Please enter the MFA token code.
MFA device serial: arn:aws:iam::541333154880:mfa/TestUser

Token code:

QK Cancel
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6.4 How to use AWS config and credentials files to connect

FileZilla Pro can also connect using the credentials and settings from the . aws/configand .aws/credentials

files.

To connect FileZilla Pro to S3 using config and credentials files, follow these steps below.

1. InSite Manager create or edit your S3 site.

2. Inthe Logon type drop down list choose Profile.

3. Inthe Profile field enter the configured profile name.

General Advanced Transfer Settings S3

Protocol: S3 - Amazon Simple Storage Service

Host: s3.amazonaws.com

| Port: | |

Logon Type: | Profile

Profile | myprofile]
Background color: |None L
Comments:

For the default profile enter: default

FileZilla Pro supports the following settings:

e aws_access_key_id

e aws_secret_access_key
e region

e source_profile

e role_arns

e role_session_name

e mfa_serial

e duration_seconds

e aws_session_token

If a setting exists both in credentials and config files for the same profile the settings from the credentials
file are used. If any of the settings region, role_arn and mfa_serial exist both in the Site Manager S3 tab and

in the files, the settings from the files are used.
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FileZilla Pro looks for the AWS_CONFIG_FILE environment variable to locate the config file. Also, it looks for the
AWS_SHARED_CREDENTIALS_FILE environment variable to locate the credentials file.

If any of these environment variables are empty, FileZilla Pro looks for the file in the . aws directory in the
user’s (or home) directory. On Debian and macOS you can find the user’s directory with the $HOME environment
variable. On Windows you can find the user’s directory with the USERPROFILE% environment variable.

When purchased from the macOS App Store, you can find the app’s home directory at ~/Library/Containers/
org.filezilla-project.filezilla.sandbox/Data/

In this case you may need to create a symbolic link to the ~/ . aws directory in the FileZilla Pro’s container. From
macOS terminal run the following command:

In -s ~/.aws ~/Library/Containers/org.filezilla-project.filezilla.sandbox/Data/.
aws

You also need to grant to FileZilla Pro access to the . aws directory through the access permissions dialog. To
learn how to do that see: Local files not displayed.

For more details about these files consult the AWS documentation

6.5 How to use AWS IAM Identity Center (aka AWS Single
Sign-On) to connect

AWS Identity Center provides access to resources without the need for access keys or secret keys.

To connect using the IAM ldentity Center:

1. Create a new site in the Site Manager.
2. Select S3via IAM Identity Center from the Protocol drop-down list.

3. Inthe Logon type drop down list, choose either Interactive or Profile.
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4. With Interactive type:
Enter the AWS account ID in the Account ID field.
In the S3 tab, S3 via IAM Identity Center section, enter:

e Region: the AWS Region that contains the AWS access portal host. This field can be different
from the Region field in the same tab.

e Role name: the role or permission set name.
e Start URL: the URL for the AWS access portal.
General Advanced Transfer Settings S3

Options:

Region: |

Server Side Encryption:
@ No encryption

(O AWS S3 encryption
() AWS KMS encryption

Select a key: Default (AWS/S3)
Custom KMS ARN:

(O Customer encryption

Customer Key:

53 via |1AM Identiy Center (formerly 550):

Region: | eu-central-1 |

Role name: | ViewOnlyAccess |

Start URL: | https://ondazultecnologia.awsapps.com/start |

5. With Profile, enter a configured profile name. See How to use AWS config and credentials files to connect.
The required profile fields are: sso_account_id, sso_region, sso_role_name and sso_start_url

6. Click on Connect.

7. FileZilla Pro shows the AWS Identity Center window, with a unique session code:

Amazon AWS Identity Center Authorization X

Please authorize FileZilla access in the browser. This dialog will close automatically.

Re open authorization page
User code LCXL-BNWQ

Cancel

and launches the default browser.

8. Inthe browser, IAM prompts you to login using your IAM credentials. You may need to enter the session
code presented in the AWS Identity Center window.
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9. Upon loggingin, it is necessary to authorize the request.

aws

Authorize request

10. Click Allow to grant access to FileZilla Pro.

11. Upon successful completion, the AWS Identity Center window will automatically close.

For more information, visit https://aws.amazon.com/iam/identity-center/

6.6 How to use Amazon S3 Transfer Acceleration

Configure FileZilla Pro to use Amazon S3 Transfer Acceleration by following these steps:

In the menu bar, click on Edit > Settings....
Select Transfers > S3: Providers from the menu on the left.

Select Amazon S3 in the Providers list.

> 0 -

In the Accelerated box, enter the acceleration endpoint:

s3-accelerate.dualstack.amazonaws.com

v

Edit or create a new site in the Site Manager.

6. Inthe S3tab, check the Use accelerated endpoint checkbox.

Note: Ensure transfer acceleration is enabled on the bucket in the AWS console. Attempting to access a bucket
without acceleration enabled will cause an error.

For more information, visit https://docs.aws.amazon.com/AmazonS3/latest/userguide/transfer-acceleration.
html

Related topics:

How to Upload Files Using a Third-Party S3 Service
S3 Storage Class

S3 Lifecycle Policies

S3 File Properties
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6.7 How to Upload Files Using a Third-Party S3 Service

To connect to an S3-compliant storage service, make sure you have the following:

e An account with a hosting provider offering S3-compliant storage services (e.g. Alibaba Object Storage,
DigitalOcean, Linode).

e Connection information for the S3 service - typically including:

host address;

host port;

access key ID;

secret access key;

one or more endpoint addresses.

The following topic explains how to configure the regions for your S3 provider. If you have already configured
them, or they are already available in the current list, skip ahead to How to connect to an S3 compliant provider.

6.7.1 Setting up Regions

To setup regions:

1. Inthe menu bar, click on Edit » Settings....

2. Select Transfers» S3: Providers from the menu on the left.

Settings x
Select page: Providers
[=-Connection ~ || Amazon 53
=-FTP
- Active mode
Passive mode
- FTP Proxy Add Remaove
-~ SFTP
- Generic proxy Regions
& Transferé Name Description Endpoints R
FTP: File Types .
- MIME Types cn-north-1 China (Beijing) s3.cn-north-1.amazonaws.com.cn
cn-nor..est-1  China (Ningxia) s3.cn-northwest-1.amazonaws.com.cn
- File exists action eu-central-1  EU (Frankfurt) s3.dualstackeu-cent..tral-1.amazonaws.com
E+Interface eu-west-1 EU (Ireland) s3.dualstackeu-wes..est-1.amazonaws.com
- Passwords eu-west-2 EU (London) s3.dualstack.eu-wes..est-2.amazonaws.com
Themes
B eu-west-3 EU (Paris) s3.dualstack.eu-wes..est-3.amazonaws.com
Date/time format
- Filesize format sa-east-1 South Am..ao Paulo) s3.dualstacksa-east..east-1.amazonaws.com w
-~ File lists v Add Remove
OK Catch All: | .amazonaws.com |
Cancel Format: | s3.dualstack.{region}.amazonaws.com |
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10.

11.

6.7.2 How to connect to an S3 compliant provider

Click on the Add button under the Providers list.

Enter the name of the hosting provider.

Press ENTER on your keyboard.

Highlight the new hosting provider.
Click on the Add button under the Regions list.

Enter a name for the region and then press ENTER on your keyboard.

Enter a description, if desired, by clicking on the Description column in your new region row.

Click on the Endpoints column of the new region row and enter an endpoint address for the hosting
provider’s S3 service. It will typically be in the format of <subdomain>.<domain>.<extension>.

Settings

Select page:

[=-Connection

=-FTP

- Active mode
Passive mode
“- FTP Proxy

SFTP

Generic proxy

[=-Transfers

--FTP: File Types

- MIME Types

-~ 53: Providers

- File exists action

[ Interface
Passwords

-- Themes

-- Dateftime format

- Filesize format

- File lists

| oK

Cancel

Providers

Amazon 53
Dreamhost

Regions

Name Description
US-east

Add Remove

Endpoints

objects-us-east-1.dream.io

Add Remove

X

Cateh All:|

Format: |

Click on OK.

Connect to an S3 compliant provider follow the instructions below.

ok 0w R

In the menu bar, click on File » Site Manager....

Click on New Site.

Select S3 - Amazon Simple Storage Service from the Protocol drop-down list.
Enter the required connection information.

Click on Connect.

Your file storage buckets will be displayed in the Remote directories section of the FileZilla Pro window.
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6.7.3 Example

Dreamhost is a web hosting provider offering an S3 cloud storage service known as DreamObjects.

To set up DreamObjects, log into their Dreamhost account and click on the DreamObjects menu option.

Manage

Users

+ Create New User

Click on Create New User and type in filezilla-pro-demo-user.

Users

+ Create New User

Add User

Click on Add User. Refresh the page and the new user account will be displayed.

Users

+ Create New User

filezilla-pro-demo-user

+ AddKey = AddBucket = E* View Objects
To get the host address, look at the server information next to your new username (highlighted text)

Users

+ Create New User

filezilla-pro-demo-user

+ AddKey | 4 AddBucket | E2 View Objects
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Set up a new provider in FileZilla Pro called Dreamhost.

Settings

Select page:

=-Connection

=-FTP

Active mode

i Passive mode

L FTP Proxy

Generic proxy

=-Transfers

- FTP: File Types
MIME Types

= 53: Providers

- File exists action

- Interface

- Passwords

~Themes
Date/time format

~Filesize format

~File lists

oK

Cancel

Providers

Amazon S3

Regions

Name
cn-north-1
cn-nor..est-1
eu-central-1
eu-west-1
eu-west-2
eu-west-3
sa-east-1

Add Remaove
Description Endpoints
China (Beijing) s3.cn-north-1.amazonaws.com.cn
China (Ningxia) s3.cn-northwest-1.amazonaws.com.cn
EU (Frankfurt) s3.dualstack eu-cent.. tral-1.amazonaws.com
EU (Ireland) s3.dualstack.eu-wes..est-1.amazonaws.com
EU (London) s3.dualstackeu-wes..est-2.amazonaws.com
EU (Paris) s3.dualstackeu-wes..est-3.amazonaws.com

South Am..ao Paulo) s3.dualstacksa-east..east-1.amazonaws.com

Add Remove

Catch All: | .AMazonaws.com

Format: |s3.dua|s‘[ack.{region}.amazonaws.com

Create a new region and copy the Dreamhost server information into it.

Settings

Select page:

[=-Connection

B-FTP

Active mode

- Passive mode
TP Proxy

- (3eneric proxy

=-Transfers

- FTP: File Types

- MIME Types

- 53: Providers

- File exists action
=-Interface

- Passwords
~Themes

- Date/time format
~Filesize format
~File lists

oK

Cancel

Providers

Amazon 53
Dreamhost

Reaions

Add Remove

Description Endpoints

objects-us-east-1.dream.io

Add Remove

Catch All:|

Format: |
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Copy this into the Host field in FileZilla Pro’s Site Manager window.

Site Manager k4
Select Entry: .
General Advanced Transfer Settings
My Sites
! New site Protocol: S3 - Amazon Simple Storage Service .
Host: objects-us-east-1.dream.io | Port: | |
Logon Type: Mormal ™
Access key ID: ‘ |
Secret Access Key: ‘ | |
Background color:  None b
Comments:
MNew Site Mew Folder
New Bookmark Rename
Delete Duplicate

To get your access key ID, click on the user account name.

Users

+ Create New User

filezilla-pro-demo-user objectsuseast-1.drean £ 1Keys
# KeExs

DHEWVMOSUGMCENGLXVGR

+ AddKey | 4 AddBucket Ef ViewObjects X Remove User
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Copy and paste the access key into the Access key ID field in FileZilla Pro’s Site Manager window.

Site Manager k4
Select Entry: .
General Advanced Transfer Settings
My Sites 8 8
i M New site Protocal: 53 - Amazon Simple Storage Service v
Host: objects-us-east-1.dream.io | Port: | |
Logon Type: Normal "2
Access key ID: ‘ =k Al e |
Secret Access Key: ‘ |
Background color:  None b
Comments:
MNew Site Mew Folder
New Bookmark Rename
Delete Duplicate

Back in the browser window, click on Show secret key.

Users

+ Create New User

filezilla-pro-demo-user objects-us-ea

F 1Keys
AL
DHEWVMS5UBMCENGLXVGR eGbbiuvktyZx9cQsuob92H5Lh1ls0CmrvonZlhbC|
A Remove Key
Hide
+ AddKey | + AddBucket e+ View Objects ¥ Remove User
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Copy and paste the secret key into the Secret Access Key field in FileZilla Pro’s Site Manager window.

Site Manager

Select Entry:
My Sites
i M New site
MNew Site Mew Folder
New Bookmark Rename
Delete Duplicate

k4
General Advanced Transfer Settings
Protocol: S3 - Amazon Simple Storage Service ~
Host: objects-us-east-1.dream.io | Port: | |
Logon Type: MNormal hed
Access key ID: ‘ 5 |
Secret Access Key: ‘ |
Background color:  None b

Comments:

Cancel

Then label the connection from ‘New Site’ to something more recognizable.

Site Manager

Select Entry:

= My Sites

- W [Dreamonec]

New Site New Folder

New Bookmark Rename

Delete Duplicate

General Advanced Transfer Settings

x

Protocol: 53 - Amazon Simple Storage Service b

Host: objects-us-east-1.dream.io | Port: | |
Logon Type: MNormal "2

Access key ID: ‘ = |
Secret Access Key: ‘ |
Background color:  None b

Comments:

Cancel

...and click on Connect.
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FileZilla Pro checks the server’s TLS certificate and asks to verify the details.

Unknown certificate

). The server's certificate is unknown. Please carefully examine the
certificate to make sure the server can be trusted.

Certificate in chain: |0 ~

Details
Valid from: 2/08/2018 10:00:00 AM
Valid to: 25/10/2019 10:00:00 PM

Serial number: 02:94:fc:42:36:6d:3¢:10:08:89:67:.06:5C:cb:f2:90

Public key algorithm: RSA with 2048 bits

Signature algorithm: RSA-SHAZ256

Fingerprint (SHA-256): 4f:.09:b0:0c:b6:0d:95:53:3b:5b:7f.a8:b8:db:31.95:
26:65:12:3d:b5:14:f0:3c:b5:6:c9:e0:22:30:8e:5f

Fingerprint (SHA-1):

Subject of certificate
Common name:  s3.amazonaws.com

Organization: Amazon.com Inc.

Country: us
State or province: Washington
Locality: Seattle

53.amazonaws.com

*53.amazonaws.com
*s53.dualstack.us-east-1.amazonaws.com
s3.dualstack.us-east-1.amazonaws.com
*s3.us-east-1.amazonaws.com
53.us-east-1.amazonaws.com
*s3-control.us-east-1.amazonaws.com
s3-control.us-east-1.amazonaws.com
#s3-control.dualstack.us-east-1.amazonaws.com
s3-control.dualstackus-east-1.amazonaws.com

Alternative names:

Session details

Host: s3.dualstack.us-east-1.amazonaws.com:443
Protocol: TLS1.2 Cipher: AES-128-GCM

Key exchange: ECOHE-RSA  MAC:  AEAD

Trust this certificate and carry on connecting?
Always trust certificate in future sessions.

[#] Trust this certificate on the listed alternative hostnames.

d2:a6:51:97:37:64:2b:8a:eb:1d:7d:c2:d 1:d5:aa:4f:f6:d2:25:42

Certificate issuer

Common name: DigiCert Baltimore CA-2 G2

Organization:
Unit:
Country:

DigiCert Inc
www.digice
us

rt.com

Cancel
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As Dreamhost utilizes Amazon S3 cloud servers, the certificate displays information reflecting this. Thisis a
standard occurrence, so simply click OK to proceed.

Remote site: | J e

=0 /
- ? my-data-backup

Filename Filesize Filetype Last

my-data-backup File folder 1/11
< >
1 directory

Related topics:

Setting up S3 Connections
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Setting up Google Drive Connections

To connect to Google Drive, make sure you have the following:

e A Google Drive account;
¢ Your Google account (typically your Gmail email address);

¢ Your Google account password.

Note: If FileZilla Pro is configured to save passwords protected by a master password (see Protect Passwords
with a Master Password), you'll only need to authenticate it for use with Google Drive once; it will save the access
token for future connections.

7.1 Configuring FileZilla Pro for Google Drive

Please follow the next steps to configure FileZilla Pro to connect to Google Drive.

In the menu bar, click on File » Site Manager.... See Using the Site Manager for more details.
Click on New Site.
Select Google Drive from the Protocol drop down list.

Optionally enter a login as a hint for Google authentication.

v b e

Click on Connect.
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6. Google mandates that you acknowledge reading FileZilla Pro’s statement regarding adherence to Google
API Services User Data Policy.

Information about adherence to Google User Data Policy X

You are about to connect to Google Drive,
FileZilla Pro's use and transfer of information received from Google APls adheres to the Google AP Services
User Data Pelicy linked below, including the Limited Use requirements,

The received infermation is enly used to present the data to you, so that you can view and manage your files
on Google Drive and exchange them with your lecal computer,

Google AP Services User Data Policy

[]Do not show again

0K Cancel

Click on OK to accept and select the Do not show again checkbox to prevent the same pop-up from
appearing in the future.

7. FileZilla Pro will open a Google Drive authorization page in a browser window. This is a step required by
Google, to ensure that you permit FileZilla Pro to access your files on the cloud. If you're not already
logged in to Google Drive, you'll need to login before you can authorize FileZilla Pro to access your files.

& sign in with Google

B Select what FileZilla Pro can access

. . Select all
FileZilla Pro wants access to
L Ses, edit, create, and delete all of your Google Drive files.

your Google Account Learn mare

@ filzillzprodemo@gmsil.com L See, creats, and delete its own configuration data in your

Google Drive. Learn more

& See, edit, create, and delete only the specific Google Drive
files you use with this app. Learn more

Make sure you trust FileZilla Pro

You may be sharing sensitive info with this site or app. Learn about how FileZilla
Pro will handle your data by reviewing its privacy policies. You can always see
or remove access in your Geogle Account

Learn about the risks

Cancel 1\ Continue

English (United States)  ~ Help  Privacy  Terms

Check the option Select All. Click on Continue.

7.1. Configuring FileZilla Pro for Google Drive 115


https://developers.google.com/terms/api-services-user-data-policy/
https://developers.google.com/terms/api-services-user-data-policy/

FileZilla Pro User Guide, Release 1.24

8. FileZilla Pro will check the server’s TLS certificate and display a window like this:

Unknown certificate X

M\ The server's certificate is unknown. Please carefully examine the
certificate to make sure the server can be trusted.

Certificate in chain: |0

Details

Valid from: 16/10/2018 9:38:00 PM
Valid to: 8/01/2019 9:38:00 PM
Serial number: 12:18:80:de:7b:6a:d4:e5

Public key algorithm: EC/ECDSA with 256 bits

Signature algorithm:  RSA-SHA256

Fingerprint (SHA-256): 58:00:5d:9e:a3:34:cb:6d:3d:53:81:d9%:eb:cd:54:f9:
a8:08:a7:47:.0%:53:42:57;ef.caied:3bic2:1f: 1e:0c

Fingerprint (SHA-1):  61:6b:61:20:fe:b7:ef:e7:6e:8d:4c:32bc45:ac:59:76:0%:21:28

Subject of certificate Certificate issuer

Common name:  *.googleapis.com Common name: Google Internet Authority G3
Organization: Google LLC Organization:  Google Trust Services
Country: us Country: us

State or province: California

Locality: Mountain View

Alternative names: *.googleapis.com
*clientsé.google.com
* cloudendpointsapis.com
cloudendpointsapis.com
googleapis.com

Session details

Host: www.googleapis.com:443
Protocol: TLS1.2 Cipher: CHACHA20-POLY1305
Key exchange: ECDHE-ECDSA  MAC: AEAD

Trust this certificate and carry on connecting?
Always trust certificate in future sessions.

[] Trust this certificate on the listed alternative hostnames.

OK Cancel

Check the server certificate details displayed - Common Name should be googleapis.com and Organiza-
tion should be Google LLC. Click on OK.

You will see the following directories:
e My Drive, with your personal drive content.
e Shared with Me, with items shared with you by other users.

e The Shared Drives directory has content only if your account belongs to a Google
Workspaces (formerly G Suite) edition, otherwise is empty. You may need to ask your
organization administrator to grant you access to a shared drive.

You can now transfer files between your local machine and your Google Drive.
Related topics:

Setting up Google Cloud Connections

Stop FileZilla Pro from Storing Passwords

Google Documents Download

Google Drive Share

Managing File Versions
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Setting up Dropbox Connections

To connect to Dropbox, make sure you have the following:

e A Dropbox account;
e Your Dropbox account (typically an email address);

e Your Dropbox account password.

8.1 Configuring FileZilla Pro for Dropbox

Please follow the next steps to configure FileZilla Pro to connect to Dropbox.

1. Inthe menu bar, click on File > Site Manager.... See Using the Site Manager for more details.
2. Click on New Site.
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3. Select Dropbox from the Protocol drop down list.

Site Manager X
Select Entry: .
General Advanced Transfer Settings
' My Sites
! DreamObjects Protocol: Dropbox b
N ! Host: api.dropboxapi.com | Port: ‘ |
e ! Google Drive
! My website
Logon Type:  Interactive ™
Background color:  None v
Comments:
New Site New Folder
New Bookmark Rename
Delete Duplicate
Connect 0K Cancel

4. Click on Connect.

FileZilla Pro will send an authentication request to Dropbox in an internet browser window, and Dropbox
will ask you to confirm that you want FileZilla Pro to access your files.

If you have not logged into Dropbox recently, or you've been logged out on the current machine, you'll

5.
need to login before you can approve the FileZilla Pro request.
M | B3 Dropbox - APl Request Authoriz: X | =
G (3 https;//www.dropbox.com/oauth2/authorize?client_id =xvemei6kn62jp368tredi... &
33

Sign in to Dropbox to link with FileZilla Pro
| -
€]

|«

Continue with Google |

Continue with Apple |

or

|John5mlth@example com |

Forgot your password?

New to Dropbox? Create an account

8.1. Configuring FileZilla Pro for Dropbox
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6. Click Allow.

) [ APIRequest Authorization - Dro. X | - - o x
& G B hitps//www.dropboxcom/oaut & & mooes 5z & L'_‘)'

H
@

FileZilla Pro would like access to the files and folders in your
Dropbox. Learn more

7. FileZilla Pro will check the server’s TLS certificate and display a window like this:

Unknown certificate X

£ The server's certificate is unknown. Please carefully examine the certificate to make sure the server can be trusted.
L Compare the displayed fingerprint with the certificate fingerprint you have received from your server
administrater or server hosting provider,
Certificate in chain: |0 (Server certificate) b
Certificate
Overview ~
Fingerprint (SHA-256): cfif1:53:f1:79:47:4f:e2:c2:56:e5:a0:2d:da: T30
3cfi9fi13:93:chi T ec:43:9c e2:65:64:cd:40:b9
Fingerprint (SHA-1):  ae:dT:6a:fd:d:c5:4a:b2:93:33:de:91:de:86:39:9:30:c1:42:ca

Validity period: From 9/21/2023 9:00:00 PM to 10/3/2024 8:5%:39 PM
Subject

Common name:  api.dropboxapi.com

Organization: Dropboxt, Inc

Country: us

State or province:  California

Locality: San Francisco

Alternative names: api.dropboxapi.com
api.dropbox.com
apil.dropbox.com
apil.dropbox.com
api2.drepbox.com
api3.dropbox.com
apid.dropbox.com
api5.dropbox.com
apib.dropbox.com
api7.dropbox.com

Session details

Host: api.dropboxapi.com:443

Protocol: TLS1.2 Cipher: CHACHAZ20-POLY1305
Key exchange: ECDHE-X25519-RSA-PS5-RSAE-SHA236 Mac:  AEAD

Trust the server certificate and carry on connecting?
Always trust this certificate in future sessions,
Trust this certificate on the listed alternative hostnames.

QK Cancel

8. Check the server certificate details displayed - Organization should be Dropbox, Inc.
9. Clickon OK.

10. Your Dropbox directories and files will be displayed in the Remote directories section of the main window.

You can now transfer files between your local machine and your Dropbox.
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Note: In order to avoid re-entering your password, save passwords protected by a master password (see
Protect Passwords with a Master Password) and you'll need to authenticate only once, as it will save the OneDrive
access token for future connections.

Related topics:
Stop FileZilla Pro from Storing Passwords

Managing File Versions
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Setting up Backblaze B2 Connections

To connect to Backblaze, make sure you have the following:

e A B2 account;
e AkeylID;
e An application key.

If you already have your Application Key, skip the next topic and go to How to connect to B2

9.1 Creating an application key

To create an application key:

1. Loginto your Backblaze B2 account.
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2. Click on Application Keys in the left pane.

S O & B2Cioud Srorage Buckets x |+
<« O () https://secure.backblaze.com/b2_buckets htm
i& Backblaze

maewasee B2 Cloud Storage Buckets”
Buckets
Browse Files
Snapshots
Reports files. New to B2 Cloud Storage? Check out the B2 Starter Guide .
Caps & Alerts
Fireball i
Cloud Replication {3 Create a Bucket
Account

Application Keys

My Settings

gilling

Welcome filezillapredema, Sign Out
(Previous login 03/15/2024 8:02 AM)

With Backblaze B2 Cloud Storage you can store data in the Backblaze Cloud. Any size, file type or number of

A M

3l

o

2?) My Account

Backblaze A Publicly Traded Company (BLZE) Company Contact Feedback Terms & 2024 English v
Privacy
. . .
3. Scroll down and click on Add a New Application Key.
2 D & Applcstionkeys x = = O o
&« O () https;//secure.backblaze.com/app_keys.htm?bznetid=4007488051710501260298 Ay [ug] % EI 0
A
{L Backblaze % My Account
writeFileL egalHolds
Never
(none)
Warning: Ge
Your Application Keys
J+ Add a New Application Key
Backblaze A Publicly Traded Company (BLZE) Company Contact Feedback Terms & 2024 Englis
Privacy
-

9.1. Creating an application key
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4. Enter aname, and select any restrictions that you need. FileZilla Pro will need to read and write permis-
sions for at least one bucket.

& O | & ApplicationKeys x |5 - B X
& G @A nhipsy/secure, com/app_keys htm?bznetid=4007488051710501260298 A M ] E] o

Add Application Key

Name of Key:

Allow access to Bucket(s):
R Al

Type of Access: @® Read and Write
(optional)
O Read Only
O Write Only

File name prefix:
(optional)
e Allow access to file names that Start with this.
Duration (seconds):
(optional)

Positive integer less than

Create New Key

5. Click on Create New Key.
The Backblaze B2 website will create a new application key for FileZilla Pro to use.

6. You should see a Success! message. Save both the keylD and the applicationKey.

sl | & Application Keys x |+ = =
& G (O hitps//securebackblaze.com/app_keys htm?2bznetid=4007488051710501260298 A M 5 - O
a
Q Backblaze (@ My Account
writeFileLegalHolds ;
expiration: Never
namePrefix: (none)

Generate New Master Application Key

Warning: Generating a new keywill cancel the old key.

Success! Your new application key has been created. It will only appear here once.
keylD: 0053bce40e88e350000000002
keyName: FileZillaProkey

applicationkey:  KDOSM3WOOsbcKSzaEUXGISFawVFg/gA

Copy to Clipboard

Your Application Keys

44 Add a New Application Key ] e

1. keylD: 0053bce40e832950000000002 -

9.1. Creating an application key 123



FileZilla Pro User Guide, Release 1.24

9.2 How to connect to B2

Please follow the next steps to configure FileZilla Pro to connect to Backblaze B2.

> bR

5.

In the menu bar, click on File » Site Manager.... See Using the Site Manager for more details.

Click on New Site.

Select Backblaze B2 from the Protocol drop down list.

Enter the application key ID and application key that you saved earlier.

Site Manager

Select entry:

=% My Sites
[ N:7)
! DreamObjects
! Dropbaox
B Google Drive
B My website

New site New folder
New Bookmark Rename
Delete Duplicate

General Advanced Transfer Settings

X

Protocol: Backblaze B2 "
Host: api.backblazeb2.com | Port: ‘ |
Logon Type Normal ~

Application Key ID: ‘ 18483948403

Application Key:

Background color: None ~

Comments:

You can use either the master application key or a normal application key.

Click on Connect.

6. Check the server certificate details displayed - Common name should include backblazeb2.com.

Unknown certificate

L certificate to make sure the server can be trusted.

Certificate in chain: |0 ~

Details
Valid from: 23/05/2018 2:00:15 AM
Valid to: 22/07/2020 7:16:38 AM

Serial number: 00:c4:83:.ba:f%a7:b1:24:db
Public key algorithm:  RSA with 2048 bits

Signature algorithm: RSA-SHA256

™\ The server's certificate is unknown. Please carefully examine the

Fingerprint (SHA-256):

Fingerprint (SHA-1):

5b:47:41:1e:07:fc:f3:80:eb:97:32:1:80:3e:19:63:
1ccf:07:4c71:c9:e5:24:cd:f1:3f.e5:ffbe:7T6:b3
56:94:18:40:76:38:71:41:d5:d7:20:12:60:15:cd: 1e:cfac:6b:2f

X

Subject of certificate
*backblazeb2.com
Unit: Domain Control Validated

Alternative names: *.backblazeb2.com
backblazeb?.com

Common name:

Session details

Host: api.backblazeb2.com:443

Protocol: TLS1.2 Cipher: AES-128-CBC
Key exchange: ECDHE-RSA  MAC: SHA1

Trust this certificate and carry on connecting?

Always trust certificate in future sessions.

Certificate issuer
Common name:
Organization:
Unit:

Country:

Go Daddy Secure Certificate Authority - G2
GoDaddy.com, Inc.
http://certs.godaddy.com/repository,/

us

State or province: Arizona

Locality:

Trust this certificate on the listed alternative hostnames.

Scottsdale

Cancel

9.2. How to connect to B2
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Click on OK.

Your B2 directories and files will be displayed in the Remote directories section of the main window.
You can now transfer files between your local machine and your B2 account.

Managing File Versions

9.2. How to connect to B2 125



10

Setting up OneDrive Connections

FileZilla Pro supports OneDrive Personal, OneDrive for Business and SharePoint.

To connect to OneDrive, OneDrive for Business or SharePoint, make sure you have the following:

e A OneDrive account;

¢ Your OneDrive login details (these will usually be the same as your Microsoft login).

Note: For OneDrive for Business and SharePoint your account is provided by your organization administrator.

10.1 Configuring FileZilla Pro for OneDrive

Please follow the next steps to configure FileZilla Pro to connect to OneDrive.

In the menu bar, click on File » Site Manager.... See Using the Site Manager for more details.
Click on New Site.
Select Microsoft OneDrive from the Protocol drop down list.

Optionally enter a login as a hint for Microsoft authentication.

v b e

Click on Connect.
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6. FileZilla Pro launches the default browser, then you need to authenticate and grant access.

[ | BE Signin to your account x |+ = o X
l¢] 1 https//loginmicrosoftonline.com/common/oauth /v2.0/authorize?client id=21467893 b4de 4b... 78 = g - L!‘)

E% Microsoft
Signin

Email, phone, or Skype

No account? Create one!

Can't access your account?

Back Next
Q) Sign-in options
Termsofuse  Privacy & cookies
Enter your credentials to continue.
7. OneDrive asks to grant access.
[ B2 Letthis app access yourinfo? (1 % | - - a x
< O (3 https;//account.live.com/Consent/Update?mkt=EN-US&uiflavor=web&id=293577&Igsp=n.. A 7 [N 2 3'

B® Microsoft

Let this app access your
info? (1 of 1 apps)

filezilla-project.org
FileZilla Pro needs your permission to:

B Have full access to all files you have
L access to
FileZilla Pro will be able to read, create,
update and delete all OneDrive files that
you can access.

BN Read and write all groups

Allows the app to create groups and read
all group properties and memberships on
your behalf. Additionally allows the app to
manage your groups and to update group
content for groups you are a member of.

BN Maintain access to data you have given
B ilezilla Pro access to
Allows FileZilla Pro to see and update the
data you gave it access to, even when you
are not currently using the app. This does
not give FileZilla Pro any additional
permissions.

BN Read your profile
FileZilla Pro will be able to read your
profile.

Accepting these permissions means that you allow this app to use
your data a specified in their terms of service and privas
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://microsoft com/consent. Show details

Signout  Temsof Use  Privacy & Cookies

Click Yes.
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8. Anauthorization code is generated.

0 | B Fiezilapo x |+ - o X
« C & https//oauthfilezilla-project.org/code. php?code=M.C107_BAY.2.fed7aB4a-83d8-d7b7-d41.. A 7 1 % 2 & - Ll;‘
FileZilla Pro

Thank you

Please copy the code below and paste it in FileZilla Pro. You can then close this page.

[M.C107_BAY.2.fe47a84a-83| Copy to dlipboard |

Copy the code to the clipboard or click the Copy to clipboard button.

9. Paste the code in the Authorization window or click the Paste from clipboard button.

X

Enter authorization code

Please enter the authorization code.

Authorization code: | | Paste from clipboard

Re-open authorization page

Configure a master password in the settings to have FileZilla remember the authorization,

oK Cancel

10.1. Configuring FileZilla Pro for OneDrive
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10. FileZilla Pro will check the server’s TLS certificate and display a window like this:

Unknown certificate

Compare the displayed fingerprint with the certificate fingerprint you have received from your server
administrator or server hosting provider.

Certificate in chain: |0 (Server certificate) b
Certificate
Overview
Fingerprint (SHA-256): df:2e:2d:f5:36:8a:dd:ea:9a: 1b:71:00: 4
bc1e15:64bc:9f dd:ad:Bb:ebic8:75:dc:fcb2.f5
Fingerprint (SHA-1):  00:e7:ff:bd:6a:ccef:0d:31:74:0d:30:3:f9:07:f 7:b8:03:2f:0¢
Validity period: From 5/20/2023 9:00:00 PM to 5/21/2024 8:5%:59 PM
Subject
Common name:  stampZ.login.micresoftenline.com
Organization: Microsoft Corporation
Country: us
State or province: Washington
Locality: Redmond
Alternative names: stamp2.legin.microsoftonline.com
login.micresoftenline-int.com
legin.microsoftonline-p.com
legin.microsoftonline.com
leginZ.microsoftenline-int.com
legin2.microsoftenline.com
loginex.microsoftonline-int.com
leginex.microseftenline.com
stamp2.login.microsoftenline-int.com
Issuer
Session details
Host: login.micrasoftonline.com:443
Protocol: TLS1.2 Cipher: AES-236-GCM

Key exchange: ECDHE-SECP324R1-R5A-PSS-RSAE-SHA236 Mac:  AEAD

Trust the server certificate and carry on cennecting?

Always trust this certificate in future sessions,

[] Trust this certificate on the listed alternative hostnames.

0K

£ The server's certificate is unknown. Please carefully examine the certificate to make sure the server can be trusted.

Cancel

X

Check the server certificate details displayed - Common name should include microsoftonline.com.

Click on OK.

11. Your OneDrive directories and files will be displayed in the Remote directories section of the main

window.
ﬂ OneDrive - onedrive://graph.microsoft.com - FileZilla Pro - a X
Eile Edit View Iransfer Server Bookmarks Help
- == 3
=Sk ITAass
‘ Username: ‘ | Password: | ‘ Port: l:l b

Status: Retrieving directory listing of "/My Drives/OneDrive”... ~
Status: Directory listing of "/My Drives/OneDrive" succes;ful|

Status: Retrieving directory listing of "/Shared with me"...

Status: Directory listing of "/Shared with me” successful .

Local site: | C\Users\Developer\Documents\Construction Project), ~ | Remote site: | / ~

Construction Project ~lle-li
D My Music &~ | My Drives
--[m= My Pictures OneDrive
E My Videos B Shared with me
& Dovrloas .

Fllenam/s\z Filesize Filetype Last modified Qa Fllename/\ Filesize Filetype Last modifi.. Permissi.. Owner/G..
Invoices File folder 7/31/2019 8:49... My Drives File folder 1/22/2021 ... root
Pictures File folder 7/31/2019 8:49... Shared with me File folder 1/22/2021 ... root

|8] Audic.ogg 2,076,666 OGG File 7/31/2019 8:49...

|| Budgetadsx 22,885 XLSXFile 7/31/2019 8:49..

| | Customer Pr... 74,250 PPTXFile 7/31/2019 8:49..

~| Design Spec... 27,219 Office Ope.. 7/31/2019 8:49...

|_| Expense Re... 21,999 XLSX File 7/31/2019 8:49...

= Faxctif 246,188 TIF File 7/31/2019 8:49... v < >

16 files and 2 directories. Total size: 7,327,360 bytes 2 directories

Server/Local file Direc.. Remote file Size Priority Status

Queued files | Failed transfers | Successful transfers

D@ Queue: empty 1]

10.1. Configuring FileZilla Pro for OneDrive
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Personal OneDrive: You will see the following directories:

e My Drives, with your personal OneDrive drives;

e Shared with Me, with items shared with you by other users.
OneDrive for Business: You will see see:

e My Drives, with your personal OneDrive drives;

Shared with Me, with items shared with you by other users;

the directory Groups with your organization group drives;

SharePoint with your organization SharePoint drives;

Sites with your organization site drives.

You can now transfer files between your local machine and your OneDrive account.

Note: In order to avoid re-entering your password, save passwords protected by a master password (see
Protect Passwords with a Master Password) and you'll need to authenticate only once, as it will save the OneDrive
access token for future connections.

10.2 How to access Microsoft OneDrive for Business and
SharePoint

An organization administrator needs to grant access to FileZilla Pro on behalf of the organization. This is
necessary for regular organization users to use FileZilla Pro and access their files.

Microsoft do not automatically set up OneDrive for new organization members. The user needs to access
OneDrive website before using FileZilla Pro.

To grant access on behalf of the organization, follow these steps:

Create asite entry for your OneDrive for Business connection.
Click Connect to start the authorization process.
Enter the organization administrator credentials.

In the permissions requested page mark the option Consent on behalf of your organization.

LA N

Choose Accept to grant access.

You are now connected as the organization administrator, granting permission for other organization users to
utilize FileZilla Pro for accessing their OneDrive files.

Related topics:

Connecting to an OAuth-based protocol

Stop FileZilla Pro from Storing Passwords

Microsoft OneDrive Share

Managing File Versions
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Setting up Azure Connections

Azure offers two types of storage. Azure File Storage provides file shares in the cloud that can be accessed
and managed like traditional file shares, making them suitable for applications and scenarios that require file
system semantics. Azure Blob Storage stores large amounts of unstructured data, such as text or binary data,

making them ideal for serving images or documents directly to a browser or for storing backups, media files,
and data for analysis.

To connect to Azure, make sure you have the following:

e An Azure account;
e The name of the storage account that you want to access;
e An access key.

If you already have your Access key, skip the next topic and go to How to connect to Azure File Storage or How to
connect to Azure Blob Storage.
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11.1 How to find your Azure access key

1. Loginto your Azure account and go to https://portal.azure.com.
Your Azure dashboard should look something like this:

& D | A Home-Microsoft Are x | + - 0o
& o (21 httpsy//portal.azure.com/#home B A & O B EI o

Microsoft Azure P Search resources, services, and docs (G+/) filezillaprodemo@outl
DEFAUILT DIRECT

Azure services
— =
Z‘! e @ — & b <>
Createa Quickstart virtual App Services Storage SQL databases  Azure Cosmos Kubernetes Function App
resource Center machines accounts o8 services
More services
Resources
Recent  Favorite
Name Type Last Viewed
No resources have been viewed recently
Navigate -
2. Click on Storage accounts in the menu on the left.
& O A Home-Microsoft Azure x  + - = ®
& o (21 httpsy//portal.azure.com/#home B A & O w I:I

filezillaprodemo@outl

Search resources, services, and docs (G+/) DEFAULT DIRECTORY

Create a resource =l

A Home

Edl pashboard — -
— b1 < %
= All services “kstart virtual App Services Storage SQL databases  Azure Cosmos Kubernetes Function App
- PRvORTES counts DB services
., ®mmm  Storage accounts *
Al resources —
—_

() Resource groups
® - + Create B View
App Services

<> Function App . o
Description

B SOL databases Create a storage account to store up to
500TB of data in the cloud. Use a general-
purpose storage account to store object data,
use 2 NoSQL data store, define and use
queues for message processing, and set up...

£» Load balancers See more » Last Viewed

T Azure Cosmos DB

K3 virtual machines

| SEEEREEIE Free training from Microsoft
4> Virtual networks Create an Azure Storage account &
7 units - 30 min

4 Microsoft Entra ID

) Monitor
& Advisor

@ Microsoft Defender for
Cloud

£ Cost Manaaement +

Connect an app to Azure Storage &
12 units - 1 hr 15 min

Secure your Azure Storage account &7
8 units - 45 min

Useful links

Ouaniew 7

e been viewed recently

all resources

StorageAccounts

11.1. How to find your Azure access key
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3. Select your storage account.

2" MO A Storgesccounts - Mioosoft A X | 4 = @ X
< O (1 https//portal.azure. iew/HubsExtension e/resourceType/Microsoft Storage%2F... [ AN 1} 2 EI (/]
DEFAULT DIRECTORY @0
Home >
Storage accounts = x
Default Directory
Create %) Restore 9} Manageview ~ () Refresh L ExporttoCsv % Open query %) o
ter for any field. Subscription equals all Resource group equals all X Location equalsall 3 T Add fikter
Showing 1 ta 1 of 1 records. [ N0 grouping v | [ 2= List view ~
[J Name * Type T4 Kind T4 Resource group T4, Location Ty Subscription Ty,
() = data07a2da896a960456fdo4 Storage account Storagev2 StorageResourceGroup  EastUS Azuresubscription 1 =+
< Previous | Page Next > & Give feedback
4. Click on Access keys in the Storage menu.
3' (im} M dota0702da896a96d456fd94 -V X | | - @ X
< O (1 https://portal.azure.com/#@filezillaprodemooutiook.onmicrosoft.com/resource/subscriptions/ddéec2.. B A 1} 2 EI (/]

zillaprodemo@outi

DEFAULT DIRECTORY @

Home > Storage accounts > data07a2da896a96d456fd94

data07a2da896a96d456fd94 | Access keys

Storage account

Search «
(© set rotation reminder () Refresh & Give feedback

™ Queves a

Access keys authenticate your applications' requests to this storage account. Keep your keys in a secure location like Azure
0 Tables i

Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.
Security + networking Remember ta update the keys with any Azure resources and apps that use this storage account.

Learn more about managing storage account access keys of
E  Networking

Storage account name

[ data07a2dasgsaseaasetds D

@ Front Door and CON

Access keys

@ Shared access signature key? ) Fotate ey

a .
& Encryption Last rotated: 3/15/2024 (0 days ago)
©  Microsoft Defender for Cloud Key

\ ==
Data management

Connection string
& storage tasks (preview) ‘ ) ‘ ‘ Show |
@ Redundancy

key2 () Rotate key
@ Data protection

Last rotated: 3/15/2024 (0 days age)
& Object replication Key
A slobinventory [ J ‘ Show |
B static website Connection string

bl [ show ]

5. Click on the Show button next to an access key.
6. Click on the Copy to Clipboard button next to an access key.

key1 CD Rotate key

Last rotated: 3/15/2024 (0 days ago)

Key Copy to clipboard

| 1puRTxaN3 1y fIM3RT1dMBbHGhzEUX6 /oieNDUwW-+Ht7e4rC/6way+v2AWKbbSIFIw... Ijﬂ | Hide
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11.2 How to connect to Azure File Storage

Please follow the next steps to configure FileZilla Pro to connect to Azure File Storage.

1. Open FileZilla Pro.

2. Inthe menu bar, click on File » Site Manager....

3. Click on New Site.

4. Select Microsoft Azure File Storage Service from the Protocol drop down list.

Site Manager

Select Entry:

My Sites
! Company website
! DreamObjects
! Dropbox
: ! Google Drive
: !Mywebsite
B Azure
!OneDrive

New Site New Folder
New Bookmark Rename

Delete Duplicate

General Adwvanced Transfer Settings

>

Protocol: Microsoft Azure File Storage Service
Host: file.core.windows.net | Port: ‘ |
Logon Type: Normal

Storage account: |

Access Key: |

Background color: | None "

Comments:

Connect

OK Cancel

5. Enter your storage account name in the Storage account field.

6. Paste the access key that you copied from Azure into the Access Key field.

11.2. How to connect to Azure File Storage
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7. Click on Connect.

Unknown certificate

M\ The server's certificate is unknown. Please carefully examine the
certificate to make sure the server can be trusted.

Certificate in chain: 0

Details
Valid from: 9/11/2017 7:25:59 PM
Valid to: 9/11/2019 7:25:59 PM

Serial number:

Signature algorithm: RSA-SHA256

20:00:01:28:bc:d3:13:28:91:12:64:72:c5:00:00:00:01:28:bc
Public key algorithm: RSA with 2048 bits

Fingerprint (SHA-256): dd:56:1a:c5:53:f9:3d:b8:18:e5:db:4f:5c:14:97:57:
dd:57:08:2f:af:f9:d 1:a0:88:a2:fa:21:06:f2.eb:2e
Fingerprint (SHA-1):  b&:33:f3:53:35:b7:0c:d6:b0:40:0a:6b:cc:e5:31:69:65:70:51:4F

Subject of certificate
Common name: *file.corewindows.net

Certificate issuer
Common name:  Microsoft IT TLS CA 2

Alternative name: *file.core.windows.net Organization: Microsoft Corporation
Unit: Microsoft IT
Country: us
State or province: Washington
Locality: Redmond
Session details
Host: mydatabackups.file.corewindows.net:443

Protocol: TL51.2

Trust this certificate and carry on connecting?

Always trust certificate in future sessions.

Cipher: AES-256-GCM
Key exchange: ECOHE-RSA  MAC:  AEAD

Trust this certificate on the listed alternative hostnames.

Cancel

8. Check the server certificate details displayed - Common name should include windows.net - and click

on OK.

Your Azure directories and files will be displayed in the Remote directories section of the main window.

You can now transfer files between your local machine and your Azure account.

11.3 How to connect to Azure Blob Storage

1. Inthe menu bar, click on File > Site Manager.... See Using the Site Manager for more details.

2. Click on New Site.

Please follow the next steps to configure FileZilla Pro to connect to Azure Blob Storage.

11.3. How to connect to Azure Blob Storage
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3. Select Microsoft Azure Blob Storage Service from the Protocol drop down list.

Site Manager X
Select Entry: i
General Advanced Transfer Settings
My Sites
i ! AT Protocol: Microsoft Azure Blob Storage Service »
! B2 Host: blob.core.windows.net | Port: ‘ |
- ! Company website
- ! DreamObjects
- ! Dropbox
- Google Drive Logon Type: Normal e
; ! My website
... B OneDrive Storage account: | |
Access Key: | |
Background color: | None .
Comments:
New Site New Folder
New Bookmark Rename
Delete Duplicate
Connect oK Cancel

4. Enter your storage account name in the Storage account field.
5. Paste the access key that you copied from Azure into the Access Key field.
6. Click on Connect.

Unknown certificate X

M\ The server's certificate is unknown. Please carefully examine the
certificate to make sure the server can be trusted.

Certificate in chain: 0

Details
Valid from: 9/11/2017 7:25:28 PM
Valid to: 9/11/2019 7:25:28 PM

Serial number: 2d:00:01:28:e1:1d:ae:61:e%:4d:c4:f2:f3:00:00:00:01:28:e1

Public key algorithm: RSA with 2048 bits

Signature algorithm:  RSA-SHAZ256

Fingerprint (SHA-256): dT.ef:e7:d4:db:6f:53:ed:0c:f1:cf:bf:ff:c4:2f:1F:
16:06:16:71:82:74:94:61:c4:9:82:84:58:74:22:59

Fingerprint (SHA-1):  80:c7:1f:.dceb:1c:13:e7:97:12:a2:a6:36:85:18:64:7d:0d:97:60

Subject of certificate Certificate issuer

Protocol: TLS1.2 Cipher: AES-256-GCM
Key exchange: ECDHE-RSA  MAC: AEAD

Trust this certificate and carry on connecting?

Always trust certificate in future sessions.

Common name: *blob.corewindows.net ~ Common name: Microsoft IT TLS CA 5

Alternative name: *blob.corewindows.net  Organization: Microsoft Corporation
Unit: Microsoft IT
Country: us
State or province: Washington
Locality: Redmond
Session details
Host: mydatablob.blob.core. windows.net443

Trust this certificate on the listed alternative hostnames.

7. Check the server certificate details displayed - Common name should include blob and windows.net -

and click on OK.

11.3. How to connect to Azure Blob Storage
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Your Azure directories and files will be displayed in the Remote directories section of the main window.

You can now transfer files between your local machine and your Azure account.
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Setting up Google Cloud Connections

Google Cloud Platform offers cloud computing services for businesses and developers. If you are looking
for Google cloud storage service for personal files and collaboration, please check Setting up Google Drive
Connections.

To connect to Google Cloud, make sure you have the following:

¢ A Google Cloud account;
e The project ID for the bucket(s) you need to access;

¢ Anemail account with permission to access the project and bucket(s).

If you already have your Google Cloud project ID, skip the next topic and go to How to connect to Google Cloud.

Note: If you have multiple projects in Google Cloud that you want to access through FileZilla Pro, you'll need
to create a new site for each in the Site Manager.

12.1 How to get your Google Cloud project ID

The following steps will enable you to obtain your Google Cloud project ID.

1. Open aninternet browser window and go to https://console.cloud.google.com.
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2. Login as you usually would.
Your Google Cloud dashboard should look something like this:

‘ & Home - FileZilla - Google Cloud X +

& > C @ https// loud.googl h ject=filezilla-224107 x @ :

= Google Cloud Platform e FileZilla v

A Home

Y Marketplace
& Biling
API  APIs & Services

'i' Support

. ¥ Pinsappearhere @

DASHBOARD ACTIVITY

Se Project info

Project name
FileZilla
Project ID
filezilla-224107

Project number
717114933473

API APIs

Requests (requests/sec)

/' CUSTOMISE

& Google Cloud Platform status

Al services normal

- Goto Cloud status dashboard

@ Error Reporting

04
© A &admin - Go'to project settings No sign of any errors. Have you set up
02 Error Reporting?
® Getting started
< 9 N
530 6PM > Leam how to set up Error Reporting
e Security & Resources
= Cloud Storage
=
comPUTE 1 bucket - Goto APls overview 2 News
-®  App Engine > A solution for implementing industrial
=T . predictive maintenance: Part Il
. == lIrace : 14 hours ago
{£]  Compute Engine >
No trace data from the last 7 days Welcoming more than 100 new partners
X 10 our Saa$ program
@  Kubernetes Engine >
15 hours ago
‘s _— - —> Get started with Stackdriver Trace Pega workflow - Simplifying -

3. The current project is listed just next to the Google Cloud Platform title:

= Google Cloud Platform | 3= FileZilla +

4. Tochange projects, click on the project name in the title bar and select the project you need in the pop-up
window and click on Open.

‘ & Home - FileZilla - Google Clouc X +

€ > C a https//console.cloud. I home/dashb oroject=filezilla-22410 * @ :

Select a project E3  NEW PROJECT

Search project: d folders
B

RECENT ALL

Name D

v o FileZila @ filezilla-224107

CANCEL  OPEN

12.1. How to get your Google Cloud project ID 139



FileZilla Pro User Guide, Release 1.24

5. Check the Project info card. By default, it’s in the top left corner of the dashboard. It will list the project

ID.

$® Project info

Project name
FileZilla

Project 1D
filezilla-224107

Project number

717114933473

— Go to project settings

If you can’t find the Project info card, click on the project name in the title bar. The pop-up window will
list all your projects with their associated project IDs.

12.2 How to connect to Google Cloud

Please follow the next steps to configure FileZilla Pro to connect to Google Cloud.

Click on New Site.
Select Google Cloud Storage from the Protocol drop
Enter your project ID in the Project ID field.

Click on Connect.

N o ok 0w DR

API Services User Data Policy.

In the menu bar, click on File » Site Manager.... See Using the Site Manager for more details.

down list.

Optionally enter a login as a hint for Google authentication.

Infermation about adherence to Google User Data Policy

Yeu are about to cennect to Google Cloud Storage.

User Data Policy linked below, including the Limited Use requirements,

The received information is only used to present the data to you, so that you
files on Google Cloud Storage and exchange them with your local computer.

Google AP Services User Data Policy

[] Do not show again

x

FileZilla Pro's use and transfer of information received from Google APls adheres to the Google AP| Services

can view and manage your

Cancel

Google mandates that you acknowledge reading FileZilla Pro’s statement regarding adherence to Google

Click on OK to accept and select the Do not show again checkbox to prevent the same pop-up from

appearing in the future.

12.2. How to connect to Google Cloud
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8. FileZilla Pro will open a Google Cloud authorization page in a browser window. This is a step required by
Google, to ensure that you permit FileZilla Pro to access your files on the cloud. If you're not already
logged in to Google Cloud, you'll need to login before you can authorize FileZilla Pro to access your files.

& sign in with Google

E Select what FileZilla Pro can access
- . ® Manage your data in Cloud Storage and see the email
FileZilla Pro wants access to address of your Google Account. Learn more
your Google Account
Because you're using Sign in with Google, FileZilla Pro
@ fiezilaprodemo@gmail.com will be able to
-

Make sure you trust FileZilla Pro

your data by reviewing its privacy policies. You can always see
your Geogle Account.

Learn about the risks

Cancel ) Continue

English (United States) = Help  Privacy  Terms

Check the option Manage your datain Cloud Storage and see the email address of your Google Account.
Click on Continue.
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9. Return to FileZilla Pro.

Unknown certificate X

£\ The server's certificate is unknown. Please carefully examine the
certificate to make sure the server can be trusted.

Certificate in chain: |0 ~

Details

Valid from: 7/11/2018 7:00:30 PM
Valid to: 30/01/2019 7:00:00 PM
Serial number: 61:43:80:c7:a7:55:49:09

Public key algorithm: EC/ECDSA with 256 bits

Signature algorithm:  RSA-SHA256

Fingerprint (SHA-256): c5:43:c9:ce:33:ac:00:5d:3a:d6:6d:36:f2:8f.55:53:
67:5b:68:7a:f0:a3:fb:87:24:b4:f9:5d:c1:d0:91:90

Fingerprint (SHA-1):  c7:0f:54:22:08:3c:ad:f9:fb:01:16:70:30:24:47:0c.07:af:a2:2f

Subject of certificate Certificate issuer

Common name:  *.googleapis.com ~ Common name: Google Internet Authority G3
Organization: Goagle LLC Organization:  Google Trust Services
Country: us Country: us

State or province: California

Locality: Mountain View

Alternative names: *.googleapis.com
*clientsb.google.ae
*clients6.google.at
*clients6.google.be
* clientsb.google.ca
*clients6.google.ch
*clientsb.google.cl
* clientsb.google.co.id
*clientsb.google.co.il
*clients6.google.co.in
#clients6.google.cojp
* clientsb.google.co.kr v

Session details

Host: www.googleapis.com:443

Protocol: TLS1.2 Cipher: CHACHA20-POLY1305
Key exchange: ECDHE-ECDSA  MAC: AEAD

Trust this certificate and carry on connecting?
Always trust certificate in future sessions.
Trust this certificate on the listed alternative hostnames.

OK Cancel

10. Check the server certificate details displayed - Common name should include googleapis.com - and click
on OK.

Your Google Cloud project directories and files will be displayed in the Remote directories section of the main
window.

You can now transfer files between your local machine and your Google Cloud account.

Note: In order to avoid re-entering your password, save passwords protected by a master password (see
Protect Passwords with a Master Password) and you'll need to authenticate only once, as it will save the Google
Cloud access token for future connections.
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12.3 How to use a Service Account to connect

To connect FileZilla Pro to Google Cloud using a service account, please follow these steps:

Open the Google Cloud console and navigate to the IAM & Admin section.
Select Service Accounts from the menu.

Click on the service account you want to use.

Go to KEYS tab.

Click on the ADD KEY button and select Create new key.

Select the JSON type and click on the Create button.

Save the generated key file in a secure location.

Open FileZilla Pro and go to the Site Manager and create a new site entry.

¥ © N o Uk W DN R

From the Protocol drop-down list, select Google Cloud Storage with Service Account.

=
©

In the Key file field, enter the full path of the saved key file or click on the Browse button to locate and
select the key file.

General Advanced Transfer Settings

Protocol: Google Cloud Storage with Service Account w
Host: storage.googleapis.com | Port: | |
Logon Type: |Key file ~
Key file: bedeebb94c9,json | | Browse...
Background color: | None b

Comments:

11. Click Connect.
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12.4 How to use Application Default Credentials to connect

FileZilla Pro provides support for connecting using the Application Default Credentials.

Please follow the next steps to configure FileZilla Pro to connect to Google Cloud with Application Default
Credentials.

Open FileZilla Pro.

In the menu bar, click on File » Site Manager....

Click on New Site.

From the Protocol drop-down list, select Google Cloud Storage with Service Account.

From the Logon Type drop-down list, select Application Default Credentials.

Click Connect.

S T o o

FileZilla Pro searches for credentials in the following order:
e First, it checks the GOOGLE_APPLICATION_CREDENTIALS environment variable, which should point
to a credentials JSON file.

¢ [f not found there, it looks for credentials from the gcloud tool, located in the following directories:
- OnLinux and macOS: $HOME/ . config/gcloud/application_default_credentials. json
- OnWindows: %APPDATA%\gcloud\application_default_credentials. json

e |talso checks for credentials from the Google Cloud Environment (GCE) metadata server (if available).
The default metadata server host is metadata.google. internal on port 443. You can specify a different
host or host and port with the GCE_METADATA_ROOT environment variable.

If FileZilla Pro cannot locate any valid credentials using these methods, it will display an error message.
For more details, refer to Google Cloud documentation on Application Default Credentials.

Related topics:

Setting up Google Drive Connections

Stop FileZilla Pro from Storing Passwords
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Setting up Box Connections

To connect to Box, make sure you have the following:

e A Box account;
e Boxuser ID (typically an email address);

e Box account password.

13.1 How to connect to Box

Please follow the next steps to configure FileZilla Pro to connect to Box.

1. Inthe menu bar, click on File > Site Manager.... See Using the Site Manager for more details.
2. Click on New Site.
3. Select Box from the Protocol drop down list.

4. Click on Connect.

145


https://account.box.com/

FileZilla Pro User Guide, Release 1.24

5. FileZilla Pro launches the default browser, then you need to authenticate and grant access.

O @ Customerlogin x |+ - o
(&} (1 https//accountbox.com/api/oauth2/authorize?client_id=gu012cridq6fokicepinexbaaesro.. & A g = 3' b
<
e

Log in to grant access to Box
B4 Email Address
& Password

Use Single Sign On (SS0)

Forgot password

By granting FileZilla Pro access to Box, you are agreeing to Box's Terms of Service and Privacy Policy.

Enter your credentials and click Authorize.

6. Box asks to grant access.

[ | & nttpsyffilezillaproappboxcom/s X | 4 = (m]

© x

& G O https//filezillapro.appbox.com/apifoauth?/authorize?a=lacLiveV1%216cWFzur{PavBT-SoWtW..  AY v v g

<

=

J

With access to your filezillaprodemo@gmail.com
Box account, FileZilla Pro can:

- Read and write all files and folders stored in
Box

Grantaccess to Box

Granting access will redirect to
https:/ioauth.filezilla-
project.orgicode.php

Deny access to Box

Click Grant access to Box.
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7. Anauthorization code is generated.

0 | B Fiezilapo x |+ - o X
« C & https//oauthfilezilla-project.org/code. php?code=M.C107_BAY.2.fed7aB4a-83d8-d7b7-d41.. A 7 1 % 2 & - Ll;‘
FileZilla Pro

Thank you

Please copy the code below and paste it in FileZilla Pro. You can then close this page.

[M.C107_BAY.2.fe47a84a-83| Copy to dlipboard |

Copy the code to the clipboard or click the Copy to clipboard button.

8. Paste the code in the Authorization window or click the Paste from clipboard button.
*

Enter authorization code

Please enter the authorization code.

Authorization code: | | Paste from clipboard

Re-open authorization page

Configure a master password in the settings to have FileZilla remember the authorization,

oK Cancel
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9. FileZilla Pro will check the server’s TLS certificate and display a window like this:

Unknown certificate X

M\ The server's certificate is unknown. Please carefully examine the
certificate to make sure the server can be trusted.

Certificate in chain: 0

Details

Valid from: Feb 06, 2018 22:00:00

Valid to: Nov 28, 2020 10:00:00

Serial number: 02:cd:a3:77:38:36:a1:14:db:f1:fb:82:33:a1:bd:a7

Public key algorithm: RSA with 2048 bits

Signature algorithm:  RSA-SHA256

Fingerprint (SHA-256): 72:05:67:80:4d:32:07:52:e6:8c:6a:be:f9:7e:36:9b:
abi4a:02.eb:ad:44:bebe:3e:59:c%:ab:fe:31:.0b:19

Fingerprint (SHA-1):  04:9a:7:3b:51:c1:08:29:6a:fe:22:54:90:5d:aa:3f.cc17:10:92

Subject of certificate Certificate issuer
Common name:  *box.com Common name: GeoTrust RSA CA 2018
Organization: Box\, Inc. Organization:  DigiCert Inc
Country: us Unit: www.digicert.com
State or province: California Country: us
Locality: Redwood City
Alternative names: *.box.com
box.com

Session details

Host: api.box.com:443

Protocol: TLS1.2 Cipher: AES-256-GCM
Key exchange: ECOHE-RSA MAC: AEAD

Trust this certificate and carry on connecting?
Always trust certificate in future sessions.

Trust this certificate on the listed alternative hostnames.

OK Cancel

Check the server certificate details displayed - Organization should be Box, Inc.
Click on OK.

Your Box directories and files will be displayed in the Remote directories section of the main window.

You can now transfer files between your local machine and your Box.

Note: In order to avoid re-entering your password, save passwords protected by a master password (see
Protect Passwords with a Master Password) and you'll need to authenticate only once, as it will save the Box access
token for future connections.

Related topics:

Connecting to an OAuth-based protocol
Stop FileZilla Pro from Storing Passwords
Box Sharing and Collaboration

Managing File Versions
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Setting up Rackspace Connections

To connect to Rackspace, make sure you have the following:

e A Rackspace account;

e Your Rackspace account number. You can find the account number in your Rackspace profile page;

¢ Your Rackspace login details: user ID and password.

14.1 Configuring FileZilla Pro to connect to Rackspace

Please follow the next steps to configure FileZilla Pro to connect to Rackspace.

1. Inthe menu bar, click on File » Site Manager.... See Using the Site Manager for more details.
2. Click on New Site.

3. Select Rackspace Cloud Storage from the Protocol drop down list.

Site Manager N X
Select entry: General Advanced Transfer Settings
=] My Sites Protacol: Rackspace Cloud Storage M
- ! Rackspace
Identity host: ‘identity‘apl‘rackspaceclax‘ Port: | ‘
Identity service path: ‘ /v2.0/tokens ‘
Logon Type: Normal ™
Project: [122456 |
User: ‘ developer ‘
Password: ‘ CTTTTT TS ‘
Background color: | None ~
Comments:
New site New folder
New Bookmark Rename
Delete Duplicate
Connect oK Cancel

4. Enter /v2.0/tokens in the Identity service path field.
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5. Enter your account number in the Project field.
6. Enter your user ID in the User field.

7. Enter your password in the Password field.

8

. Click on Connect

The available regions will be displayed in the Remote directories section of the FileZilla Pro window.
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To connect to OpenStack Swift, make sure you have the following:

e Anaccount with your OpenStack provider;

e Aproject ID or account number;

e Your login details: user and password;

e Your provider identity service host and path;

e Your provider identity service APl version (2 or 3);
e Optionally a OpenStack domain.

15

Setting up OpenStack Swift Connections

15.1 Configuring FileZilla Pro for OpenStack Swift

Please follow the next steps to configure FileZilla Pro to connect to OpenStack Swift.

1. Inthe menu bar, click on File » Site Manager.... See Using the Site Manager for more details.

2. Click on New Site.
3. Select OpenStack Swift from the Protocol drop down list.

Site Manager

Select entry:

=% My Sites
B Openstack

New site

New Bookmark

Delete

New folder

Rename

Duplicate

| Bort: |

General Advanced Transfer Settings Swift
Protocol: OpenStack Swift
Identity host: [ authcloud.ovhnet
Identity service path | w3 /auth/tokens
Logon Type: Normal

Project: | 20935d329b340a298278d681b6358a1

User. | user

Password: | .....

sed

Background color: None

Comments:

Connect

Cancel
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4. Enter the identity service host in the Identity host field.

5. Enter the identity service path in the Identity service path field. For identity service version 3 the path
is usually /v3/auth/tokens

Enter your project ID or account number in the Project field.
Enter your user ID in the User field.

Enter your password in the Password field.

o © N o

If the identity service version is 3, in the Swift tab:
a. Check the Version 3 option.
b. If you have a domain enter it in the Domain field.

Site Manager X

Select entry: General Advanced Transfer Settings Swift

My Sites Identity (Keystone):
! OpenStack [ Version 3

Domain: ‘ Defaul

New site New folder
New Bookmark Rename

Delete Duplicate

Connect OK Cancel

10. Click on Connect

The available regions will be displayed in the Remote directories section of the FileZilla Pro window.

15.2 Configuring FileZilla Pro for Oracle Object Storage

To connect to Oracle Cloud Infrastructure (OCI) Object Storage Service with OpenStack Swift you will need:

e Anuserid;

¢ The identification of the region where the data is hosted. For a list of OCI regions see Oracle Cloud
Infrastructure Regions;

e Aobject storage namespace id;

¢ An authentication token.
To get the object storage namespace id:

1. Open Oracle Cloud dashboard.
2. Open the Profile menu.
3. Choose the Tenancy option.

4. The Object Storage Namespace can be found under Object storage settings.
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To get the authentication token, see Getting an Auth Token

Please follow the next steps to configure FileZilla Pro to connect to OCI Object Storage Service with OpenStack

1. Inthe menu bar, click on File > Site Manager.... See Using the Site Manager for more details.
2. Click on New Site.

3. Select OpenStack Swift from the Protocol drop down list.

4

. Inthe Identity host field, enter the OCI Swift API region endpoint in the format swiftobjectstorage.<re-
gion>.oraclecloud.com .

Leave port as-is.
In the Identity service path field, enter /auth/v2.0/tokens
In the Logon type choice box, choose Normal.

In the Project field, enter your object storage namespace id.

0 © N o W

In the User field, enter your user id, for example: john.doe@example.com.
10. Inthe Password field, enter the authentication token.

11. Click on Connect
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16

Setting up Cloudflare R2 Connections

To connect to Cloudflare R2, make sure you have the following:

e A Cloudflare account ID - you can find it in the Cloudflare dashboard;
e Anaccess key ID;

o Asecret access key.

You get the access key ID and the secret access key when you create an API token in the Cloudflare dashboard.

Note: Differently from other S3-compatible storage provides, Cloudflare R2 does not require the setup of
regions and endpoints. However, certain features like S3 File Properties and S3 Lifecycle Policies are not available
due to R2 limitations. Additionally, support for S3 Canned ACL and S3 Storage Class features is limited.

16.1 Configuring FileZilla Pro to connect to Cloudflare R2

Configure FileZilla Pro to connect to Cloudflare R2 by following these steps:

1. Inthe menu bar, click on File » Site Manager.... For more details on creating and managing sites, see Using
the Site Manager for more details.
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2. Click on New Site.

General Advanced Transfer Settings

Protocol: Cloudflare R2 bl
Jurisdiction: MNorth America v
Logon Type: MNarmal ~
Access key [D: |

|
Account [D: | |
Secret Access Key: |

Background color: | None ~

Comments:

LConnect 0K Cancel

3. Select Cloudflare R2 from the Protocol drop-down list.

4. Choose the jurisdiction from the Jurisdiction drop-down list. The available options are:
e North America
e European Union
e FedRAMP (Federal Risk and Authorization Management Program)

Enter the access key ID.
Enter your account ID.

Enter the secret access key.

© N o U

Click on Connect.

The available buckets will appear in the Remote directories section of the FileZilla Pro window.
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Setting up WebDAYV Connections

To connect to WebDAYV, make sure you have the following:

e Anaccount with a hosting service that provides WebDAV access.

e Connection information:
- host address
- host port
- user
- password

17.1 Configuring FileZilla Pro for WebDAV

Please follow the next steps to configure FileZilla Pro to connect to WebDAV.

1. Open FileZilla Pro.
2. Inthe menu bar, click on File » Site Manager....
3. Click on New Site.
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4. Select WebDAV from the Protocol drop down list.

Site Manager X
Select entry: General Advanced Transfer Settings
= My Sites Protocol: WebDAV &
B webDAV
Host: webdav.serverinfo ‘ Port: | |
Encryption: |Using secure HTTPS =
Logon Type: |Normal ~
User: | anonymaous |
Password: | -------- |
Background color: | None V
Comments:
New site New folder
New Bookmark Rename
Delete Duplicate

5. Enter the host name in the Host field.
6. If available enter the port in the Port field. If blank FileZilla Pro will use the default port.

7. Select the encryption mode:
e Using secure HTTPS if the provider supports encrypted connections.

e Usinginsecure HTTP if not. Please be aware that credentials are transmitted in clear-text over
the net and that is insecure.

8. Enter the username in the User field.
9. Enter the password in the Password field.
10. Ifthe URL giventoyou by your providerincludes a path, like provider.com/webdav, enter the path (/webdav)
in the Advanced Tab, Default Remote Directory field. Make sure the path starts with a slash.

You can now transfer files between your local machine and your WebDAV provider.
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Advanced Options

18.1 Keep Machine Awake While FileZilla Pro is Active

To prevent the local computer going into sleep mode during a file transfer or other FileZilla Pro process:

1. Inthe main menu, click on Edit » Settings....
2. Select Interface from the menu on the left.

3. Tick the Prevent system from entering idle sleep during transfers and other operations checkbox.

4. Click on OK.

18.1.1 Starting FileZilla Pro viaCommand Line

To start FileZilla Pro you can use the following command line parameters:

e URL: must be in the form [protocol://]1[user[:pass]@]host[:port][/path]. Valid protocol specifi-
cations:

- ftp

- sftp

ftps (implicit)
ftpes (explicit)
- s3

e -1,--logontype: type of login in use on the server. Options available:
- ask

- interactive

Note: This parameter requires the URL parameter. FileZilla Pro will ask for any logon infor-
mation not supplied in the URL before connecting. Useful for custom scripts or shortcuts.

e -h,--help: shows the help dialog.
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e -s,--sitemanager: start with Site Manager window displayed.

Note: This parameter may not be used with the -c or URL parameters.

e —c,—-site: Connect to asite previously configured in the Site Manager. Site name requirements:
- Site has to be given as complete path, with a slash as separation character.
- Any slash or backslash that is part of a segment has to be escaped with a backslash.
- Path has to be prefixed with O for user defined entries or 1 for default entries.
- Site path may not contain double quotation marks.

e -a,--local: Sets the local path. Use double quotation for paths with spaces in them.

--close: Closes all running instances of FileZilla Pro. (Windows only)

e -v,—-version: Print version information to stdout and exit.

Examples

Connects to the user site s1/ash in the site directory foo/bar:
filezilla --site="@/foo/bar/sl\/ash"
Connects to the user site site1 and sets the local folder to /home/Users/me/site 1 downloads:
filezilla --site="@/sitel” --local="/home/Users/me/site 1 downloads”
Connects to example.com URL and sets the local folder to C: \example.com downloads:

filezilla ftp://username:password@ftp.example.com --local="C:\example.com down-
loads”

Related topics:
Starting FileZilla Pro from the Desktop

Modify Startup Behavior

18.2 Modify Startup Behavior

By default, FileZilla Pro does not start any operations, like remote connections or file transfers, automatically
on start-up.

If you want to change this behavior:

In the main menu, click on Edit > Settings....

Select Interface from the menu on the left.

Select an option from the On startup of FileZilla radio buttons.
Click on OK.

> 0o Dd e
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Related topics:
Starting FileZilla Pro from the Desktop

Starting FileZilla Pro via Command Line

18.3 Change the Icon Set

FileZilla Pro comes with a number of icon sets that you can use. You can change the icon set used, or change the
size of the icons.

To modify the icon set:

In the main menu, click on Edit > Settings....

Select Interface » Themes from the menu on the left.
Select an icon set from the Theme drop down list.

If desired, modify the scale to suit.

Click on OK.
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18.4 Modify Double-click Behavior

By default, if an active connection exists, FileZilla Pro transfers a file when you double-click on it. When you
double-click on a directory, default behavior is to open it and display its contents.

To change FileZilla Pro’s behavior on double-click:

In the main menu, click on Edit > Settings....
Select Interface» File lists from the menu on the left.
Select a behavior from the Double-click action on files drop down list.

Select a behavior from the Double-click action on directories drop down list.

Click on OK.

ok 0w

18.5 Stop FileZilla Pro from Storing Passwords

By default, FileZilla Pro saves passwords that you enter in the Site Manager.

If you want FileZilla Pro to forget any passwords that you enter:

In the main menu, click on Edit > Settings....

Select Interface » Passwords from the menu on the left.
Select the Do not save passwords option.

Click on OK.

> o Dd e
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18.6 Recover Lost Passwords

If you choose to protect the passwords with a master password you won't be able to recover them in clear
text, as they are encrypted. Ensure to keep your master password in a safe place. However you can disable the
master password if you lose it. In this case the stored passwords are also lost. You may need to contact the

system administrator or server provider for a new password for your site.

If you choose Save passwords without a master password you can recover them:

1. Inthe main menu, click on File > Export....

Export settings *

Select the categories to export:
[v]iExport Site Manager entries
[ ] Export Settings

[ Export Queue

[ Export Filters

OK Cancel

2. Inthe Export settings window choose Export Site Manager entries and click on OK.

3. Save thefile in a safe place as anyone with access to the file is able to decode the password.
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4. Openthefile:

#  C\Users\Developer\Document ~ G Search... ,D -

& C\Users\Developer\Docum... LT

<?xml version="1.0" encoding="UTF-8"?>
- <FileZilla3 platform="windows" version="3.47.2.1">
- <Servers>
- <Server>
<Host>10.11.12.13</Host>
<Port>21</Port>
<Protocol>0</Protocol >
<Type>0</Type>
<User>user</User>
<Pass encoding="base64" >cGFzc3dvemQ=</Pass>
<Logontype>1</Logontype>
<PasvMode>MODE_DEFAULT </PasvMode>
<EncodingType>Auto</EncodingType>
<BypassProxy>0</BypassProxy >
<Name>FTP</Name>
<SyncBrowsing>0</SyncBrowsing>
<DirectoryComparison>0</DirectoryComparison>
</Server>
</Servers>
</Filezilla3>

5. Look for the Pass entry. The contents of the entry are encoded with Base64 encoding scheme. You have
to decode using a tool or service of your preference. Select and copy the password and paste in the web
site entry box and choose Decode. The decoded password is shown in the output box.

18.7 Modify New Connection Behavior

By default, FileZilla Pro asks you what to do when you create a new remote server connection if it already has
an active connection. You can modify this behavior, though. The options are:

e Always ask what to do (default)

e Open anew tab for the new connection and do not terminate the previous connection

¢ Terminate the existing connection and create the new connection

To modify FileZilla Pro’s behavior when you open a new connection:

1. Inthe main menu, click on Edit > Settings....

2. Select Interface from the menu on the left.

3. Select an option from the When starting a new connection while already connected drop down list.

4. Clickon OK.

18.7. Modify New Connection Behavior
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18.8 Bypass the Proxy Server

If you need to bypass the default proxy server for a connection:

LA .

Open the Site Manager.

Select the connection to modify.
Click on the Advanced tab.

Tick Bypass proxy.

Click on OK.

18.9 Configure Default Directories for a Connection

To configure default directories to be displayed when FileZilla Pro connects to a specific remote site:

S T o o

Open the Site Manager.

Select the connection to modify.

Click on the Advanced tab.

Enter the path to the local default directory, or click on Browse... to navigate to the desired directory.
Enter the path to the remote default directory.

Click on OK.

18.10 Automatically Use Synchronized Browsing for a Con-

nection

To configure FileZilla Pro to use synchronized browsing when it connects to a specific Remote server:

> 0 Dd
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Open the Site Manager.
Select the connection to modify.
Click on the Advanced tab.

Enter the path to the local directory that FileZilla Pro should start synchronized browsing in, or click on
Browse... to navigate to the desired directory.

Enter the path to the remote directory that FileZilla Pro should start synchronized browsing in.

6. Tick the Use synchronized browsing checkbox.

Click on OK.
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18.11 Automatically Use Directory Comparison for a Connec-
tion

To configure FileZilla Pro to use directory comparison when it connects to a specific Remote server:

Open the Site Manager.

Select the connection to modify.

Click on the Advanced tab.

Tick the Directory comparison checkbox.
Click on OK.

ok 0w d R

18.12 Set Text Editor

By default, FileZilla Pro collects file type associations, so it knows which applications you want to use with
various file types.

If you want FileZilla Pro to always use a single text editor, you can use one of the following methods.

18.12.1 Use the default system editor

Your operating system will typically have a default text editor configured. FileZilla Pro can check this setting
and use the assigned program to edit text files:

1. Inthe main menu, click on Edit > Settings....

2. Select File editing from the menu on the left.

3. Select Use system’s default editor for text files from the Default editor option group.

4. Clickon OK.

18.12.2 Configure path to a text editor

Follow the steps below to configure.

In the main menu, click on Edit > Settings....
Select File editing from the menu on the left.

Select Use custom editor from the Default editor option group.
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Enter the path and filename, or click on the Browse... button to browse to the executable file that FileZilla
Pro should use to edit text files and click on Open.

5. Clickon OK.
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18.12.3 Set filetype association

1. Inthe main menu, click on Edit > Settings....
2. Select File editing » Filetype associations from the menu on the left.

3. Onanewlineenter: thefile extension, the properly quoted path to the executable file, and any arguments
required. The command and each argument are separated by spaces. Acommand or argument containing
whitespaces or double quotes need to be enclosed in double quotes. Double quotes inside a command
or argument need to be doubled up. In arguments %f is a placeholder for the file to be opened. Use %%
for literal percent.

For example, to open a .php file in Notepad, enter:
php "C:\Windows\notepad.exe"
4. Select File editing from the menu on the left.
5. Ensure that Use filetype associations if available is selected.

6. Clickon OK.
When no custom association exists yet for a given type and no default editor has been configured, the first time

the user edits a file of that type FileZilla Pro asks which editor to use. The system association option is available
only if a system default editor exists:

MNo program associated with filetype x

Mo program has been associated to edit files with the extension 'png".
Select how these files should be opened.
@ Use system association
The default editor for this file type is: CA\WINDOWS\system32\mspaint.exe J6f
O Use default editor for text files
The default editor for text files is: CA\WINDOWS\system32\NOTEPAD.EXE %%f
Always use selection for all unassociated files

(O Use custom program

Browse...

Quoting rules

18.13 Modify Date and Time Formats

By default, FileZilla Pro looks at your system settings and uses the date and time formats that are standard for
the language you use.

If you want to change how FileZilla Pro displays dates and times:

1. Inthe main menu, click on Edit > Settings....

2. Select Interface > Date/time format from the menu on the left.
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3. To have FileZilla Pro display dates in the international standard format (YYYY-mm-dd), select ISO 8601
from the Date formatting option group.

To use a custom date format, select Custom from the Date formatting option group and enter the coding
for the format that you want.

The basic options are:

%y The year as a decimal number without a century (range 00 to 99).

%Y The year as a decimal number including the century.

%m The month as a decimal number (range 01 to 12).

%B The full month name according to the current locale.

%b The abbreviated month name according to the current locale.

%d The day of the month as a decimal number (range 01 to 31).

%e Like %d, the day of the month as a decimal number, but a leading zero is replaced by a space.
%x The preferred date representation for the current locale without the time.

4. To have FileZilla Pro display times in the international standard format (24-hour time; HH:MM), select
ISO 8601 from the Time formatting option group.

To use a custom date format, select Custom from the Time formatting option group and enter the coding
for the format that you want.

The basic options are:

%H The hour as a decimal number using a 24-hour clock (range 00 to 23).
%I The hour as a decimal number using a 12-hour clock (range 01 to 12).

%k The hour as a decimal number using a 24-hour clock (range 0 to 23); single digits are preceded
by a blank.

%1 The hour as a decimal number using a 12-hour clock (range 1 to 12); single digits are preceded
by a blank.

%M The minute as a decimal number (range 00 to 59).

%p Either ‘AM’ or ‘PM’ according to the given time value, or the corresponding strings for the
current locale. Noon is treated as ‘pm’ and midnight as ‘am’.

%P Like %p but in lowercase: ‘am’ or ‘pm’ or a corresponding string for the current locale. (GNU)
%Z The time zone or name or abbreviation.

5. Click on OK.

A full list of date and time code options is available on the FileZilla wiki: https://wiki.filezilla-project.org/Date_
and_Time_formatting

18.14 Modify File Size Display

There are three common file size definitions used in the IT world, and which one you use will vary your under-
standing of file size reporting:

e Original binary-factor definition of Sl (International System of Units) units: 1024B = 1KB; 1024KB =
1MB; 1024MB = 1GB

¢ New digital-factor definition of Sl (International System of Units) units: 1000B = 1KB; 1000KB = 1MB;
1000MB = 1GB

e New binary-factor units: 1024B = 1KiB; 1024KiB = 1MiB; 1024 MiB = 1GiB.
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By default, FileZilla Pro displays file sizes in bytes.

If you'd like to have file sizes displayed differently:
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In the main menu, click on Edit > Settings....
Select Interface Filesize format from the menu on the left.
Select an option from the Size formatting option group.

To have FileZilla use a thousands separator standard to your local settings, tick the Use thousands
separator checkbox.

If you choose to have file size displayed in anything other than bytes, select the number of decimal places
FileZilla Pro should use.

Click on OK.

18.15 Modify File Sorting Method

By default, when FileZilla Pro is sorting files in standard alphabetical order, it is case-insensitive and places
directories at the top.

If you want to change where FileZilla Pro lists directories, or how it sorts names into alphabetical order:

1. Inthe main menu, click on Edit » Settings....

2. Select Interface> File lists from the menu on the left.

3. Tochange the way FileZilla Pro displays directories in its alphabetical listings, select an option from the

Sorting mode drop down list.
o Prioritize directories lists directories first in standard alphabetical order.
o Keep directories on top lists directories first no matter which sorting method is used.
o Sort directories inline lists directories mixed in with files, so that all entries are in strict alphabetical
order.
To change the way FileZilla Pro uses alphabetical sorting, select an option from the Name sorting mode
drop down list.
e Case insensitive recognizes no difference between upper and lower case letters. For example:
- amplitude-test.doc
- ANTI.xIs
- sample100.txt
- Samplel1.txt
- samplel2.txt
o Case sensitive lists upper case before lower case letters. For example:
- ANTI.xls
- amplitude-test.doc
- Samplel1.txt
- sample100.txt
- samplel2.txt

o Natural sort is case-sensitive and recognizes and sorts whole numbers, as opposed to only sorting
digits. For example:

18.15. Modify File Sorting Method 167



FileZilla Pro User Guide, Release 1.24

- ANTI.xls

- amplitude-test.doc
- Samplel1.txt

- sample12.txt

- sample100.txt

5. Click on OK.

18.16 Active vs Passive Mode

While the differences between these two modes can get complex, here’s a basic explanation:

FTP and FTPS connections use two different channels to a server at once. One is used for commands and
responses, the other for the actual data being transferred.

It's a little like ordering a pizza: You make a phone call or put in an order via a website, but the actual pizza
arrives by car or scooter.

The second channel - the data channel - is opened differently in active and passive modes. In active mode, the
remote server opens the data channel. In passive mode, the local machine opens the data channel using the IP
address and port number with which the remote server replies to a successful connection request. Sort of like
the difference between having a pizza delivered (active mode) and going to pick it up yourself (passive mode).

The reason these differences are important is that some firewalls and routers won’t allow a remote server to
initiate a connection to a computer on the local network. If the remote server can’'t open the data channel, the
active mode FTP connection can’t transfer any data.

By default, FileZilla Pro uses passive mode for FTP and FTPS connections.

To see or change which mode FileZilla Pro uses:

1. Inthe main menu, click on Edit » Settings....

2. Select Connection» FTP from the list on the left side.
3. Check the Transfer mode and modify if needed.

4. Clickon OK.

Related topics:
FTP Active Mode Configuration

18.17 FTP Active Mode Configuration

18.17.1 Set the range of local port numbers that a remote server can use

You canrestrict the local ports that remote FTP servers can use to initiate data channels. These will need to
correspond to ports that the router is configured to allow access from outside the local network.
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In the main menu, click on Edit > Settings....
Select Connection» FTP» Active mode from the menu on the left.
Tick the Limit local ports used by FileZilla checkbox.

Enter the bottom and top port in the range that you want FileZilla Pro to use.

Click on OK.
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18.17.2 Configure the external IP address for your local machine

Before a remote server can send a request to open a data channel, it needs to know the external IP address
of your computer. This is different to the IP address that it has on your local network, and it tends to change
regularly unless your router is configured to assign a static address instead.

The easiest way to configure this is to allow FileZilla Pro to check with the operating system to find out the
current external IP address (default). If that does not work, though, there are two other options:

e Configure FileZilla Pro to use a static IP address: only use this if your router and ISP support static IP
addresses, and one is assigned to your computer.

e Configure FileZilla Pro to check a third-party website to find your computer’s external IP address.
To configure FileZilla Pro to use a static IP address:

In the main menu, click on Edit > Settings....

Select Connection > FTP > Active mode from the menu on the left.
Select the Use the following IP address: radio button.

Enter the IP address.

Click on OK.

LA

To configure FileZilla Pro to consult a third-party website to find the local computer’s IP address:

In the main menu, click on Edit > Settings....
Select Connection» FTP > Active mode from the menu on the left.
Select the Get external IP address from the following URL: radio button.

Use the default website, or enter the URL of your preferred IP address-checking website.

Click on OK.

LA N

18.17.3 Use external IP address for local network connections

By default, FileZilla Pro does not use the external IP address for connections to servers on the local network. If
you need FileZilla Pro to use the external IP address instead of the internal (local network) address:

1. Inthe main menu, click on Edit > Settings....

2. Select Connection» FTP > Active mode from the menu on the left.
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3. Untick the Do not use external IP address on local connections checkbox.

4. Clickon OK.

Related topics:

Active vs Passive Mode

18.18 Using an FTP Proxy

Depending on your router or network configuration, you might need to use a proxy in order to make unencrypted
FTP connections from FileZilla Pro.

To configure FileZilla Pro to use an FTP proxy:

In the main menu, click on Edit > Settings....

Select Connection FTP» FTP Proxy from the menu on the left.
Select the type of FTP proxy available.

Enter the proxy address and login details.

Click on OK.
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18.19 Using a Proxy Server

Note: These instructions refer to using a generic proxy server. If you need to use a specific FTP proxy server,
see Using an FTP Proxy.

FileZilla Pro can connect through the following types of proxy servers:

e HTTP/1using CONNECT
e SOCKS4
e SOCKS5

To configure FileZilla Pro to use a proxy server:

In the main menu, click on Edit > Settings....
Select Connection > Generic Proxy from the menu on the left.

Select the type of proxy server.

> w0

Enter the proxy address and, if needed, the port number.
If the port number is not entered, standard proxy ports will be tried.

v

Enter a user ID and password for the proxy server.

6. Clickon OK.
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18.20 Pre-allocate Disk Space Before Download

If you're downloading large files and experiencing issues with file fragmentation, you can turn on pre-allocation.
FileZilla Pro will find contiguous disk space for each file and create a placeholder file to keep it available.

To enable pre-allocation:

1. Inthe main menu, click on Edit > Settings....
2. Select Transfers from the menu on the left.
3. Tick the Preallocate space before downloading checkbox.

4. Click on OK.

18.21 Configure File Type Classifications for FTP and FTPS

FTP (and FTPS) data type of transferred files can be ASCII or binary.

ASCII type is used to transfer text files. The line-ending format of text files vary on different platforms. A
conversion between the client system’s format and the server system’s format may be necessary. With the
ASCII type the text file is correctly converted.

With the binary type the files are transferred without conversion. This type is suitable to transfer images or
datafiles.

The auto option enables automatic detection of the most appropriate transfer type for afile. That is, it will use
the ASCII type for text files and binary type for every other type of file.

FileZilla Pro can transfer files as ASCII or binary files. By default, it transfers files without extensions and
dotfiles (for example, .htaccess’) as ASClI files. If you transfer a lot of extensionless files, you might prefer to
have these transferred as binary files instead.

Warning: Modifying these settings incorrectly can lead to file corruption during transfers.

For most users, the default settings will work well; but if you need to modify the classifications that FileZilla Pro
uses:

18.20. Pre-allocate Disk Space Before Download 171



FileZilla Pro User Guide, Release 1.24

1. Inthe main menu, click on Edit > Settings....

Settings s X
Select page: Default transfer type:
=-Connection ~| OAuto
EHFTP O Asci
- Active mode @ Binary
- Passive mode
FTP Proxy Automatic file type classification
- SFTP Treat the following filetypes as ASCII files:
G .
T efnenc proxy am ~ If you enter the wrong filetypes, those files may
= rae % asp get corrupted when transferred.
RFTP: File Types
MIME Types bat Add
53! Providers C
File exists action cfm NIUDTS
=-Interface cgi v
- Passwords
Themes Treat files without extension as ASCII file
--Date/time format Treat dotfiles as ASCIl files
Filesize format Dotfiles are filenames starting with a dot, e.g. htaccess
--File lists
- Language
—.Eila aditin~ v
| oK |
Cancel

2. Select Transfers > FTP: File Types from the menu on the left.
3. Select a default transfer type.

4. To add afile extension to the list of file types treated as ASClI| files, enter the extension and click on Add.

To remove a file extension from the list of file types treated as ASCl| files, select the file type from the
list and click on Remove.

5. Checkthe option Treat files without extension as ASClII files and files without extension will be managed
as text files.

6. Check option Treat dotfiles as ASCII files and files starting with a dot will be managed as text files.
7. Clickon OK.

The transfer type can be also selected while the connection is active:

1. Choose Transfer > Transfer type.

2. Inthe menu select the transfer type.

These options are also available from the transfer type icon in the status bar:

W™ Queue: empty
Auto
ASCI
® Binary
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18.22 Change Filestamp Comparison Threshold

The comparison threshold allows for minor differences in files’ last-modified time when using directory compar-
ison. In theory, files are marked as ‘equal’ if they have the exact same last-modified time. However, there might
be a number of reasons for timestamps to be slightly out of sync while the contents of the files are exactly the

same.

To modify FileZilla Pro’s timestamp threshold in directory comparison mode:

1.

In the main menu, click on Edit > Settings....

2. Select Interface > File lists from the menu on the left.

3. Change the number in the Comparison threshold field.

4.

Click on OK.

18.23 Configuring MIME Type Mapping

FileZilla Pro maps a number of file extensions to MIME Types by default. When uploading to Amazon S3 or
Microsoft Azure this mapping determines the content type (or metadata) of the new object. The content type
of existing objects is not modified. If you need to modify these mappings:

1. Inthe main menu, click on Edit » Settings....

2. Select Transfers » MIME Types from the menu on the left.

3. Modify existing mappings, for example to add extra file extensions, by clicking on the text to be modified

and entering your changes. Add new mappings by clicking on Add and entering a MIME type and the file
extensions to be associated with it. Remove mappings by highlighting the entry and clicking on Remove.

Click on OK.

18.24 Create Log Files

To configure FileZilla Pro to save transfer messages to local log files:
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In the main menu, click on Edit > Settings....

Select Logging from the menu on the left.

If you want timestamps included in log files, tick the Show timestamps in message log checkbox.

Tick the Log to file checkbox.

Enter the file path and name, or click on Browse... and browse to the correct path, then click on Open.
Tick the Limit the size of logfile checkbox.

Enter a maximum size for each log file.

Click on OK.

Restart FileZilla Pro.
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To save an existing log to afile:

1

In FileZilla Pro’s main screen, right-click (Windows) or CTRL-click (macOS) on the message log.

Status: Verifying certificate...
Status: TLS connection established, sending HTTP request
||Status: Dlre_cto_ry Ils‘Flng of f s_uccessful| S ——
||Status: Retrieving directory listing of "/"...
||Status: Directory listing of /" successful Show detailed log
i Copy to clipboard
1 Local site: | DA\Temp\Files to be transfered\exa Clear all v
j System Volume Information ~
= | Temp

2. Click on Copy to clipboard.

3. Pasteinto atext editor and save file.

18.25 Export the Transfer Queue

FileZilla Pro can export the Transfer Queue - queued, failed, or successful transfers. This list is exported in XML
format, and can be imported in the future to restart or repeat the file transfer.

You might use this functionality to retry failed transfers another day, or to run periodic backups of a static
number of files and folders.

To export the Transfer Queue for a specific remote server:

LA .

In the Transfer Queue, select the Queued files, Failed transfers, or Successful transfers tab.
Right-click on the server name.

Click on Export....

Browse to the desired file location.

Enter a file name (the default is FileZilla.xml) and click on Save.

To export the entire Transfer Queue:

LA

In the main menu, select File » Export....
Tick the Export Queue checkbox.

Click on OK.

Browse to the desired file location.

Enter a file name (the default is FileZilla.xml) and click on Save.
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18.26 Import a Transfer Queue

To import a Transfer Queue in XML format:

1
2
3.
4

. Inthe main menu, select File > Import....

Browse to the Transfer Queue file and click on Open.
Ensure that the Queue checkbox is ticked.

. Click on OK.

18.27 Export Configuration Settings

To export settings in FileZilla Pro:

LA

From the main menu, select File » Export....

Tick the Export Settings checkbox.

Click on OK.

Browse to a directory to save the settings file, and enter a name for the file.

Click on Save.

18.28 Import Configuration Settings

To import settings into FileZilla Pro:
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From the main menu, select File > Import....
Browse to the file you want to import.
Click on Open.

Tick the Settings checkbox.

Click on OK.

18.29 Export Site Manager Connections

To export Site Manager connection settings in FileZilla Pro:

vk R

From the main menu, select File » Export....
Tick the Export Site Manager entries checkbox.
Click on OK.

Browse to a directory to save the connection settings file, and enter a name for the file.

Click on Save.

18.26. Import a Transfer Queue
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18.30 Import Site Manager Connections

To import Site Manager connection settings from a file created from FileZilla 3.x:

From the main menu, select File > Import....
Browse to the file you want to import.
Click on Open.

Tick the Site Manager entries checkbox.

Click on OK.

LA .

Importing from an earlier version of FileZilla

If you're importing Site Manager connection details from FileZilla 2.x, the data won’t be completely compatible
with your new version of FileZilla. You'll be able to import:

e host address
e host port

e userlID

e password

FileZilla 2.x keeps connection information in a file named filezilla.xml. You can either use this for the import to
FileZilla Pro, or - a more reliable method - export all connections from FileZilla 2.x first.

Warning: While exporting Site Manager connections from FileZilla 2.x, be careful to not copy over filezilla.xml
in the program’s installation directory.

To import Site Manager connection settings from a file created from FileZilla 2.x:

From the main menu, select File » Import....
Browse to the file you want to import.
Click on Open.

Tick the Site Manager entries checkbox.

Click on OK.
FileZilla Pro will display a message telling you that you can only import limited data from the file.

6. Clickon Yes.

A N

18.31 Network Configuration

It is important to understand the basics of the FTP protocol in order to configure FileZilla Pro, firewalls and
routers. Setting up the network components for FTP outside a local area network (LAN) might be non trivial.
Read below to learn more.
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18.31.1 Background

What distinguishes FTP from most other protocols is the use of secondary connections for file transfers. When
you connect to a FTP server, you are actually making two connections. First, the control connection is established,
over which FTP commands and their replies are transferred. Then, in order to transfer a file or a directory listing,
the client sends a particular command over the control connection to establish the data connection. The data
connection can be established in two different ways, using active mode or passive mode.

In passive mode, which is the recommended, FileZilla Pro sends the PASV command to the server, and the
server responds with an address. FileZilla Pro then issues a command to transfer a file or to get a directory
listing, and establishes a secondary connection to the address returned by the server.

In active mode, FileZilla Pro opens a socket on the local machine and tells its address to the server using the
PORT command. Once FileZilla Pro issues a command to transfer a file or listing, the server will connect to the
provided address. In both cases, the required file or listing gets transferred over the data connection.

Generally, establishing outgoing connections requires little or no configuration of the involved routers/firewalls
compared to allowing incoming connections. In passive mode, the connection is outgoing on the client side and
incoming on the server side. In active mode this is reversed. Note that the only difference is how the connection
gets established. Once established, the connection can be used both for uploads or downloads.

A common network setup might look like this:

Client Firewall A NAT Router A The Internet NAT Router B Firewall & Server

In passive mode, the involved routers and firewalls on the server side need to be configured to accept and
forward incoming connections. On the client side, however, only outgoing connections need to be allowed
(which will be the case most of the times).

Analogously, in active mode, the router and firewall on the client side need to be configured to accept and
forward incoming connections. Only outgoing connections have to be allowed on the server side.

Since in most cases one server provides a service for many users, it is much easier to use the passive mode and
configure the router and firewall only once than use the active mode and configure the client’s router/firewall
for each individual client. Therefore, passive mode is recommended in most cases.

18.31.2 NAT Routers

Most broadband users will have a NAT (Network Address Translation) router between their computer and the
internet. This may be a standalone router device (perhaps a wireless router), or be built into a DSL or cable
modem. In a NAT environment, all systems behind the NAT router form a Local Area Network (LAN), and each
system in the LAN has a local IP address (recognizable as four small numbers separated by dots). The NAT
router itself has a local IP address as well. In addition, the NAT router also has an external IP address by which
it is known to the Internet.
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For example a system might look like this:

Z

(=)
Computer A\
152.168.0.100 MAT Router

[ — fegey)) —*
— 192.168.0.1 12.34.5678
/// | ; . The Internet
a0 L

Computer B
192,168,044

The internal IP addresses are only valid inside the LAN. Think about a server behind a NAT router. Imagine what
might happen if a client requests passive mode, but the server does not know the external IP address of the
NAT router. If the server sends its internal address to the client, two things could happen:
¢ If the client is not behind a NAT, the client would abort since the address is invalid.
¢ If the client is behind a NAT, the address given by the server might be the same as a system in the client’s
own LAN.

In both cases passive mode would be impossible.

Soif aserver is behind a NAT router, it needs to know the external IP address of the router in passive mode. In
this case, the server sends the router’s external address to the client. The client then establishes a connection
to the NAT router, which in turn routes the connection to the server.

18.31.3 Malicious routers, firewalls and data sabotage

Some routers and firewalls analyze connections and, if they think they detect FTP, they silently change the data
exchanged between client and server. If the user has not explicitly enabled this feature, this behavior can cause
various problems.

For an example, imagine a client behind a NAT router trying to connect to the server. Let’s further assume that
this client does not know it is behind a NAT and wants to use active mode. So it sends the PORT command with
the user’s local, un-routable IP address to the server:

PORT 10,0,0,1,12,34
This command tells the server to connect to the address 10.0.0.1 on port 12*256+34 = 3106

The NAT router sees this and silently changes the command to include the external IP address. At the same
time, the NAT router will also create a temporary port forwarding for the FTP session, possibly on a different
port even:

PORT 123,123,123,123,24,55
The above command tells the server to connect to the address 123.123.123.123 on port 24*256+55 = 6199
With this behavior, a NAT router allows an improperly configured client to use active mode.

So why is this behavior bad? Essentially, it can cause a number of problems if it is enabled by default, without
explicit user consent. The FTP connections in their most basic form appear to work, but as soon as there’s some
deviation from the basic case, everything will fail:
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e The NAT router blindly assumes some connection uses FTP based on criteria like target ports or the
initial server response:

- The used protocol is detected as FTP, yet there is no guarantee that this is true (a false positive).
Though unlikely, it is conceivable that a future revision of the FTP protocol might change the syntax
of the PORT command. A NAT router modifying the PORT command would then silently change
things it does not support and thus break the connection.

- The router’s protocol detection can fail to recognize a FTP connection (a false negative). Say
the router only looks at the target port, and if it is 21, it detects it as FTP. As such, active mode
connections with an improperly configured client to servers running on port 21 will work, but
connections to other servers on non-standard ports will fail.

e Obviously, a NAT router can no longer tamper with the connection as soon as an encrypted FTP session
is used, again leaving the user clueless why it works for normal FTP but not for encrypted FTP.

e Say aclient behind a NAT router sends PORT 10,0,0,1,12,34. How does the NAT router know the client
isimproperly configured? It is also possible that the client is properly configured, yet merely wants to
initiate an FXP (server-to-server) transfer between the server it is connected to and another machine in
the server’s own local network.

Therefore, having protocol specific features enabled in a NAT router by default can create significant problems.
The solution to all this, then, is to know your router’s settings, and to know the configuration abilities of a router
before you set it up. A good NAT router should always be fully protocol-agnostic. The exception is if you as the
user have explicitly enabled this feature, knowing all its consequences.

While this section only discussed the combination of a NAT router on the client side with active mode, the same
applies to a server behind a NAT router and the reply to the PASV command.

18.31.4 Setting up FileZilla Pro

It is recommended to use the network configuration wizard. It can be reached at the Edit menu. The wizard will
guide you through the necessary steps and can test your configuration.

If you want to connect to any server, you need to tell your firewall that FileZilla Pro should be allowed to open
connections to other servers. Most normal FTP servers use port 21, SFTP servers use port 22 and FTPS (implicit
mode) use port 990 by default.

These ports are not mandatory, however, so it’s best to allow outgoing connections to arbitrary remote ports.

Since many servers on the internet do not support both transfer modes, it's recommended that you configure
both transfer modes on your end.

Passive mode

In passive mode, FileZilla Pro has no control over what port the server chooses for the data connection. There-
fore, in order to use passive mode, you'll have to allow outgoing connections to all ports in your firewall.
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Active mode

In active mode, FileZilla Pro opens a socket and waits for the server to establish the transfer connection.

By default, FileZilla Pro asks the operating system for the machine’s IP address and for the number of a free
port. This configuration can only work if you are connected to the internet directly without any NAT router,
and if you have set your firewall to allow incoming connections on all ports greater than 1024.

If you have a NAT router, you need to tell FileZilla Pro your external IP address in order for active mode
connections to work with servers outside your local network:

¢ If you have a fixed external IP address, you can enter it in Edit » Settings, FTP, Active Mode, Use the
following IP address box.

¢ If you have adynamic IP address, you can authorize FileZilla Pro to obtain your external IP address from
a special website. This will occur automatically each time FileZilla Pro is started. No information will be
submitted to the website (regardless of FileZilla Pro version).

If in doubt, use the second option.

If you do not want to allow incoming connections on all ports, or if you have a NAT router, you need to tell
FileZilla Pro to use a specific range of ports for active mode connections.

Configure the range in Edit » Settings, FTP, Active Mode, enable Limit local ports used by FileZilla and fill the
boxes with the minimum and maximum port numbers. You will have to open these ports in your firewall. If you
have a NAT router, you need to forward these ports to the local machine on which the FileZilla Pro is installed
on. Depending on your router model, you can either forward a range of ports or you need to forward all ports
individually.

Valid ports can be from 1 to 65535; however, ports less than 1024 are reserved for other protocols. It is best to
choose ports greater than or equal to 50000 for active mode FTP.

Due to the nature of TCP (the underlying transport protocol), a port cannot be reused immediately after each
connection. Therefore, the range of ports should not be too small to prevent the failure of transfers of multiple
small files. A range of 50 ports should be sufficient in most cases.

18.32 Site Synchronization

Use site synchronization to keep your site entries updated between different FileZilla Pro installations.

To configure site synchronization:

1. Inthe main menu, click on File > Site synchronization.
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The Site Manager synchronization window will be displayed.

Site Manager Synchronization X

(O Do not synchronize Site Manager data

(@ iSynchronize Site Manager data

Protocol: FTP - File Transfer Protocol 2
Host: | Port: | |
Encryption: | Use explicit FTP over TLS if available b
Logon Type: | Normal "2

User: | |

Password: | |

Path: | |

Synchronization passphrase:

If the remote location already has site data, your local sites will be overwritten.

QK Cancel

2. Choose Synchronize Site Manager data.

3. Choose a protocol and its connection information. The connection information details depend on the
selected protocol. See Protocols Supported by FileZilla Pro.

4. Enter the path where the synchronization data will be saved. Make sure you have write access to the
location otherwise FileZilla Pro is not able to save the data.

5. Enter a synchronization passphrase to protect the synchronization data. The password has to be at
least 8 characters long. Use a long passphrase for better security. An encryption key is derived from this
passphrase. The encryption key is used to encrypt the site manager data.

FileZilla Pro will then save the site manager data.

In other FileZilla Pro installations configure using the same protocol, path and passphrase. FileZilla Pro will
restore the site manager data.

Synchronization happens each time you open the Site Manager on any of your FileZilla Pro installations.

Warning: Ensure you keep the passphrase in a safe place. If you lose or forget the passphrase you'll be
unable to synchronize the site manager data.

Warning: For security reasons authentication tokens and the master password are not synchronized. You'll
need to enter the password and authenticate every time you launch FileZilla Pro.

If you want to use a cloud storage for site synchronization make sure the path is configured as seen by FileZilla
Pro:

1. Connect to your cloud storage provider.
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2. Navigate to the directory where the synchronization data will be stored.

3. Copy the path.
To disable the site synchronization:

1. Inthe main menu choose File > Site synchronization.
2. Inthe Site Manager Synchronization dialog box choose Do not synchronize Site Manager data.

3. Click OK. A confirmation windows is shown:

Site Manager Synchronization

Remove site data uploaded to the remote server?

Yes MNo

4. Click No if you do not want to remove the site data from the remote server.

Note: The local site manager data is not wiped out, no matter how you configure the synchronization.

If the remote site manager data is not reachable, for example if the remote server is down, you can select the
Offline mode. Note that in this case new site entries won't be updated:

Synchronizing Site Manager data X

Synchronizing Site Manager data failed.

Request failed with code 66
Show log

Offline mode

Cancel Close

In offline mode local changes to site data are cached and will be synchronized the next time the connection is
established.

18.32. Site Synchronization 182



FileZilla Pro User Guide, Release 1.24

Handling Conflicts

When both the local and remote data have changed FileZilla Pro detects the conflict:

Synchronizing Site Manager data X

Conflict detected. The Site Manager data has been changed both locally and remotely.

(@) Use local data, overwrite remote changes

(O Discard local changes, fetch remote data

Cancel Retry

Choose User local data to upload your local data to the remote. Or, Discard local changes to overwrite your
local data with the remote one.

18.33 Google Drive Share

To share afile or directory you have to change its share permissions.

To change the share permissions:

1. Select the files and directories you want to share.
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2. Right-click and choose Share. The share window will be displayed with the existing permissions:

Google Drive Share X
Changing sharing permissions for multiple entries.

People:

Grantee: | |fiIezillaprodemo@gmail.com Owner ~

Optional custom email message:

Share links:

https://drive.google.com/file/d/112egPyXGLAFUBBWIKYQUUvmMB2ac9qGMI/view? ~
usp=drivesdk
https://drive.google.com/file/d/1g2lmR7hwbFVHRIIZZas1THuPos2Ndjx_Q/view?

OK Cancel

3. Click the + button to add a share permission.
4. Enter an email in case of a user or group, a domain or leave it blank for anyone.

5. Select therole:
e owner - only for users
e organizer and file organizer
e edit - the grantee can edit
e comment - the grantee can comment
e view - the grantee can only view

6. You can enter a custom email message and Google Drive will include it in the notification email. Used
only when granting permission for user or group grantees.

7. If you want to remove an existing permission click the - button. However you can’t remove the owner.

8. You can change the existing permission grantee or role. If you change the owner Google Drive may
refuse to comply.

9. Click on OK to apply the changes to the permissions.

18.34 Microsoft OneDrive Share

To share afile or a directory you have to send a sharing invitation to the recipients.

To send the sharing invitation:

1. Select the files and directories you want to share.
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2. Right-click and choose Share. The share window will be displayed with the existing permissions:

OneDrive Share X

Changing sharing permissions for: Code_2020-05-11_16-56-52-03.jpeg

People:
Grantee: | filezillaprotutorial@outlook.com | Can Edit v
Grantee: | filezillaprodemo@gmail.com | Can View v

Optional custom email message:

Requires sign-in

Sharing links: (O View @ Edit

https://1drv.ms/u/sIAjI2CfcSkqwHg-Ei2B-y6Lh392INKg

OK Cancel

3. Click the + button to add a share permission.
4. Enter the recipient email.

5. Select therole:
e edit - the recipient can edit
e view - the recipient can only view

6. You can enter a custom email message and OneDrive will include it in the invitation email. The invitation
email is sent when a new permission is added or when the role of an existing permission is modified.

7. Check Requires sign-in to specify the recipient of the invitation is required to sign-in to access the shared
item. OneDrive may return an error if the recipient is not an OneDrive user.

8. If you want to remove an existing permission click the - button.
9. You can change the existing permission grantee or role.
10. Click on OK to apply the changes to the permissions.

You can also create a sharing link for the selected items. Anyone with the link can either view or edit the item
depending on the link type:

1. Select the sharing link type:
e view: creates aread-only link to the item
e edit: creates a read-write link to the item

2. Click Create. The links are shown in the list below.
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18.35 fzdefaults.xml

The file fzdefaults.xml is used to store system-wide default settings for FileZilla Pro.

fzdefaults.xml can contain any setting from filezilla.xml. FileZilla Pro loads the settings from fzdefaults.xml.
Then, it loads the settings from filezilla.xml.

For example, suppose you have the following settings in fzdefaults.xml:

<Filezilla3>
<Settings>
<Setting name="Proxy type">1</Setting>
<Setting name="Proxy host”>192.168.0.11</Setting>
<Setting name="Proxy port">1892</Setting>
</Settings>
</FileZilla3>

And the following settings in filezilla.xml:

<Settings>
<Setting name="Proxy port">9834</Setting>
</Settings>

FileZilla Pro reads both files and uses the following settings:

e proxytype: 1-HTTP/1.1 using CONNECT method (from fzdefaults.xml)
e proxy host: 192.168.0.11 (from fzdefaults.xml)
e proxy port: 9834 (from filezilla.xml)

The application uses the internal defaults for settings that are missing from both files.
The Config Location setting can only be set in fzdefaults.xml.

The Kiosk Mode setting, if setin both files, is not overridden by the value infilezilla.xml. The value in fzdefaults.xml
has priority.

FileZilla Pro does not modify fzdefaults.xml.

Note: fzdefaults.xml cannot be used with the macOS AppStore version.

18.35.1 Usage

¢ Windows: put the file fzdefaults.xml into the same directory as filezilla.exe.
e macOS: modify the app bundle, put fzdefaults.xml into Contents/SharedSupport/ subdirectory

e Other: put the file fzdefaults.xml into one of the following directories (in order of precedence):
- $XDG_CONFIG_HOME/filezilla
- ~/.config/filezilla
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- ~/.filezilla
- /etc/filezilla
- shared/filezillasubdirectory of install prefix

Default site manager entries

Create some new Site Manager entries and export the list of sites. See Export Configuration Settings on how to
export them. Rename the resulting XML file to fzdefaults.xml or copy the <Server> block in it into fzdefaults.xml.

Global configuration settings

Config Location

By default, FileZilla Pro stores its settings in the user’s home directory. If you want to change the location,
modify the Config Location setting.

Config Location either accepts absolute paths or paths relative to the location of fzdefaults.xml.

You can also use environment variables by preceding them with the dollar sign, e.g. $HOME/foo. Use $$ to denote
a path containing dollar signs, e.g. c: \$$foobar\ if settings should be located in c: \$foobar.

A single dot denotes the directory containing fzdefaults.xml.
Kiosk Mode

If the Kiosk mode setting is set to 1, FileZilla Pro does not write any passwords to disk. If set to 2, FileZilla Pro
does not write to any configuration file. The latter is useful if FileZilla Pro gets executed from read-only media.
This option has priority over the password saving options in Settings.

Disable update check

If the Disable update check setting is set to 1, the capability to check for new FileZilla Pro versions is completely
disabled.

Cachedirectory

Use the Cache directory setting to override where FileZilla Pro places its resource cache. Same rule applies for
environment variables and relative paths as for the Config Location setting.
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Sample

You can find a sample fzdefaults.xml file under docs subdirectory in the FileZilla Pro installation directory:

<FileZilla3>
<Settings>
<Setting name="Config Location”>$SOMEDIR/filezilla/</Setting>
<Setting name="Kiosk mode">@</Setting>
<Setting name="Disable update check">0</Setting>
<Setting name="Cache directory”>$USERPROFILE/Documents</Setting>
</Settings>
<Servers>
<Server>
<Host>ftp.gnu.org</Host>
<Port>21</Port>
<Protocol>0</Protocol>
<Type>0</Type>
<Logontype>0</Logontype>
<User>anonymous</User>
<Pass>someone@example.com</Pass>
<TimezoneOffset>0</TimezoneOffset>
<PasvMode>MODE_DEFAULT</PasvMode>
<MaximumMultipleConnections>0</MaximumMultipleConnections>
<EncodingType>Auto</EncodingType>
<Comments></Comments>
<LocalDir></LocalDir>
<RemoteDir></RemoteDir>
<Name>Primary GNU download server</Name>
</Server>
</Servers>
</FileZilla3>

18.36 S3 Canned ACL

Each S3 bucket and file has an associated Access Control List (ACL) with grantees and permissions. A canned

ACL is a predefined set of grantees and permissions that can be set when creating a bucket or file.

To configure FileZilla Pro to use a canned ACL when creating buckets and files:

1. Connect to your S3 site.
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2. Inthe main menu choose Transfer > S3 Options > Canned ACL.:

AWS - -3k i LlliL L LU 53 dualstack sa-east- 1.amazonaws.com - FileZilla Pro
File Edit View Transfer Server Bookmarks Help Debug New version available!

2« |l2/717  Process Queue Ctrl+P

Host: Default file exists action... Port: -
| ————  Transfertype |

o $3 Options 51 CamedACL 5 Nome

09:00:45 Preserve timestamps of transferred files Ctrl+U Storage Class > Owner full access

09:00:46 Speed limits > ‘e Public read access 5
09:00:48 R T Ctrl+M ucket”... Public read/write access
09:00:48 ualstacksa-east-1.amazol EC2 read access

09:00:49 Status: Connecting to 52.95.165.74:443.. A e RS
09:00:49 Status: Connection established, initializing TLS...

09:00:49 Status: Verifying certificate... Bucket owner read access
09:00:49 Status: TLS connection established, sending HTTP request Bucket owner full access
09:00:49 Status: Directory listing of *, " successful Log group write access

The options are:

None: no canned ACL is used. The S3 provider will use a default ACL for the bucket or
object.

Owner full access: owner gets full access; no one else has access rights.
Public read access: owner gets full access; anyone gets read access rights.

Public read/write access: owner gets full access; anyone gets read and write access rights.

EC2 read access: owner gets full access; Amazon EC2 gets read access rights.
Authenticated users read access: owner gets full access; any AWS account gets read access
rights.

Bucket owner read access: owner gets full access; bucket owner gets read access rights.
Bucket owner full control: both owner and bucket owner get full access.

Log group write access: Amazon log group gets write access.

3. The chosen canned ACL is shown in the status bar:

@ Queue: empty o

Public has read access.

4. Click the status bar canned ACL icon to select the canned ACL:

MNone

— Owner full access

L Publit{}ead access
Public read/write access
EC2 read access
Authenticated users read access
Bucket owner read access
Bucket owner full access
Log group write access

T =T

Files added to the queue for upload include the currently selected canned ACL option which will be set when
the file is processed. Buckets created during the queue processing use the currently selected canned ACL.
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18.37 S3 Storage Class

Each S3 bucket and file has an associated storage class.

To configure FileZilla Pro to use a storage class when creating buckets and files:

1. Connect to your S3 site.

2. Inthe main menu choose Transfer > S3 Options > Storage Class:

File Edit View Transfer Server Bookmarks Help Debug New version available!

= [ ==

E AWS - -s3y, }.dualstack sa-east-1.amazonaws.com - FileZilla Pro

i S Process Queue Ctrl+P
Host: Default file exists action... Port: I:l -
| — Transfer type !
09:00:45 5
> >
00:00:45 S3 Options Canned ACL |
09:00:45 Preserve timestamps of transferred files Ctrl+U Storage Class > None
09:00:46 Speed limits > Standard
09:00:48 T RS Ctrl+M ucket”... Reduced Redundancy Storage
09:00:48 ualstack sa-east-1.amMazol e standard IA (Infrequent Access)
09:00:49 Status: Connecting to 52.95.165.74:443... Intelligent-Tiering Ik
09:00:49 Status: Connection established, initializing TLS...
09:00:49 Status: Verifying certificate. One Zone-IA
09:00:49 Status: TLS connection established, sending HTTP request Glacier
09:00:49 Status: Directory listing of 7/ " successful Glacier Deep Archive

The options are:

e None: no storage class is used. The S3 provider will use a default storage class for the

bucket or object.
e Standard.
e Reduced Redundancy Storage.
e Standard IA (Infrequent Access).
e Intelligent-Tiering.
o One Zone-lA.
e Glacier Flexible Retrieval (formerly Glacier).
e Glacier Instant Retrieval.
e Glacier Deep Archive.

3. The chosen storage class is shown in the status bar:
N = D @ Queue: empty o

53 Standard-14 (Infrequent Access).

4. Click the storage class status bar icon to select the storage class:

— Mone
Standard
Reduced Redundancy Storage
® Standard IA (Infreqmnt Access)
Intelligent-Tiering

One Zone-lA
Glacier
Glacier Deep Archive
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Files added to the queue for upload include the currently selected storage class option which will be set when
thefile is processed. Buckets created during the queue processing use the currently selected storage class.

18.38 File Synchronization

Use synchronization to compare and synchronize files and directories between your local computer and the

remote server:

1. Inthe main menu choose Transfer > File Synchronization. The options window is displayed:

File Synchrenization

Local directory: | C\Projects\Construction Project
Remote directory: | /Censtruction Project
Type: Remote to local

Same file on both sides: | Transfer if sizes are different

Recursive
Preview
Apply filters
Lirnit filters to entries in synchrenization root

X

Start

Stop

2. Enter both the local and remote directories that will be synchronized.

3. Select the synchronization type:

e Local to remote: local files not on the server are uploaded, files on the server but not on the local
directory are removed from the server, files existing on both sides are uploaded depending on the

Same File option.

e Remote to local: remote files not on the local directory are downloaded, files on local system but
on the server are removed locally, files are existing on both sides are downloaded depending on

the Same File option.

e Bidirectional: local files not on the server are uploaded, remote files not on the local directory are

downloaded, no files are deleted.

4. Select the criteria to handle files that exist on both sides:

e Ignore: just ignore the files.

e Transfer if newer: upload or download if the source (local or remote) is newer than the target

(remote or local).

e Transfer if sizes are different: upload or download if file sizes are different.

o Transfer if source is newer or sizes are different: upload or download if the source is newer or file

sizes are different.

The latest two criteria are ignored in the Bidirectional type. With FTP family protocols it works only for
non ASClII files according to the configuration. See Configure File Type Classifications for FTP and FTPS.

5. Tick Recursive if you want to recursively synchronize files and subdirectories. If not set FileZilla Pro

only synchronizes files on the root directories.

6. Tick Preview if youwant to have a preview of the synchronization changes. If not set: the synchronization

starts immediately.

7. The option Apply filter is available if you have filters enabled (see Filter Files and Directories). Tick this
option to apply the current enabled filters to the synchronization. The same local and remote filters

must be enabled.
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8. The option Limit filters to entries in synchronization root apply the filters only to entries in synchro-
nization root on a recursive synchronization.

9. Click Start to begin the synchronization.

10. After start, you can click Stop to stop the synchronization. If the Preview option is not set some transfers
may have been already started. If Preview option is set a window is displayed with a list of the changes:

File Synchronization Preview X

Preview of synchronization changes:

Files to upload

D:A\Projects\filezilla\samples\Construction Project\Budget.xlsx
D:A\Projects\filezilla\samples\Construction Project\Customer Presentation.pptx
D:\Projects\filezilla\samples\Construction Project\Expense Report.xlsx

Directories to upload

D:\Projects\filezilla\samples\Construction Project\Invoices\2017 [k

Remote files to delete
/558007041165/Construction Project/Old Report.xlsx

Do you want to continue?

Yes No

Choose Yes and the actions take place, or No to close without changes.

18.39 Preserve Timestamps

By the default last modified time of downloaded or uploaded files is set to the date and time of when they were
downloaded or uploaded. Learn how to preserve the original file timestamp.
1. Choose Transfer > Preserve timestamps of transferred files

2. Awarning is shown. For FTP, FTPS and SFTP protocols the timestamp for uploads requires that the
server supports the MFMT FTP command:

Preserving file timestamps X

Please note that preserving timestamps on uploads on FTP,
FTPS and FTPES servers only works if they support the
MFMT command.

Don't show this dialog again.

oK

3. Upload or download your files.

There are no special requirements for preserving timestamps over SFTP.

Preserving timestamps of downloaded files is supported for all protocols. Preserving timestamps of uploaded
files is supported only by the following protocols:
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Azure File
Backblaze B2
Box

Dropbox
Google Drive

OneDrive

18.40 Multiple Rename

You can rename multiple files and directories.

1. Select the files and directories you want to rename.

2. PressF2 or right-click (Windows) or CTRL-click (macOS) and choose Rename

Multiple Rename

Selected 13 items for rename.

Type of rename: Replace text

X

Search for: | (+10ALA155[5)

Match case Regular expression

Replace with: ‘ $1.bak

Name already exists: Add number to name

Preview:

COriginal
Advertisement.mp4
Archive.7z

Design Specs.docx
Expense Reportxlsx
Fax.tif

Letter.pdf
Marketing.pptx
Newsletter.pdf
Recording.ogg
Summary Report.docx
Letter.tex
Newsletter.pub

Customer Presentation.pptx

New
Advertisementbak
Archive.bak
Customer Presentation.bak
Design Specs.bak
Expense Report.bak
Fax.bak

Letter.bak
Marketing.bak
Newsletter.bak
Recording.bak
Summary Report.bak
Letter (1).bak
Newsletter (1).bak

3. Select the type of rename:

e Replace text: a text is searched in the file or directory name and replace by another text.

e Add text: a text is added to the file or directory name.

5. Search criteria (replace type only):

4. Search text (replace type only): the text that will be searched in the file or directory names.

e Match case: recognize the character case when searching.

e Regular expression: Use a regular expression:

- .:use aperiod to substitute for a single character. For example, searchingon f.11 can return
fell.txt and fill.txt.
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- *.use an asterisk after a character to search for any number of that character in the specified
place in the string. For example, searching on texxt can return tet, text, texxt, texxxxxxxxt, etc.

- ?: use a question mark after a character to search for O or 1 uses of that character in the
specified place in the string. For example, searching tex?t can return tet or text, but not texxt.

- “:use acaret mark to search for all file names beginning with the character(s) after it. For
example, searching on *t would return all files with names beginning with a t.

- $: use adollar sign to search for all file names ending with the character(s) before it. For
example, searching on b$ would return all files with names ending with a b.

- \: use a backslash character to ‘escape’ the following character, telling FileZilla Pro to treat it
as a normal character and not as a search expression. For example, if you want to search for
text files, you could searchon \ . txt.

6. Replace with (replace type only): text that will replace the searched text.
7. Text to add (add text type only): text that will be added to the file or directory name.

8. Add text mode (add text type only):
e Atthe end: the text is added to the end of the file or directory name.
o At the beginning: the text is added to the beginning of the file or directory name.

9. Name already exists: criteria for handling when the renamed file or directory already exists:

e Ignore: the new name is ignored and renaming does not take place.

e Overwrite: the existingfileis replaced with the renamed one. If thereis a conflict, an error message
is shown. A conflict happens when you try to rename more than one file with the same name.

e Add number to name: anincremental number is appended to the new name in order to distinguish
it from the existing name.

10. Preview: alist of the names and their corresponding new names. Replace type only: the list is empty if
the search criteria do not return any result.

18.41 Google Documents Download

FileZilla Pro allows you to download Google Workspace documents (documents, spreadsheets, and presenta-
tions) in the format of your choice.

To choose format:

1. Goto Edit> Settings» Google Drive export.
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2. Select the format from the Format choice box.

Settings X
Select page: Select the default format to be used for conversion of Google Workspace
" documents when downloading.
=I-Connection ~
3FTP Conversion Format
Active mode Format: |None, save as link instead b
- rasslve mode None, save as link instead
- FTP Proxy
- SFTP OpenDocument (OpenOffice/LibreCffice)
- Generic proxy Portable Document Format (PDF)
- Transfers Text/CSV (for spreadsheets)
- FTP: File Types
MIME Types

- 53: Providers
File exists action
- Google Drive export
- Interface
- Passwords
- Themes
- Dateftime format
- Filesize format

- File lists
|l anmiana

oK

Cancel

Below you find the list of formats and respective extensions:

e Link: aweb link file: .desktop (*nix systems), .webloc (macOS), .url (Windows)

Microsoft Office: .docx, .xlIsx, .pptx.

OpenDocument: used by LibreOffice, OpenOffice, and other office suites. .ods, .odt, .odp.

Portable Document Format: .pdf.

Text: .txt, .csv (for spreadsheets).
To export a document in a format different from the format specified in the configuration:

1. Select the document file or files.
2. Right-click (Windows) or CTRL-click (macQS) and choose Export As.
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3. Choose the format.

Filename

,rj Document
4] Presentation
4| Spreadsheet

Selected 1 file. Total

Size Pric

l' Download
ﬁ. Add files to queue

View/Edit

Create directory

Create directory and enter it
Create new file

Refresh

Delete

Rename

Copy URL(s) to clipboard

Share...

Export as... >

Filesize Filetype Last modified

0 Arquivo 1/12/2022 9:51:03 Al
0 Arquivo 1/10/2022 11:49:30 £
0 Arguivo 1/10/2022 11:48:49 £

Link

Microsoft Office document
OpenDocument (OpenOffice/LibreOffice)
Portable Document Format (FDF)
Text/CSV (for spreadsheets)

18.42 S3File Properties

To view and set a file’s permissions and properties:

1. Connect to your S3 site.

2. Right-click (Windows) or CTRL-click (macOS) on a file and select File Permissions.

18.42. S3 File Properties
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3. The S3 Properties dialog is shown with the file’s current properties:

S3 Properties x

File: /55800704 1165/synch/sc10/Construction Project/Expense Reportxlsx

Storage class: |Standard w?

Permissions:

Grantee: | b5de41820647a6851 [« Read Read Permissions  [] Write Permissions

+

Metadata:
. . ~
‘ Content-Type || application/octet-stream | -
ETag || "7b629975693aac0beccTeded 13c1bb23" |
Last-Modified || Mon, 14 Feb 2022 1424:50 GMT |
. W
Tags:

From the Storage Class you can change the file storage class.

In the Permissions box you can grant access to the file. You can also remove access to the file.
In the Metadata box you can add or remove metadata associated with the file.

In the Tags box you can add or remove tags associated with the file.

© N o ok

Click Apply to apply the properties to the object, or click OK to apply the properties and close the dialog.

18.42.1 Recursively set properties

To set the permissions to all files under a directory:

1. Connect to your S3 site.

2. Right-click a directory and select Set S3 properties recursively.
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3. The S3 Properties dialog is shown:

S3 Properties

[[]Change permissions:

[]Change metadata
Storage class: |Standard

Metadata:

[] Change tags:

‘ Project || Construction

In the Permissions box you can grant access to the files. Existing permissions are overwritten.
In the Metadata box you can add metadata associated with the files. Existing metadata is overwritten.

In the Tags box you can add tags associated with the files. Existing tags are overwritten.

N o u ok

Click Apply to apply the properties to the objects, or click OK to apply the properties and close the
dialog.

18.43 S3 Lifecycle Policies

S3 buckets can have a lifecycle configuration to manage its objects. The configuration is a set of rules that are
applied to a group (or all) objects in a bucket.

To view and set the lifecycle configuration for a bucket:

1. Connect to your S3 site.

2. Right-click (Windows) or CTRL-click (macOS) on any directory on remote side and choose S3 Bucket
Lifecycle Policies.
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3. The lifecycle configuration dialog is shown with the bucket’s current lifecycle configuration:

53 Bucket Lifecycle Configuration x
Rules: Raw XML
Clean up incomplete multipart uploads
Add Remove

Enabled
Filter: Prefix:

Tags: +
Actions

Clean up incomplete multipart uploads ~
Days ~| |7
+
+
0K Cancel Apply

If the bucket has no lifecycle rules, a default rule is created to clean up incomplete multipart uploads
after 7 days.

To add a new rule, click on the Add button and give it a name.
Mark the checkbox Enable to let it run automatically.
To limit the rule to objects starting with a prefix, enter it in Prefix.

To limit the rule to objects with specific tags, enter them in Tags.

© N o 0ok

In the Actions pane, click on the + button on the left side to enter the rule actions:

Transition (current version): move the current version of the objects to another storage.
Expire (current version): delete the current version of the objects.

Transition (previous versions): move the previous versions of the objects to another storage.
Expire (previous versions): delete the previous versions of the objects.

Clean up incomplete multipart uploads: delete incomplete uploads.

9. Click the + button on the right to enter the parameters for each action:
Date: the date the action will take place.
Days: the number of days after the object creation date the action will take place.
Storage: which storage class the object will be moved to.
Delete object delete markers: remove the expired delete markers.

10. Click on the Apply button to apply the lifecycle configuration to the bucket, or click on the OK button to
apply the configuration and close the dialog

Parameters available for each action type:
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Transition (current version): Date or Days, Storage.

Expire (current version): Date or Days, Delete object delete markers.
Transition (previous versions): Days and Storage.

Expire (previous versions): Days.

Clean up incomplete multipart uploads: Days.

You can add as many actions you want in a rule, provided that you do not add the same action twice.

Click the Raw XML button to view and modify the lifecycle configuration in XML format. The S3 Lifecycle Raw
XML is shown.

S3 Lifecycle Raw XML X

[<7xml version="1.0"?>
<LifecycleConfiguration xmins="http://s3.amazonaws.com/doc/2006-03-01/">
<Rule>
<|D=Clean up incomplete multipart uploads</ID >
<Filter=
<Prefix />
</Filter>
<Status>Enabled </Status>
<AbortincompleteMultipartUpload>
<DaysAfterlnitiation>7 </DaysAfterinitiation >
<fAbortincompleteMultipartUpload »
</Rule>
</LifecycleConfiguration:

Edit the XML data and click on the OK button and the lifecycle configuration is applied to the lifecycle configu-
ration dialog.

18.44 Managing File Versions

FileZilla Pro allows you to list, download and delete file versions. The cloud storage services that support file
versions are: Backblaze B2, Box, Dropbox, Google Drive, Microsoft OneDrive and Amazon S3.

Allfile versions are listed (including the current or latest one). Except with Box where only the previous versions
are listed.

Note: Box: file versions are only supported with premium accounts.

Note: Version download is not supported with Microsoft OneDrive.

Note: Version delete is not supported with Dropbox and Microsoft OneDrive.
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Note: S3: file versions are only supported on objects stored in buckets with object versioning enabled.

To list the versions of afile:

1. Select the file in the remote file list.

2. Right-click (Windows) or CTRL-click (macQOS) and choose List file versions.

3. TheFile versions dialog is shown:

File Versions

Versions of file /Versions/love.jpg.

Modified Size Id
3/31/2022 12:41:11 PM 28.119 1012946635807 love,jpg

Name

Download

Delete

Close

The version list shows the version:

modified data and time
size

internal protocol id
name (with Box only)

To download a version:

1. Select a version in the version list.
2. Click the Download button.

To delete a version:

1. Select a version in the version list.

2. Click the Delete button.

18.45 TLS Certificate Trust

When connecting to a secure server FileZilla Pro presents to the user the server TLS certificate and prompts to
trust or not the certificate for the current and future connections.

Alternatively, you can use the operating system trust store to validate the certificates:

18.45. TLS Certificate Trust
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1. Goto Edit» Settings
2. Select connection from the menu on the left

3. Mark the option Use system trust store to validated TLS certificates

4. Click OK

18.46 Box Sharing and Collaboration

To share files and directories, you have two options: creating shared links and collaborations. Collaborations
define access permissions to files and folders.

To create a collaboration:

1. Select the files and directories you want to share.

2. Right-click and choose Share. This opens the collaboration window:

Collaboration *
See below the collaboration permissions for the items you selected.
Shared Links
Id Entry Link LCreate
1 1149217517767 Newsletter.pdf Caroie
Copy
LCollaborators
Id Emnail Role Status Add
Remove

3. Tocreate ashared link, select an entry in the list and click the Create button.

4. The shared link window is displayed:

Create Shared Link *

Shared link ocptions

Accesss type: Open -

Password: | |

Permissions: [ can download []Can edit
Cancel

5. Select the Access Type:
o Open: allows anyone with the link to access it.
e Company: limit access to people within the company.
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e Collaborators: grant access to specific people via an invitation.

6. If the Access Type is Open, you can enter a password in the Password field, which will be required to
access the link.

7. For Access Type Open or Company, enable downloading or editing of the file.

8. Click OK and the created link will appear in the list.
To manage shared links:

e Click Remove to delete a shared link; or

e Click Copy to copy the shared link to the clipboard.
To add collaborations:

1. Select one or more entries in the list.

2. Clicks the Add button, this opens the Add Collaboration window.

Add Collaboration X

Email address of collaborators:

Johndoe@example.com)|

[ Notify by email
Role:  Editor ~

Cancel

3. Enter the email addresses of the collaborators in the text box.
4. Check the Notify by email option to send the collaborator an email notification.
5. Use the Role option, to determine the level of access granted to the collaborator.

6. Click OK.
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In the Collaboration window, the collaborators list shows the role and status (accepted, pending, rejected) of

the collaboration.

Collaboration X
See below the collaboration permissions for the items you selected.
Shared Links
Id Entry Link Create
1149217517767 Mewsletter.pdf  https:/ffilezillapro.bo... | Remove
Copy

Collaborators

Id Ernail Role Status Add

44689609650 johndoe@example.com  viewer accepted R

Close

18.47 Dropbox Sharing

To share files and directories, you have two options: creating shared links and adding members. Membership
allows you to define access permissions to files and folders.

To share files and directories:

1. Select the files and directories you want to share.
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2. Right-click and choose Share. This will open the share window.

Share

See below the permissions for the items you selected.

Entries

Entry Li.. Id Create

! Construction Project id:iteAluTWEQ40AAAAAAAKgKwW4386222129 Remove
Copy

Members

Name Email Ty.. Role Id Add
Remove

< >

Close

From the share window, you can proceed with the desired sharing method, whether it’s generating shared links

or adding members to the sharing.

To create a shared link:

1. Select anentry in the list and click the Create button.

2. The shared link window is displayed:

Create Shared Link X

Shared link options

Accesss type: Viewer ~

Who can access: Anyone with the link

Cancel

3. Select the Access Type:
o Viewer: anyone with the link can view the file or directory.

e Editor: anyone with the link can edit the file or directory.

4. Inthe Who can access choice box, select:
e Anyone with the link.
e Invited only: only invited members.

18.47. Dropbox Sharing
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Click OK and the created link will appear in the list.

Share

See below the permissions for the items you selected

Entries

Entry Link
Construction Project https://www.dropbox.com/sh/dmpoe5gzefcwx60/AADWCr9oWGWwKB

< >
Members

Name Email Ty.. Role Id

< >

Create

Remove

Remove

Close

To manage shared links:

¢ Click Remove to delete a shared link; or

e Click Copy to copy the shared link to the clipboard.

To add membership:

1. Select one or more entries in the list.

2. Clicks the Add button, this opens the Add Member window.

Add Member

Email addresses of members:

x

Johndoe@example.com

Custom message:

Shared with FileZilla Pro|

Role:  Viewer ™

Cancel

3. Enter the email addresses of the member in the text box.

4. You can enter a custom message and Dropbox will include it in the notification email.

5. Usethe Role option, to determine the level of access granted to the member. Dropbox personal accounts

have no permission to grant Editor role.
6. Click OK.
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In the Share window, the members list shows the type and role of the membership.

Share
See below the permissions for the items you selected.
Entries
Entry Link Create
Construction Project https://www.dropbox.com/sh/dmpoe5qzefcwx60/AADWCr9oWGWwWKB Remove
Copy

<

Members

x

Name

johndoe@example.com johndoe@example.com invitee viewer johndoe@ex|

Email Type Role Id Add

Remove
user owner dbid:AAAdEN

Close

18.48 SSH Tunnel with PuTTY

Follow these steps to create a SSH tunnel and use it from FileZilla Pro.

Y © N o Uk W DN R

S S Y
i A WO N - O

Dowload and install PUTTY from https://www.chiark.greenend.org.uk/~sgtatham/putty/

Launch PuTTY.

On the left pane choose Connection » SSH > Tunnels.

In Source port choose any port, preferable above 3000.
Check the Dynamic box.

Click Add button.

Again on the left pane choose Session.

Enter your remote SSH server in the Host box.

Click Open to start you session and log in.

On FileZilla Pro, go to Edit » Settings » Proxy.

. Choose SOCKS 5 proxy.

In the Proxy host box enter localhost.
In the Proxy port box enter the port you choose above.
Click OK.

. Perform your connection as usual.

18.48. SSH Tunnel with PuTTY
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19

Troubleshooting

19.1 How to Speed Up File Transfers

If your internet connection is slow, there’s often not much you can do to increase the actual speed of the
connection - but how FileZilla Pro uses that connection can make a difference to your file transfer rates.

19.1.1 If you have lots of small files

Set FileZilla Pro to use the maximum number of simultaneous file transfers (see Limiting Simultaneous File
Transfers). Also check the simultaneous upload/download limits, and increase the relevant option.

This can help because with very small files, often the major time-sink is actually the commands and feedback
passed between local and remote machines; not the actual file transfers themselves. Running a number of file
transfers at the same time means that data flows more smoothly instead of in little stops and starts.

19.1.2 If you have very large files

The advice for this situation is opposite to that of the previous example. Decrease the simultaneous transfers
(see Limiting Simultaneous File Transfers) to 1 or 2.

With very large files being transferred, the majority of the data and time used is in transferring the files them-
selves. Decreasing simultaneous transfers minimizes the chance of encountering transfer hazards like timeouts.
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19.1.3 If your connection is unreliable

If you notice that FileZilla is frequently losing connection and having to restart transfers, especially for large
files, set the default file exists action to Resume file transfer (see Change default ‘file exists’ behavior).

19.2 Include Debug Information in Message Log

If you're having trouble with a particular connection or feature, you can configure FileZilla Pro to include debug
information in the message log:

1. Inthe main menu, click on Edit > Settings....

2. Select Debug from the menu on the left.

3. Select adebug level from the Debug information in message log drop down list.

4. Clickon OK.
Enabling this option might cause the user interface to become unresponsive under load. Eventually, the user
interface becomes responsive again when the activity ends.

This option resets if FileZilla Prois restarted.

19.3 Replacing Invalid Characters in Filenames

If you're transferring files between two different operating systems or regions, you may run into problems with
different character sets being enabled for each.

FileZilla Pro can check the names of files being downloaded for characters that are invalid on the local operating
system and replace them with a valid character.

To configure this:

In the main menu, click on Edit > Settings....

Select Transfers from the menu on the left.

Tick the Enable invalid character filtering checkbox.
Enter a character to use when replacing invalid characters.

Click on OK.

LA
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19.4 Configure Character Set Used for a Connection

FileZilla Prousually detects the character sets supported by a remote server and modifies file names accordingly.
To configure FileZilla Pro to use a specific character set for a specific connection:

Open the Site Manager.

Select the connection to modify.

Click on the Charset tab.

Select the Use custom charset option.

v b e

Enter a character set code. See https://en.wikipedia.org/wiki/Character_encoding#Common_character_
encodings for common character sets.

6. Clickon OK.

19.5 Set Remote Server Type

While FileZilla Pro can usually automatically detect the operating system running on a remote server, on
occasion this might need to be configured manually.

To manually set the remote server’s operating system:

To configure FileZilla Pro to use synchronized browsing when it connects to a specific remote server:

Open the Site Manager.

Select the connection to modify.

Click on the Advanced tab.

Select the operating system from the Server Type list.
Click on OK.

v b

19.6 Limit Number of Simultaneous Connections to a Server

To limit the number of simultaneous file transfer connections that FileZilla Pro opens to a specific remote
server:

Open the Site Manager.

Select the connection to modify.

Click on the Transfer Settings tab.

Tick the Limit number of simultaneous connections checkbox.
Enter a number in the Maximum number of connections field.

Click on OK.

A
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19.7 Timeouts on Large Files

If you can transfer small files without any issues, but transfers of larger files end with a timeout, a broken router
and/or firewall may exist between the client and the server and is causing a problem.

FTP uses two TCP connections: a control connection to submit commands and receive replies, and a data
connection for actual file transfers. It is the nature of FTP that during a transfer the control connection stays
completely idle.

The TCP specifications do not set a limit on the amount of time a connection can stay idle. Unless explicitly
closed, a connection is supposed to remain alive indefinitely. However, many routers and firewalls automatically
close idle connections after a certain period of time. For FTP, this means that during a long transfer the control
connection can get dropped because it is detected as idle, but neither client nor server are notified. So when
all data has been transferred, the server assumes the control connection is alive, and it sends the transfer
confirmation reply. Likewise, the client thinks the control connection is alive, and it waits for the reply from
the server. But since the control connection got dropped without notification, the reply never arrives and
eventually the connection will time out.

In an attempt to solve this problem, the TCP specifications include a way to send keep-alive packets on otherwise
idle TCP connections, to tell all involved parties that the connection is still alive and needed. However, these
keep-alive packets should not be sent more often than once every two hours. Therefore, with added tolerance
for network latency, connections can stay idle for up to 2 hours and 4 minutes.

However, many routers and firewalls drop connections that have been idle for less than 2 hours and 4 minutes.
In other words, all routers and firewalls that are dropping idle connections too early cannot be used for long
FTP transfers. To solve this problem, you need to uninstall affected firewalls and replace the faulty routers.

19.8 Amazon S3: Forbidden Error

If you are getting the 403 Forbidden error when connecting to Amazon S3 storage check if your access key ID
has permission to list the available buckets. In case your access key ID is restricted to a single bucket you need
to enter it as default remote directory on the advanced tab of the site entry in the Site Manager. Make sure it is
prefixed with a slash.

Also double check the entered credentials. Watch out for character case and leading or trailing whitespaces.

19.9 Amazon S3: Bad Request Error

If you encounter a 400 Bad Request error while connecting to Amazon S3, and the log displays:

The [region] location constraint is incompatible for the region-specific endpoint this request
was sent to

you are likely attempting to access a bucket in a region created after March 20, 2019. In such cases, S3 returns
a “Bad Request error” if the request does not arrive from the correct region endpoint. To resolve this, configure
the accurate region ID in the S3 tab of your site.
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19.10 Common Errors

19.10.1 Connection timeout

There are a few different reasons that a connection timeout can occur:

Slow or unreliable connection

Somewhere between your Local machine and the host server is a slow or unreliable connection.

To counter this:

1. Inthe main menu, click on Edit > Settings....

2. From the menu on the left, select Connection.

3. Increase the number in the Timeout in seconds field.
4

. Click on OK.

Incorrectly configured server

If the connection times out on large file transfers, a server somewhere between your local computer and the
Remote server might be incorrectly configured, identifying the command channel of the connection as ‘idle’, and
closing it. This is a misconfiguration, and ideally should be handled by opening a support ticket with the owner
of the server.

You might be able to counter it temporarily:

1. Inthe main menu, click on Edit » Settings....

2. From the menu on the left, select Connection > FTP.
3. Tick the Send FTP keep-alive commands checkbox.
4. Clickon OK.

19.10.2 Critical error: Could not connect to server

This error usually means that the login details or method set for a Remote connection are incorrect.

Check:

e Theuser ID and password that you entered. Note that for many website hosting providers, the user ID
and password that you use to login to the website itself will be different to the user ID and password that
you need for file transfer connections. Look for FTP or SFTP or SSH connection details in information
provided by the hosting provider.

¢ The type of login configured for this site. In the Site Manager, select the connection and check the Logon
Type drop down list. Most servers will refuse Anonymous automatically.
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Status: Connection attempt failed with "ECONNREFUSED - Connection refused by
server"” message

If the connection is failing with the status message above, there might be a Local network configuration issue.
FileZilla Pro has a network configuration wizard that can find common issues in network and router settings.

To diagnose:

1. Inthe main menu of FileZilla Pro, click on Edit » Network configuration wizard....

2. Click on Next.

3. Enter details as requested - if you're unsure, you can usually use the default configuration settings and
just click Next at each screen.

Once FileZilla Pro has gathered all the configuration information it needs, it will perform a test connectionon a
test server run by the FileZilla team. If the test connection works with no errors, then the problem probably
exists on the remote site that you're trying to connect to.

Another possible cause is that the connection is being blocked by a firewall. If you have a local firewall or an
antivirus, try to disable it. If that works you may need to add an exception to the firewall configuration to grant
FileZilla Pro permanent access to the network.

If you are in a corporate network, you may need to ask the network administrator to open specific FTP ports.
Most FTP servers use port 21, SFTP servers use port 22 and FTPS (implicit mode) use port 990 by default.

19.10.3 Login failure

There are a couple of reasons that your login might fail for a particular server:

Incorrect credentials

Check that you're using the FTP login details provided by your server administrator or hosting provider. These
will generally be different to the login details you use to gain access to website functionality or your website
hosting account.

Caps lock is enabled

If caps lock is turned on, your login information might be in the wrong case. Check your keyboard’s Caps Lock
indicator.
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Excess white space

Even if you've copied and pasted your User ID and password, problems can still occur. A space before or after a
user ID or password can creep in when you copy text from an email or file. These spaces generally won't be
automatically stripped by the server, because they could be a legitimate part of your credentials.

Firewall or antivirus is blocking FileZilla Pro

Some firewall and antivirus programs block file transfer connections by injecting false login failures. Check the
settings on any firewall or antivirus scanning programs, or check with your network administrator to see if this
might be happening to you.

Issue on the server end

If you've checked all of these possibilities, and you're still having trouble logging in, contact your server adminis-
trator or hosting provider.

19.10.4 Insecure server, it does not support FTP over TLS

While not strictly an error this status message indicates you are trying to connect to a FTP server which does
not support TLS. In this case you have to change the connection encryption configuration to Only use plain FTP
(insecure).

General Advanced Transfer Settings Charset

Protocol: FTP - File Transfer Protocel ~
Host: 192,168.122.1 | Port: | |
Encryption: | Only use plain FTP (insecure) /& o
Legon Type: | Nermal w
Usen: | demo2fapass |
Password: | T |
Background color: | None ~

Comments:

However, with this option all the data, including the credentials, is transferred in clear text.
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19.10.5 Files are not transferred or deleted

Afailure to transfer or delete a file on a remote server is generally caused by permissions or a lock set on the file.

File permissions do not allow the current operation

Copy the displayed error message and contact your server administrator or server hosting provider for assis-
tance. Include the text of the error message, as it may assist the person handling the help request.

The directory is protected

Check the directory that you're trying to transfer files to. Is it protected, or a system directory? Try transferring
afile to a different directory.

Thefile is open in another program

Windows machines tend to lock files that are currently being used by an application. While the file is locked,
FileZilla Pro won't be able to transfer it. Try again when the file is not open in another application.

19.10.6 Directory listings and file transfers fail

If you can connect to a remote server in FileZilla Pro using FTP or FTP with TLS, but not see remote directory
listings or transfer files, there is probably something between FileZilla Pro and the remote server that is
interfering with the connection. Generally this will be a virus scanner, firewall, or NAT router.

Use FTP Test at https://ftptest.net/ to find out where in the connection the problem lies.

If the test connection fails, the problem is on the Remote end - talk to your system administrator or hosting
provider for assistance.

If the test connection succeeds, then the problem is probably on your Local computer or network. Some steps
that you can take to diagnose the problem are:

e Check your local computer’s antivirus software. Its settings, list of blocked applications, or logs might
show that it has blocked FTP commands from FileZilla Pro.

e Check your local computer’s firewall, if one is enabled. Most modern Windows machines have a native
firewall enabled by default; open Windows Defender Security Center (Windows 10) and click on Firewall
& network protection to check firewall settings or to configure the firewall to let FileZilla Pro access
remote servers.

e Are you using active-mode FTP? (see Active vs Passive Mode) If so, you may need to configure the NAT
router to allow it. See FTP Active Mode Configuration for instructions, or go to https://wiki.filezilla-project.
org/Network_Configuration for a more in-depth discussion of network configuration.

e [syour internet service provider blocking FTP transfers using an ISP-level firewall or NAT router? If so,
your only option might be to switch to a different ISP.
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19.10.7 Uploads fail but downloads work

If you can download files from a remote server but not upload to, the most common reason is that the server
has run out of disk space, or you've exceeded a storage quota assigned to the FTP user or group (for example,
your company). If you think this might be the problem, try deleting some files from the remote server and try
again to upload files.

Depending on the server, you might be able to check the disk space currently available to you in auser dashboard.
If not, check with your web hosting service or server administrator.

Very occasionally, a server’s file system might experience technical difficulties to the point that all files are
read-only - you can look at them and download them, but no changes can be made to existing files or new files
added. Contact your server administrator or web hosting provider for assistance.

19.10.8 Local files not displayed

This is typically a problem in macOS, where FileZilla Pro has been purchased from the Mac App Store. As a
standard security measure, Apple’s Sandbox denies local file system access to apps from the App Store.

To grant access to local files:

1. Select Edit > Directory access permissions.
2. Addthe directories that you want FileZilla Pro to access.
3. Clickon OK.

19.10.9 FileZilla Pro always asks for updates

If you find that FileZilla Pro is asking you to update it even when you’ve only just updated it, you might have
multiple versions of FileZilla Pro installed on your computer.

To remedy this, look for multiple versions of FileZilla Pro.

Windows

e Check Program FilesandProgram Files (x86),by defaultlocated on C: (your computer might differ).
To remove the older version(s):
1. Enter the directory.
2. Rununinstall.exe.
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e Look in your Start Menu for more than one FileZilla entry.

F

N "
a Feedback Hub

l FileZilla FTP Client

B Fiezila Pro

sy
- Films & TV

To remove the older version(s):
1. Click on the version you want to remove.

B rilezilla FTP Client

FZ Fiezila

Uninstall

2. Select Uninstall.

¢ InWindows 10, check Apps and Features for multiple FileZilla versions.

= Settings

@ Home Apps & features
| | | Feedback Hub
Microsoft Corporation

Apps FileZilla Client 3.39.0

i Default apps
Films & TV
Microsoft Corporation

| £ apps & features E Filezilla Pro 3.41.2

0% Offline maps

To remove the older version(s):
1. Click onthe program name.

E FileZilla Client 3.39.0

3.39.0

Modify

2. Select Uninstall.

170 KB
14/03/2019

30.1MB
8/04/2019

29.1MB
8/04/2019

11.9 MB
4/04/2019

301 MB
8/04/2019

Uninstall
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macOS

e Look inyour Applications for more than one FileZilla entry.
To remove the older version(s):
1. CTRL-click on Applications and select Options » Show in Finder.

v Name
Date Added
Date Modified
Date Created
Kind

Folder
v Stack

Fan
Grid
List
v/ Automatic

Remove from Dock Options

Show in Finder o
Open "Applications”
2 e
L |

2. Double-click on Applications.
3. CTRL-click on the older version and select Move to Trash.

19.11 Drag and Drop Support for Microsoft Store Version

Due to Microsoft Store limitations, the support for drag-and-drop from FileZilla Pro into Windows Explorer is
not enabled by default.

To enable this feature, please follow these steps:

1. Close FileZilla Pro.

2. Download the shell extension DLL from https://download.filezilla-project.org/client/fzshellext_64.dll.
3. Savethe DLL to adirectory of your choice.

4. Press Win+R.

5. Inthe Run dialog box, type cmd in the Open box.

6

. Press Enter or click OK. A command prompt window opens.
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10.
11.

In the command prompt window, type:
cd <directory>
Replace <directory> with the actual path of the DLL. Press Enter.
Still in the command prompt, type:
regsvr32 fzshellext_64.d11
and press Enter.

On success, you will see a message like this:

RegSwvr32 >

o DlIRegisterserver in fzshellext_g4.dll succeeded.

N

Restart FileZilla Pro.

If drag-and-drop still doesn’t work, you may need to reboot your system.

19.12 Get Microsoft Store Logs

If the FileZilla Pro support team requests Microsoft Store logs to investigate and issue, please follow these

steps:

© N o ok 0w DN R

Press Win+R.

In the Run dialog box, type eventvwr.msc in the Open box.

Press Enter or click OK. The Event Viewer window opens.

In the left column, navigate to Applications and Services Logs, Microsoft, Windows, Store.
Right-click the Operational entry.

Choose Save All Events As.

In the Save As dialog box, choose a file name.

Click OK.
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9. If the Display Information dialog box shows, choose Display information for these languages, and check
English (United States).

Display Information 4

To enable viewing this log correctly on other computers,
you may need to include display infermation.

() No display information
© Display information for these languages:
B English (United States)

[C] Show all available languages

Mote: Mot all languages may be available for all the
selected sources

Cancel

10. Click OK to save the logfile.

Once you have saved the Microsoft Store logs, please provide them to the FileZilla Pro support team as in-
structed.

19.13 Contact Support for Microsoft Store Version

If you can’t find a solution to your issue in the User Guide, you can receive priority support from FileZilla Pro
staff at microsoft-store@filezillapro.com.

19.14 Contact FileZilla Pro Customer Support

If you can’t find a solution to your issue in the User Guide, you can receive priority support from FileZilla Pro
staff using the Customer Support forum at https://customerforum.filezilla-project.org/.

You will need to register as a customer before posting in the forum (see Register as a Customer).
Related topics:
Bypass the Proxy Server
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